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Abstract: Face detection is one of the most important modern computer vision topics. The
importance of face recognition (FR) is increasing in our society for identification purposes. In this
paper, we practically demonstrated the authenticity of an automatic security system for automobiles
using face recognition technology. Our proposed system is not only a facial recognition system, but
also supports authentication via a GSM module for remote monitoring and permission/control by a
specific remote security code. The system was implemented and tested using a Raspberry Pi 3 board,
Python and OpenCV to program the different modules for face recognition. The implementation
results confirm the applicability of the proposed system as it offers the advantages of robustness,
high accuracy, reliability and security at the lowest cost. This paper defines a combination of fail-
safe algorithms for the GPS/GSM module in addition to face recognition algorithms, which are more
suitable in dynamic environments where high uncertainties are expected and require high accuracy
and reasonable speed. In future, we aim to develop an intelligent smart home application to meet
the upcoming needs.

Keywords: Automobile; Face Recognition; GPS/GSM module; RaspberryPi; OpenCV.

1. Introduction

A lot of research has been done to increase security in our daily lives to ensure that we are safe. But
research is also being done to eliminate that level of security. Automation has indeed had a positive impact,
but there are numerous gaps in security systems to accomplish this task. The number of car thefts in Paki-
stan has increased over the past year. Between Jan. 1 and July 31, 2022, a total of 387 cars worth 580 million
rupees were stolen in Rawalpindi district, a city adjacent to the federal capital. When a police officer in
charge was questioned by Dawn, a leading English newspaper, he said that although these criminals are
caught and brought to justice, they have to be released due to lack of evidence. He said, “We are really
helpless because we have no strategy and no measures to catch these thieves due to lack of any evidence”.
To deal with this problem, a security system is needed that specifies exactly who has access to the car and
who does not. For security and privacy reasons, various methods such as passwords and biometrics are
used. Face recognition (FR) is not new, but it is getting better every day [2]. Other biometrics are also used
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for security purposes, but until now, FR recognition is still one of the most studied topics in biometrics
[3,4,5].

The natural functioning of FR systems makes them the most popular biometric technique after finger-
prints [6,7]. However, fingerprints have some weaknesses, e.g., access to the car is denied if the owner’s
fingers are injured. Therefore, FR is gradually becoming the most satisfactory and secure solution because
it is impractical to embezzle a face and steal it on the spot to gain control of a car. Research continues to
bring the technology of FR closer to the human level to develop robust security systems [8,9]. Some of these
systems are already helping many people to secure their cars. However, these trackers are either too com-
plex or too expensive to afford. Therefore, a user-friendly, low-cost, and robust approach is needed to
reduce the risk of theft.

In our pilot study [10], we used the Arduino Uno to develop a low-cost car security system, but it has
some limitations: (1) the Arduino does not have its own operating system, the microcontroller cannot run
artificial intelligence (Al) algorithms at high speed, so we had to use it with a Windows or Mac operating
system and a computer stick; (2) it does not provide remote access and does not inform the car owner about
the car’s location. When the owner is absent, such as when he needs to provide access to a family member
or friend in his absence, the other person needs to train the system, which takes a little more time. On the
other hand, a layperson cannot train the system. To overcome these limitations and improve the function-
ality of our project, we address these issues as follows: The Arduino is replaced by a Raspberry Pi module,
a GS5M module is added as it enables remote authentication and notifies the owner via SMS when an un-
authorized person tries to enter the vehicle. OpenCV and principal component analysis (PCA) are used in
the backend as their robust features are discussed in the side sections.

The rest of the paper consists of the section 2, which discusses the importance of the OpenCV based
FR technique in light of the literature discussed. Section 3 explains the proposed system in terms of com-
ponents and hardware implementation. Section 4 describes the software implementation and the results
obtained with the proposed system. Section 5 provides a comparative analysis of the proposed system with
the existing approaches in the literature and the automotive industry. Finally, Section 6 concludes the pa-

per.

2. Review of OpenCV based FR techniques

As stated in the section above, due to the high rate of theft in everyday life, there is an increasing
demand for a somewhat simpler technique to identify the perpetrators and ensure security. Consequently,
FR is becoming an increasingly important aspect of computer vision in the development of security appli-
cations. We are trying to solve the security problem with low-cost components and simple coding tech-
niques. Thus, OpenCV has been presented as a key to the problems of computer vision for improved de-
tection and enhanced security measures [11]. The Haar cascade proposed by Viola Jones is a single method
for object recognition. A machine learning method is developed for graphical recognition of an object,
which enables fast image processing with high recognition rate [12].

The most commonly used algorithm for face recognition is PCA. There are many limitations in the
implementation of PCA due to the high computational load. To deal with this problem, a method called
frequency sub-bands has been proposed for applying PCA to specific wavelet sub-bands. Normally, PCA
is applied to images of the entire human face, but Feng introduced the wavelet transform by decomposing
the face images into frequency sub-bands. This is referred to as the usual demonstration of PCA. A com-
parative analysis of this approach with the previously used PCA showed that this approach is much better
in recognition and reduces the computational cost [13].

Another commonly used detection technique is linear discriminant analysis (LDA), also known as
Fisher linear discriminant analysis (FLDA). It works like PCA but with a reduced number of computations
and is able to classify data according to their differences [14]. Local binary pattern histogram (LBPH) is
also a face recognition method. In this method, the features that are preprocessed for face recognition are
removed from the face images by dividing an image into many small parts. PCA processes the face as a
whole. Face recognition is interesting and complex due to the impact of evaluation in the recognition phase.
LBPH analyzes the image quality and its operator helps to compose the LBP program into the histogram
for histogram overlap [15].
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In [16], the authors compared the mentioned face recognition methods to develop an auto-attendance
system. They pointed out the problems they faced in detecting faces and using different methods for face
detection. A tabular comparison of the methods described above is shown in Table 1. After reviewing the
comparison of the FR techniques supported by OpenCV, we conclude that the overall performance of PCA
is more promising than the others. Therefore, we chose the PCA algorithm for FR.

Table 1. WCAG conformance levels description

Factors PCA LDA LBPH
Greater Ok Ok Poor
Light variance Normal Excellent Good Good
e Lesser Ok Ok Ok
p _ Greater Excellent Ok Poor
k=) Pose Variance
b= Lesser Good Good Ok
e . ) Farther Ok Poor Poor
o Distance Variance
o Closer Excellent Good Good
. ] Greater Ok Good Poor
Dataset size Variance
Lesser Excellent Excellent Excellent

3. Proposed system model

The proposed system is implemented in two modules. One consists of hardware components and the
hardware implementation, and the other consists of the software that implements the FR technique. Basi-
cally, FR includes three key points. First, the face data is collected, then the face features are extracted, and
finally the features are matched for recognition. Since the focus of this work is to provide a low-cost and
easy-to-implement security system, the proposed system is discussed with these aspects in mind in the
following section.

3.1 System components and hardware implementation details of our proposed system model

To achieve an effective design approach and high accuracy, many researchers are working to improve
security systems in terms of efficiency, trustworthiness, and robustness by using more efficient face detec-
tion and recognition algorithms. At the same time, it is necessary to study the dynamic properties of the
tools used. For this reason, we have paid a great attention to this issue and have used the Raspberry Pi 3
model B. In addition to the Raspberry Pi, the proposed system consists of a USB camera, a GSM/GPS mod-
ule with Python and a free API that is OpenCV. Fig. 1 shows the structure diagrams for the proposed
system. In the experiments, we used Raspberry Pi Shields to connect the GSM/GPRS SIM900 to GPS mod-
ules. The provided Shields are stacked on top of each other to perform multiple tasks at once. The structural
diagram of the proposed system model is shown in Fig. 1 and the development setup is shown in Fig. 2.

Power
Supply
Web
Cam
Car
Rasnb ) Switch
aspberry pi
LCD s
GSM/GPS
Module Relay

Figure 1. Structural diagram of the proposed system model
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Figure 2. Development setup

3.1.2 Raspberry Pi

It is a tiny circuit board that functions as a computer (shown in Fig. 3), a system-on-chip (SoC), and a
specially designed Linux operating system called Rasbian, the certified OS for Raspberry Pi. Other operat-
ing systems, such as Android, Firefox OS, RISC OS, Ubuntu Mate, etc., can also be used for the Raspberry
Pi. Another special feature of the Raspberry Pi is that the Windows 10 version also works on it. Since, it is
a working computer that has a processor, memory, USB ports, audio output, and a graphics driver for
HDMI output, and most Linux software applications can be installed on it. Such setup has many ad-
vantages, such as:

1. No need to use a separate computer as Raspberry pi is a computer itself. Also, no need to use an IO
device like Arduino because Raspberry pi can handle 1O directly.

2. The cost of the Raspberry is as low as USD 30 only. So, this project contains only one unit that is Rasp-

berry Pi. So as a whole it is cheaper.

It can be used to see the output on the monitor by the HDMI port to plug the SBC into a TV.

Availability of plenty of USB ports.

Other peripheral devices like keyboard, mouse and printer can be added to the computer.

o G W

Ethernet port built onto the board helps to connect to the Internet with an Ethernet wire having ability
to connect the system with current LAN or WAN.

7. Easy to change the operating system (Linux/Rasbian and Android) simply by changing the cards, ow-
ing to operating system runs from an SD card.

Figure 3. Raspberry Pi

3.1.3 Camera

We use a USB camera. The main reason for choosing the USB camera over the Pi camera is, first, cost
effectiveness and future expansion of the proposed system. Second, the Pi camera is not preferable in our
project because of its fragility. We need a long cable to move the camera to the desired location, which is
verydifficult with the Pi camera with its fragile cable strip. The camera has the following features: a high-
quality CMOS sensor, an image resolution of 25 MP (interpolated), an adjustable lens for focus adjustment,
a frame rate of 30 fps, and an 2.0 lens. In low-light conditions, the camera has a night vision function and
connects to the Raspberry Pi via the USB 2.0 port ( Fig. 2) and captures images as needed.

3.1.4 GPS/GSM module

In this era of technology, the use of GPS and GSM modules (Fig. 4) in commerce engineering, scientific
use, tracking and surveillance of objects is irresistible [11]. In our project, the function of the GPS is to get
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the coordinates of the automobile for tracking and GSM basically used to update the owner about the
automobile location through sending and receiving SMS. The GSM-dial up, monitoring program and com-
munication protocol are implanted together and are connected to the Raspberry pi by a serial port UART.

Figure 4. GSM/GPS module

The features of GPS/GSM module used in our project are:

1. Serial GSM/GPRS core development board based on GPRS A6 module supporting dual-band
GSM/GPRS network, available for GPRS and SMS message data remote transmission.

2. Compact size and low current consumption board with power saving technique.

3. It communicates with microcontroller via UART port, supports command, including GSM 07.07, GSM
07.05 and Ai-Thinker enhanced AT Commands.

4. Software implementation and results

Our proposed system grant access to automobile in two ways, one is through face recognition and
other through confirmation SMS. So proposed system can be categorized into two working modules that
are combined together to give the expected results. The workflow is shown in Fig 5.

Stari
Image Processing GSM/GPS Module

Initializing the Camera Initializing GSM/GPS

Capture the Event Establish Connection

Resize & Resample Identi
The Image Phone Number

If Training Train to Recognizer
Pressed to Predict the Image f Number Ask For Master
is Valid Passw vord

If image
Ask Password Matches

yes If Master
Pass-
No yes wordis

assw With Valid Secu-
e Switch Vith YaldSe
On the Vehicle
save to Or do the
yes Invalid Appropriate Register New
patabase Action Sim Number

No

Remain Switch
Send Alert SMS or Email to
Owner Through GSM
Module and Perform the
Desired Action

Figure 5. Work flow of the our proposed system model

4.1 Image processing

When a person gains access to the automobile, his image is essentially captured in the video stream.
When the correct human face is present, the system stops recording the video streams, and the image pro-
cessing modules recognize the face by comparing it to the authorized face images stored in the database.
For this purpose, advanced face recognition algorithms are used for verification and validation. The Cas-
cade Classifier algorithm defined by Paul Viola and Michael [12], which is based on hair-like features, is
used for face recognition. The OpenCV library of the Python language has both a trainer and a classifier
that supports the Haar cascade classifiers for face recognition. The principal component analysis (PCA)
algorithm with enhanced features is used for face recognition [10].

Python’s OpenCV library consists of a wide range of face recognition algorithms using the FaceRecog-
nizer class. In the face detection phase, PCA first computes the eigenvectors and then determines the
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thresholds. The Euclidean distance with respect to the thresholds of the images of unauthorized and au-
thorized persons is compared to identify the persons. If the face is recognized (Fig. 6), i.e., if it matches the
images in the database, a signal is sent to the RaspberryPi via USB and the RaspberryPi controls the lock
via a relay by allowing access to the car. The issue here is whether a person is authorized to have access or
is denied access if they are not. However, if the user is not authorized, but has been allowed by the owner
under certain circumstances, he or she must need to train the image to be recognized by the image pro-
cessing system. However, if the user is a layperson and the owner is in a remote location, adding the new
person to a database can be problematic; in this situation, the second module solves the confusing situation
by providing remote access.

e

®romr oo = T

Nome the foce and
odd

Figure 6. Face recognition

4.2 Remote access and monitoring

In addition to facial recognition-based authentication, we have included a GSM module to monitor
remote access in the absence of the owner. If a person tries to access the vehicle, the system recognizes their
face and access is denied. A warning SMS is sent to the owner’s registered card number (SIM), along with
the person’s picture attached to the email for verification. If the owner wants to grant or deny access, he/she
sends an SMS back to the system with a security code and/or the desired action code (the codes will be
described later). At that moment, after cross-checking, the system performs the desired action. The system
identifies the person and if it is an authorized person, access is granted.

Otherwise, the captured image is automatically transmitted via e-mail and/or a warning SMS over the
GSM network to inform the vehicle owner (Fig. 7a). With the help of the GSM module, the owner can
determine the location of the vehicle via GPS and perform the desired action via SMS (Fig. 7b. Via SMS,
the car owner can turn the ignition of the vehicle on or off to grant or restrict access (Fig. 7c). When a
location SMS is received from the owner, the tracking system sends the vehicle coordinates to the owner.

Each GPS-sensor can access GPS-satellites that are more than 24, but it should access at least 3 satel-
lites. These satellites are one-way satellites. A GPS -receiver can receive data, but cannot send data to and
from these satellites, and the data is only the exact time and approximate location of the satellites. This is
because the satellites transmit at the same time. However, because of the difference in position GPS, the
receiver receives the time at a slightly different interval. This difference causes the processor of a GPS
receiver to calculate the distance between the satellites. Using this distance and the Pythagorean Theorem,
the GPS receiver calculates longitude, latitude, altitude, time and other necessary parameters. The proces-
sor of the receiver GPS converts all calculations into a string defined as NMEA (National Marine Electron-
ics Association) string according to the established standards. Then a serial transmitter on the receiver GPS
sends this data to the serial output, in our case a UART. The algorithm written on the Raspberry Pi analyzes
this string and checks if the GPS receiver can receive a sufficient number of satellites. Then our program
simply analyzes the longitude and latitude. The advanced algorithm written for the proposed system
works exactly according to the received instructions. The image detection, recognition and training algo-
rithm used in [10] for image processing and GSM/GPS are presented in Algorithms 1 and 2.
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Figure 7. GSM module to monitor the remote access

Main Algorithm # 1

: Initialize the camera

: Detect if an event is captured by camera.

: if (no image detected)

then (control goes to step 1)

rend if

: if required to train

then (control goes to training algorithm)
Compares the image captured with the images save in database to recognize the authorized
person

: if it get match

10:  then (switch on the automobile)

W N OU R WN e

NeJ

11:  Compares the image captured with the images save in database to recognize the authorized

person

12: Otherwise

13: a. Remain switch off and save into invalid user database and go to step 2

14: b. Gives control to GSM module to send message to owner along with location.
15:  end if

16: end if

The action codes followed in proposed system are given in the following.

— 1234 to switch on the lock

— 3677 to switch off the lock

— 4688 to send location data to the owner

— 4678 to send a message to police with location that car is grabbed

— 4698 take the snap shot of the car and persons inside and send via email to owner
— 4674 configuration like changing security code/email address/police number
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5. Discussion and Analysis

5.1 Comparison with existing approaches in literature

After successful implementation and multiple tests, the proposed system showed encouraging results.
In this section, we analyze the statistical data of the developed system in comparison with the other tech-
niques used for motor vehicle safety reported in the literature FR. For this purpose, we analyze the perfor-
mance of the system using our self-created database of 150 photos of faces. The test was repeated 80 times
and the recognition accuracy is 99.2%. A slight effect of daylight is noted, but since we are concerned with
FR in the car, the light available in the car is sufficient to achieve a desirable accuracy at night time. We
have used PCA with advanced features that can outperform many other methods when the database is a
little smaller. For the comparative analysis, we selected three OpenCV-based FR methods from the litera-
ture that are used to verify the authenticity of the user [10], [18] and [19]. The results of the analysis are
shown graphically in Fig. 8. The verification rate of the system output confirms the accuracy by the ROC
curve for each approach. ROC Curves are shown in Fig. 8 to confirm the performance accuracy of our
proposed system.

Sub Algorithm #2 for GSM/GPS Module

1: Initialize the GSM and GPS

2: Establish connection and identify the mobile number

3: if (number is valid)

4: then see the action code and security code (go to step 5)

5: Else ask for master password

6: if (master password is correct)

7 then register the new sim number

8: if (security code received through SMS and action code is valid)

9: then (user is authorized to operate automobile) and (perform the action according to the Action
received)

10: end if

11:  endif

12: end if

5.2 Comparison with existing approaches in automotive industry

There is no affordable face recognition system for car control and security available in the market
except some car companies have started installing FR and IA systems in their cars like BMW. Among other
companies, Toyota has displayed a concept car with a face recognition system in a show in Paris. But there
are still many lapses in adopting these systems, listed below:

a. Most of the companies are still working at the concept level. If someone wants their system to be
available to the public, they have to wait for their release.

b. As we can see these systems are installed in new cars and not available in open market one must
have to buy a new car with FR system.

C. Even one may have a more advanced car like having the seating of 5 persons and want to have the
FR inside his/her car. But the user must also have to be limited to the luxury of the new car with
FR in the same price.

d. The cars with FR system are not cheap. This price is so high that Daily Mail UK discussed the
patent of FR system that Jaguar will use in land rovers. They wrote providing the technology at a
low price is a challenge. In their words “It is an ongoing challenge of the automotive industry to
improve vehicle functionality, design and to further enhance the sophisticated feel of vehicles,
without significant additional cost”.

e. Sometimes car companies also include some ongoing services like registering a person as an au-
thentic user. In NC World article on above mentioned Jaguar patent they told. “A driver would
register their biometric details when first taking ownership of the car, and these details would be
referred to each time they approach the vehicle”.
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Figure 8. ROC curve for our proposed approach

Considering the above points, we have developed a car lock and control system that not only meets
the above requirements, but also has other functions such as GSM/GPS to monitor and control the car lock
remotely. Our project is not a concept, it is there, and our project is not related to a specific car. A person
already having a car can just install our system and enjoy the benefits without losing the previous func-
tions. We have developed a robust and easy to-use system that combines software with inexpensive hard-
ware. For example, we used GSM for notification, which is a great choice because of its wide range utilities.
Since SMS is a text-based protocol, we do not always need a web server for SMS or email. This may only
be the case if someone wants to access their car via the Internet. In our system, the work for SMS is done
in two ways (messages are sent and received) via GSM. For e-mails, we need Internet to transmit them, so
they are transmitted over the network, but only in one way. However, if we want network-based two-way
control and the command sender sends commands over the Internet, we need to use a web server (our
command sender uses the GSM network). But for now, it lowers the cost by reducing additional compo-
nents.

Also, most GSM systems are able to query the status of the vehicle and change the status according to
the action code received, as well as inform the police about the location if the vehicle has been stolen. Due
to the hardware and software we have chosen (OpenCV), the prices are so low that even a motorcyclist can
install our security system in his vehicle. Also, the user registration is in the hands of the owner instead of
having to go to the car manufacturer. The entire system is secured by a security code and authentication
based on a master password. This project has great promise for the future, as users will be able to customize
the system to suit their needs. The only drawback of the Raspberry P4i is that it has limited capabilities to
interact with external sensors. So, a little more effort will be required in the future for a remotely controlled
home security system.

6. Conclusion

In this paper, we have dealt with today’s main problem of car theft from outside the house or a parking
lot. We have developed a security system based on image processing that automatically detects the identity
of the person trying to get access to the car. It prevents unauthorized entry and notifies the owner by
sending a warning SMS and email with an attached photo, and allows authorized persons to enter via SMS
by the owner. The developed system also provides location via GPS, to determine the current locality of
the vehicle. In this way, our proposed system is the ultimate solution to all the mentioned problems. The
goal of this paper is to present low-cost, customizable methods for automating security systems. In the
future, we intend to use it in smart homes where the physical presence of the owner is not always secure
and remote authentication and control is desired.

Conflicts of Interest: The authors declare no conflict of interest.
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