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Abstract: The rapid expansion of cloud computing has transformed digital service delivery, but
establishing the trustworthiness of Cloud Service Providers (CSPs) remains a significant challenge,
especially for sensitive workloads. This study presents a novel hybrid evaluation framework aimed
at quantifying CSP trustworthiness from multiple perspectives. The framework combines a
deterministic Multi-Attribute Trust Model (MATM) with a sophisticated Fuzzy Inference System
(FIS). The MATM assesses CSPs based on three key attributes: Cost Efficiency (CE), Performance (P),
and Reputation & Trustworthiness (RT). It utilizes a weighted normalization function to compute a
transparent Trustworthiness Level (TL), offering a clear quantitative benchmark. To handle the
inherent uncertainty and subjectivity in trust evaluation, the framework incorporates an FIS that
uses fuzzy logic to interpret linguistic variables and capture the complex relationships among
attributes. This dual approach provides both a straightforward, scalable assessment method and a
more nuanced, human-centric evaluation. The framework’s effectiveness was validated through
scenario analysis. As an initial proof of concept, the evaluation utilized constructed provider
scenarios representing typical market profiles. The results demonstrate the model’s ability to clearly
differentiate between service offerings, confirming its utility as a comprehensive decision-support
tool.

Keywords: Cloud Computing; Trustworthiness; Multi- Attribute Trust Model; Fuzzy Logic; Cloud
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1. Introduction

The paradigm of cloud computing has fundamentally transformed the information technology
landscape, establishing itself as the primary infrastructure for modern digital services [1], [2]. Its ability to
deliver scalable, on-demand resources has driven innovation and improved operational agility. Despite
these advantages, the widespread adoption of cloud computing is often hindered by a major challenge: the
quantification and assurance of trustworthiness [3]-[5]. As organizations move critical operations to the
cloud, the lack of direct control and the opaque nature of provider operations create a "trust deficit" [6]-[8].
This challenge spans multiple dimensions, including performance, cost, compliance, and reputation, which
collectively inform the final Trustworthiness Level (TL) for CSP [9].
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Traditional methods for evaluating CSPs typically focus on isolated metrics, such as Service Level
Agreement (SLA) compliance or cost, offering an incomplete assessment [2], [10]. This fragmented
evaluation process is inefficient and carries significant risks. A standardized, comprehensive, and
quantitative framework is needed to holistically evaluate CSP trustworthiness from a multi-attribute
perspective.

This research addresses this gap by proposing a Hybrid Trust Evaluation Framework (HyTEF). The
framework combines a deterministic Multi-Attribute Trust Model (MATM) for clear scoring with a Fuzzy
Inference System (FIS) to handle the ambiguity inherent in trust assessment [11]-[13]. This dual-
methodology approach provides both a straightforward score and a nuanced analysis. This paper is
structured as follows: Section II reviews related work. Section III details the methodology. Section IV
presents results, and Section V concludes the paper.

2. Related Work

Establishing trust in cloud computing has been explored through various models, each focusing on
different aspects such as SLA compliance and reputation systems. However, these traditional approaches
have inherent limitations, highlighting the need for more comprehensive frameworks. This section reviews
the most recent approaches for evaluating the trust level of CSPs.
2.1. SLA and Reputation-Based Models

Early approaches to evaluating trust in CSPs primarily focused on Service Level Agreements (SLAs)
and reputation systems, both of which have notable limitations. Initial models relied on SLAs to establish
contractual trust [3] and reputation systems that aggregate user feedback [14]. However, SLAs are reactive
and limited in scope [15], while reputation systems are vulnerable to manipulation [16].
2.2. Multi-Attribute Decision-Making (MADM) Models

MADM methods like AHP and TOPSIS provide a more systematic framework for evaluating CSPs on
multiple criteria [17], [18]. These models offer a structured approach [19], [20], but often require precise
numerical inputs for qualitative attributes, which can be difficult to obtain.
2.3. Fuzzy Logic and Al-Based Models

Fuzzy logic-based models address uncertainty by utilizing linguistic variables, making them well-
suited for trust evaluation [12], [21]-[23]. More recently, Artificial Intelligence (AI) and Machine Learning
(ML) have been applied to dynamic threat detection and predictive analytics [24]-[27], [31-38]. However,
these advanced models often suffer from high complexity and a "black box" issue, where their reasoning is
not transparent [28].
2.4. Research Gap and Contribution

A gap remains for a hybrid framework that combines both the transparency of a weighted model and
the nuance of a fuzzy system. The proposed Hybrid Trust Evaluation Framework (HyTEF) addresses this
gap by synergistically integrating a Multi-Attribute Trust Model (MATM) for clear scoring with a FIS to
manage ambiguity. A summary comparison is presented in Table 1.

Table 1. Comparative Summary of Related Work

Study/Author(s) Methodology Attributes Limitations
Wenjuan et al. [3] SLA Compliance Uptime, etc. Reactive
Xu et al. [14] Reputation Sys. User Ratings Manipulable
Mishra et al. [17] BWM-TOPSIS QoS, Cost Needs precise data
Mansour et al. [12] Fuzzy Logic SLA, Perf. Complex rules
Butani et al. [24] AI/ML Threat patterns "Black box" issue
Our Proposed HyTEF Hybrid Cost, P, R Balanced

3. Methodology

Our methodology integrates a deterministic Multi-Attribute Trust Model (MATM) and FIS to evaluate
the trustworthiness of CSPs based on key attributes such as CE, P, and RT. These attributes are calculated
as follows:
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Cost Efficiency (CE): Cost efficiency is a measure of how effectively a service or process utilizes its
resources relative to its cost. It is evaluated by comparing the actual cost to a predefined range of acceptable
costs, where a lower cost yields a higher score. In our work, it is computed as follows

f(CE) = ;mere (1)

Cmax—Cmin
where C,,,, maximum allowable or reference cost, C,,;; is minimum allowable or reference cost, and C is
the actual cost being evaluated.
Performance (P): Performance refers to the operational effectiveness of a system, service, or process,
often measured through factors such as uptime, throughput, and latency. It quantifies how well a system
meets its intended goals and performs in real-world conditions. Higher performance typically corresponds

to better system reliability and speed. It is computed as follows:
_ (Uptime+Throughput+Latency ~ 1)

G ! @)

where Uptime is the amount of time the system is operational and available for use, typically
expressed as a percentage of total time, Throughput is the amount of data processed or handled by the
system within a given period, often measured in transactions per second or data volume per second, and
latency is the delay or response time between the input and output of the system, typically measured in

milliseconds. In the equation, Latency is inversely related (i.e., lower latency improves performance), hence
the Latency " term. This equation normalizes the performance by averaging these three components,
where higher uptime, greater throughput, and lower latency lead to a better performance score
Reputation & Trustworthiness (RT): Measures a system’s or service’s credibility and reliability in the
market, evaluating its standing based on security compliance, user feedback, and past incidents. A higher
reputation and trustworthiness score reflect a more reliable and trusted service. In Equation 3, Reputation

& Trustworthiness (RT) is calculated as:
_ (S+R+C)

f(RT) = &89 3)
Where S Security Compliance [9], [29] indicates how well the system meets security standards and
regulations, and R (User Ratings) [30] reflects the feedback and satisfaction levels from users and Incident

Reports (C).
Each attribute is normalized to a [0,1] scale. The final Trustworthiness Level (TL) is a weighted sum:
TL =wy - f(CE) +w, - f(P) +ws - f(RT) (4)
where w; +w, +w; = 1. (5)

Performance Membership Function

z ju=—= Low
é Medium
:E —— High
< 05
B
5 0 .
0 2 ! 6 8 10
Score
(a) Performance Membership Functions
Cost Efficiency Membership Function
'_2 1 —— Low
;’5 Medium
=} —— High
° d
Z 05
B
= 0
A 0 2 1 6 8 10
Score
(b) Cost Efficiency Membership Functions

Figure 1. Membership functions for input attributes
The FIS handles vagueness by translating quantitative inputs into linguistic variables (Low, Medium,
High) using membership functions, as shown in Fig. 1. Specifically, a Mamdani inference system is utilized,
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employing a MIN operator for fuzzy intersection (AND) and a MAX operator for fuzzy union (OR). The
rule base consists of 27 IF-THEN rules covering all combinations of the three attributes (e.g., "IF Cost
Efficiency is High AND Performance is High AND Reputation is High, THEN Trust is Highly Trusted").
The output is converted to a crisp score using the Centroid defuzzification method, ensuring a transparent
and reproducible mathematical translation from fuzzy sets to an actionable score.
3.1. Algorithmic Implementation

The overall process is summarized in Algorithm 1.

Algorithm 1 Trustworthiness Level Calculation

1: Input: CSP dataset with metrics

2: Output: Trustworthiness Level (7'L) and Classification.

3: Begin

4: for all CSPs do

5: Calculate scores for CE, P,RT using (1)-(3).

6: Normalize CE, P,RT to a [0, 1] scale.

7 Assign weights (e.g., w; = 0.33,w, = 0.34, w3 = 0.33 for equal importance).
8 TL=w;f(CE)+wyf(P)+w3f(RT)

9 if TL > 0.8 then

10: Classification < "Highly"
11: else if 7L > 0.5 then

12: Classification < "Moderate"
13: else

14: Classification <+ "Low"

15: end if

16: end for

17: Output CSP, TL, Classification.

18: end

The time complexity of the introduced algorithm can be analyzed based on the steps outlined in
Algorithm 1. The algorithm processes a dataset of CSPs and computes the trustworthiness level (TL) for
each CSP. For each CSP, the algorithm performs the following operations: calculating scores for CE, P, and
RT (steps 5 and 6), normalizing the values (step 6), applying weights (step 7), computing TL (step 8), and
classifying based on TL (steps 9-15). Assuming each of these operations takes constant time, the overall
time complexity is dominated by the for-loop iterating over all CSPs. Let n be the number of CSPs in the
dataset, the time complexity is O(n), as the operations inside the loop are constant time operations.
Therefore, the overall time complexity can be expressed as follows:

Time Complexity = 0(n) (6)

Where n is the number of CSPs in the dataset.

4. Results and Discussion
As an initial proof of concept, the framework was evaluated through scenario-based analyses rather
than live provider data. In our study, we analyzed four CSP scenarios:
1) Premium (High P, High C, Strong R).
2) Budget (Low P, Low C, Mod R).
3) New Entrant (High P, Low C, Weak R).
4) Poor Value (Low P, High C, Weak R).
Table 2 shows the final scores assuming equal weighting. Fig. 2 visualizes the component scores.

Table 2. Comparative Analysis of CSP Scenarios

Scenario Perf. Cost Rep. Trust Score
High Perf, High Cost High High Strong High (0.65)
Low Perf, Low Cost Low Low Moderate Moderate (0.63)
High Perf, Low Cost High Low Weak Variable (0.55)
Low Perf, High Cost Low High Weak Low (0.23)
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Trustworthiness Attributes Across Scenarios
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Figure 2. Normalized scores for scenarios S1-54.

The figure illustrates the trustworthiness attributes —Performance, Cost Efficiency, and Reputation —
across four distinct scenarios (S1, S2, S3, and S4). The normalized scores for each attribute were plotted,
revealing a significant variation in the relative importance of these factors across different scenarios. In
Scenario 1 (51), the highest score was observed for Performance (0.9), while Cost Efficiency and Reputation
were notably lower. A more balanced distribution was found in Scenario 2 (S2), where Performance and
Reputation scored similarly high (0.85 and 0.6, respectively), with Cost Efficiency scoring 0.4. In Scenario
3 (53), Reputation emerged as the most important factor, scoring 0.45, while Performance and Cost
Efficiency remained low. Scenario 4 (S4) reflected a poor overall profile, with Performance, Cost Efficiency,
and Reputation all remaining minimal (correlating with the "Poor Value" definition). Furthermore, as seen
in Table 2, the non-linear scaling of the fuzzy inference system causes scenarios with mixed profiles (like
S1 and S2) to yield closely clustered trust scores (0.65 vs 0.63). This occurs because the FIS rules severely
penalize any single poor attribute (such as S1’s high cost), bringing its overall trust score closer to a
uniformly moderate provider (S2). This analysis highlights the dynamic nature of trustworthiness
attributes in varying contexts, suggesting that the emphasis placed on each attribute depends on the
specific scenario at hand.

4.1. Fuzzy Rule Surface Visualization

The 3D surface plots from the FIS visualize how Trustworthiness is influenced by Performance and
Cost under different Reputation weights, as shown in Fig. 3. With a high reputation weight, the trust level
has a high baseline. With a low weight, trust is primarily driven by performance and cost, and the overall
trust level is constrained.

Fig. 3 presents a series of 3D plots that show the relationship between performance (Perf.), cost
efficiency (Cost Eff.), and reputation weight across different reputation levels: high, medium, and low.
These plots provide a visual understanding of how varying reputation weights influence the performance
and cost efficiency trade-offs.

In the high reputation scenario (Fig. 3a), the relationship between performance and cost efficiency
shows a steep positive trend, indicating that as cost efficiency improves, performance significantly
increases. This suggests that entities with high reputations tend to balance both dimensions effectively,
leading to better overall outcomes.

In contrast, the medium reputation scenario (Fig. 3b) reveals a more moderate slope. This indicates
that for medium reputation entities, the impact of cost efficiency on performance is still positive but less
pronounced than in the high reputation scenario. This implies a less efficient trade-off, where improving
cost efficiency leads to performance gains, but the rate of improvement is slower.

Finally, in the low reputation scenario (Fig. 3c), the slope is much flatter, reflecting that performance
gains due to improved cost efficiency are minimal. This suggests that entities with low reputations struggle
to translate cost efficiency improvements into substantial performance gains, possibly due to external
factors that overshadow cost-related decisions.

Overall, these plots highlight how reputation plays a crucial role in shaping the trade-offs between
performance and cost efficiency. High reputation entities are able to leverage cost efficiency more
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effectively to improve performance, while lower reputation entities face diminishing returns on
performance despite improvements in cost efficiency.
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Figure 3. Trustworthiness surfaces under different reputation weightings.

The experiment in Fig. 4 compares client utilization between two schemes: Trust-based CSP selection
(HyTEF) and Random CSP selection. This was generated via a simulated environment processing 1,000
iterative service requests, demonstrating the long-term decision value of the framework. In Scheme 1
(Trust-based CSP selection), clients choose CSPs based on a structured trust evaluation model, which
incorporates Cost Efficiency (CE), Performance (P), and Reputation & Trustworthiness (RT). This model
allows clients to select providers that offer the best balance of performance and cost, leading to higher
engagement and utilization over time. The figure shows a steady increase in client utilization, suggesting
that informed, trust-based decisions result in better service usage and client satisfaction.

In contrast, Scheme 2 (Random CSP selection), where clients randomly choose CSPs without evaluating
key trust attributes, leads to slower and less consistent growth in client utilization. As the selection process
is not based on performance, cost, or reputation, clients may encounter unsatisfactory service experiences,
reducing their engagement. The figure highlights this inconsistency, confirming that trust-based selection
models promote higher client utilization over time, as clients are more likely to stay with providers that
meet their expectations for cost, performance, and reliability.
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Client Utilization Comparison: Trust-based vs Random CSP Selection
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Figure 4. Comparison of Client Utilization: Trust-based CSP Selection vs. Random CSP Selection
Over Time.

The HyTEF enforces a holistic evaluation, compelling decision-makers to consider the trade-offs
between cost, performance, and reputation. The flexible weighting system allows for "what-if" analyses
tailored to different stakeholder priorities. The fuzzy logic component incorporates qualitative expert
opinions, resulting in a more robust and realistic assessment.

5. Conclusion and Future Work

This research presented a Hybrid Trust Evaluation Framework that integrates a deterministic MATM
with an FIS. The framework provides a comprehensive, adaptable, and robust solution for assessing CSP
trustworthiness, empowering enterprises to make more informed cloud adoption decisions.

Limitations include a dependency on reliable input data and the subjectivity in assigning weights.
Future work will focus on integrating real-time data feeds and Al-driven anomaly detection to transform
the framework into a continuous trust monitoring system [26], [27]. Further research could also explore
additional attributes, such as data governance and sustainability metrics.
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