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________________________________________________________________________________________________________ 

Abstract: Malicious URLs are frequently used as delivery channels for malware and continue to 

represent a challenge in cybersecurity. The following paper propose URL detection framework 

based on using a combination of the Harris Hawks Optimizer (HHO) and Bat Algorithm (BA) using 

a union feature selection strategy. The goal is to build an informative and diverse subset of features 

by using the features that were chosen using two complementary metaheuristic search methods. 

LightGBM and Naive Bayes classifiers are used to evaluate the selected features on ISCX-URL2016 

dataset. As it has been experimentally found, LightGBM has a higher accuracy of 99.52 % and Naive 

Bayes has an accuracy of 81.12 % indicating a distinct difference in the capability of modelling 

structured URL features. The proposed framework is competitive or better accurate when compared 

to some of the past studies. The results demonstrate that the HHOUBA union approach is successful 

in minimizing feature redundancy and discriminative information is maintained, which results in 

higher learning performance and a steady classification performance. The suggested solution is a 

solid solution to malicious URL detection.  
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1. Introduction 

The Internet has become one of the basic elements in our society allowing international connectivity 

and provision of a variety of the necessary services, including communication, business, cloud computing 

and data transfers [1-5]. The internet services constitute the fundamental backbone of critical 

infrastructures in the health sector, finance sector, education sector and also in the government sector and 

hence its reliability and its availability are very critical in the growth of the economy as well as social 

stability. With the continued reliance on these services, the security of these services has become a 

significant concern [6-10]. 

Nevertheless, the proliferation of the Internet services has also increased the area of attack in case of 

cyber threats [11-15]. The internet-based systems are often hit by several cyber-attacks such as spam attack, 

phishing campaigns, and malware attacks [16-19]. Such attacks can be meant to cause disruption of service 

availability, theft of sensitive information and destruction of system integrity usually with a massive loss 

of money and disruption of business. Malware is one of the most dangerous and constant attack vectors of 

these threats [20- 22]. 

Malware can rapidly spread across networks, malicious email, breached websites and removable 

media, which allows it to infect masses on a large scale in a short period of time. According to recent 
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statistics, volume and sophistication of malware attacks has been on a steady increase since their inception 

and the damages are worth billions of dollars each and every year around the globe. The conventional 

malware control systems, including signature-based antivirus software and rule-based intrusion detection 

systems, are not able to keep up with these emerging threats. These methods are not successful with 

obfuscated malware, polymorphic variants and zero-day attacks, and more dynamic defense mechanisms 

are required [23-26]. 

 Machine learning has become a promising substitute to malware detection by making it possible to 

analyze data and identify patterns automatically. Complex and previously unknown attack behaviors can 

be detected using learning-based models, which are better robust than a static approach [27-30]. 

Nevertheless, machine learning models are highly dependent on quality of input features that can be used 

to improve accuracy, efficiency and generalization that make feature selection a critical step in the process 

of enhancing machine learning models [31-33].  

 In this context, bio-inspired optimization algorithms offer complementary search capabilities for 

identifying informative feature subsets. Examples of such algorithms include the Harris Hawks Optimizer, 

Bat Algorithm, Narwhal Optimizer, Grey Wolf Optimizer, white shark optimizer [34-38]. To overcome 

these issues, this paper suggests a hybrid model combining the HHO and BA on the basis of a union-based 

feature selection approach (HHOUBA) with customized Naive Bayes and LightGBM classifiers to detect 

malware via URLs. Table 1 gives a comparison of the HHO and BA algorithm with regard to feature 

selection [37-40]. The analysis of the suggested framework is conducted on the ISCX-URL2016 dataset. 

Table 1. Comparison of the HHO and BA algorithms 

Aspect HHO BA 

Biological 

Motivation 

Inspired by the cooperative hunting 

strategy of Harris hawks, particularly 

surprise pounce and encircling 

behaviors. 

Based on the echolocation and 

sonar-based navigation behavior 

of bats during prey search. 

Search Strategy 

Models dynamic transitions between 

exploration and exploitation using prey 

escape energy and besiege strategies. 

Explores the search space through 

frequency-controlled velocity 

updates and stochastic local walks. 

Exploration–

Exploitation Balance 

Achieves adaptive balance by switching 

strategies according to prey energy 

decay. 

Regulates balance by decreasing 

loudness and increasing pulse 

emission rate over iterations. 

Effectiveness in 

Feature Selection 

Effective in identifying highly 

discriminative feature subsets with 

strong global search capability. 

Capable of refining feature subsets 

locally, capturing weak but 

informative features. 

Computational 

Demand 

Moderate computational cost due to 

multiple adaptive hunting strategies. 

Relatively low computational 

overhead with simple update 

equations. 

Applicability to 

Attack Detection 

Well suited for complex, nonlinear 

detection tasks in high-dimensional 

feature spaces. 

Effective for attack detection 

problems requiring fine-grained 

feature refinement. 

Scalability to Large 

Feature Sets 

Demonstrates robust performance on 

large feature spaces due to dynamic 

search control. 

Scales adequately, though 

performance depends on proper 

parameter tuning in high 

dimensions. 

The ISCX-URL2016 dataset that is created by the Canadian Institute of Cybersecurity (CIC) is a 

publicly accessible benchmark, which is used in research on URL-based security. It includes over 114,000 

labeled URLs of five categories: Benign, Phishing, Malware, Spam, and Defacement. In this paper, a binary 

sample of 6,712 malware and 7,781 benign URLs is used. The benign samples are based on the domains 

with lists of Alexa, and the malware URLs are gathered with the help of the DNS-BH blacklist and verified 

with the help of the expert analysis and VirusTotal reports. The dataset includes 79 lexical features based 
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on URL components, which allow the effective supervised learning without using content-based 

inspection. Table 2 presents the ISCX-URL2016 feature set [41,42]. 

Table 2. Features of the ISCX-URL2016 Malware Dataset 

# Feature Name Description 

F1 Querylength 
Length of the URL query 

string 

F2 domain_token_count 
Number of tokens in the 

domain 

F3 path_token_count Number of tokens in the path 

F4 avgdomaintokenlen 
Average length of domain 

tokens 

F5 longdomaintokenlen 
Length of the longest domain 

token 

F6 avgpathtokenlen 
Average length of path 

tokens 

F7 tld 
Length of the top-level 

domain 

F8 charcompvowels 
Number of vowels in the 

URL 

F9 charcompace Character continuity measure 

F10 ldl_url 
Longest digit sequence in 

URL 

F11 ldl_domain 
Longest digit sequence in 

domain 

F12 ldl_path 
Longest digit sequence in 

path 

F13 ldl_filename 
Longest digit sequence in 

filename 

F14 ldl_getArg 
Longest digit sequence in 

arguments 

F15 dld_url 
Digit distribution length in 

URL 

F16 dld_domain 
Digit distribution length in 

domain 

F17 dld_path 
Digit distribution length in 

path 

F18 dld_filename 
Digit distribution length in 

filename 

F19 dld_getArg 
Digit distribution length in 

arguments 

F20 urlLen Total URL length 

F21 domainlength Length of the domain 

F22 pathLength Length of the path 

F23 subDirLen Length of sub-directory 

F24 fileNameLen Length of filename 

F25 this.fileExtLen Length of file extension 

F26 ArgLen Length of arguments 

F27 pathurlRatio Path-to-URL length ratio 

F28 ArgUrlRatio 
Argument-to-URL length 

ratio 

F29 argDomanRatio Argument-to-domain ratio 
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F30 domainUrlRatio Domain-to-URL ratio 

F31 pathDomainRatio Path-to-domain ratio 

F32 argPathRatio Argument-to-path ratio 

F33 executable Executable file indicator 

F34 isPortEighty Port 80 usage indicator 

F35 NumberofDotsinURL Number of dots in URL 

F36 
ISIpAddressInDomainNa

me 
IP address used in domain 

F37 CharacterContinuityRate 
Character repetition 

continuity 

F38 LongestVariableValue Longest query variable value 

F39 URL_DigitCount Digit count in URL 

F40 host_DigitCount Digit count in host 

F41 Directory_DigitCount Digit count in directory 

F42 File_name_DigitCount Digit count in filename 

F43 Extension_DigitCount Digit count in extension 

F44 Query_DigitCount Digit count in query 

F45 URL_Letter_Count Letter count in URL 

F46 host_letter_count Letter count in host 

F47 Directory_LetterCount Letter count in directory 

F48 Filename_LetterCount Letter count in filename 

F49 Extension_LetterCount Letter count in extension 

F50 Query_LetterCount Letter count in query 

F51 LongestPathTokenLength Longest path token length 

F52 
Domain_LongestWordLen

gth 
Longest domain word 

F53 Path_LongestWordLength Longest path word 

F54 

sub-

Directory_LongestWordLe

ngth 

Longest sub-directory word 

F55 
Arguments_LongestWord

Length 
Longest argument word 

F56 URL_sensitiveWord Sensitive keyword indicator 

F57 URLQueries_variable Number of query variables 

F58 spcharUrl Special character count 

F59 delimeter_Domain Domain delimiter count 

F60 delimeter_path Path delimiter count 

F61 delimeter_Count Total delimiter count 

F62 NumberRate_URL Digit ratio in URL 

F63 NumberRate_Domain Digit ratio in domain 

F64 
NumberRate_DirectoryNa

me 
Digit ratio in directory 

F65 NumberRate_FileName Digit ratio in filename 

F66 NumberRate_Extension Digit ratio in extension 

F67 NumberRate_AfterPath Digit ratio after path 

F68 SymbolCount_URL Symbol count in URL 

F69 SymbolCount_Domain Symbol count in domain 

F70 
SymbolCount_Directoryna

me 
Symbol count in directory 
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F71 SymbolCount_FileName Symbol count in filename 

F72 SymbolCount_Extension Symbol count in extension 

F73 SymbolCount_Afterpath Symbol count after path 

F74 Entropy_URL Entropy of URL 

F75 Entropy_Domain Entropy of domain 

F76 Entropy_DirectoryName Entropy of directory 

F77 Entropy_Filename Entropy of filename 

F78 Entropy_Extension Entropy of extension 

F79 Entropy_Afterpath Entropy after path 

 

2. Related Works 

Q. Abu Al-Haija and M. Al-Fayoumi [43] create a smart URL classification system with the help of 

ensembles of machine learning assessed on the ISCX-URL2016 dataset. They employ a two-step detection 

system: Firstly, binary classification is used to identify benign and malware URLs, and secondly, multi-

class is used to detect URLs as benign, spam, phishing, malware, and defacement. The ensemble of bagging 

trees (En_Bag) has been the best performing variant of the ensemble, with the highest score of 99.3% 

accuracy in binary classification and 97.92% accuracy in multi-class assessment. This paper establishes the 

ability of ensemble learning to offer high classification accuracy on a large dataset of URLs. 

L. Chen and L. Meng [44] emphasis on metadata-enhanced transformer learning to detect malicious 

URLs with the help of fine-tuning a RoBERTa-Large model on a balanced set of benign, phishing, 

defacement, and malware URLs. They use contextualized subword embedding and structural metadata 

features, including URL length and entropy, to enhance detection in their hybrid model. The proposed 

approach has an overall classification accuracy of 98 percent when evaluated on a benchmark test set 

containing different types of URLs. The article shows the importance of integrating transformer models 

with lightweight URL metadata to enhance interpretability and performance of large-scale tasks on 

malicious URL detection. 

Zhang [45] has introduced a malware detection technique using a Multilayer Perceptron with 

Principal Component Analysis to reduce features. It is applied to 48 structural and metadata features that 

are derived using PDF files and evaluated on a real-world PDF dataset of Sophos consisting of 105,000 

samples. PCA is used to eliminate redundancy and keep the relevant components, which is used to 

enhance training efficiency without losing the detection performance. The experiment compares the model 

on the full set of features and the reduced set of features such as PCA10, PCA28, and PCA32 in a shallow 

MLP. Findings indicate that PCA32 has a TPR of 93.17% and an FPR of 0.08% whereas PCA10 has a TPR 

of 98% which means that it is suitable in the detection of PDF malware. 

Mohaisen et al. [46] introduce AMAL, a framework of large-scale malware analysis that does not focus 

on the static analysis of malware but on the behavior-based one. The system is created by integrating the 

AutoMal and the MaLabel. The behavior of malware is monitored in the sandboxed environments and 

logs activities involving file system, registry, memory and network. Out of the executions, 65 normalized 

behavioral features are obtained and measured by machine learning models. The Recursive Feature 

Elimination is used to rank the features. The 10-fold cross-validation is used in performance evaluation. 

The experimental outcomes indicate that a linear SVM has accuracy of 97.93%, and a polynomial kernel 

SVM achieves the highest accuracy of 99.22%. 

 

3. Proposed Malware Detection Framework  

3.1. Data Preprocessing  

The ISCX-URL2016 malware dataset used in this work contains 14,493 samples represented by 79 

features. Before training, preprocessing was applied to handle noisy and missing values. The adopted 

strategy included data cleaning, imputation, row removal, and feature elimination. Nine features were 

affected by NaN or infinite values. Median imputation was applied to avgpathtokenlen, 

Entropy_Filename, and Entropy_Extension due to its robustness to outliers. Records containing isolated 

invalid values in argPathRatio, NumberRate_DirectoryName, NumberRate_FileName, and 
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NumberRate_AfterPath were removed because they represented less than 0.01% of the data. Two features, 

NumberRate_Extension and Entropy_DirectoryName, showed high missing rates and were therefore 

excluded to avoid introducing noise and bias. After that, Min-max normalization is applied to scale all 

features to [0, 1], ensuring balanced feature influence, stable training, and faster convergence. Table 3 

presents examples of feature values before and after normalization [47-49]. 

This section describes the proposed malware detection framework, including data preprocessing, 

feature selection using the HHO and BA algorithms, and classification with the selected machine learning 

models. Figure 1 illustrates the overall structure of the framework. 

Figure. 1. The proposed Malware detection framework 

Table 3. Sample of the dataset before and after normalization 

Before normalization After normalization 

2, 2.5, 3, 4.5555553, 6, 9 
0, 0.036585365, 0.029411765, 0.055555552, 0.063829787, 

0.106060606 

2, 3.5, 4, 6, 11, 15 
0, 0.109756095, 0.058823529, 0.096774194, 0.136363636, 

0.159574468 

2, 4.5, 7, 10, 15 0, 0.182926825, 0.147058824, 0.161290323, 0.159574468 

2, 4.5, 6, 9, 12, 24 
0, 0.182926825, 0.117647059, 0.14516129, 0.151515152, 

0.255319149 

2, 4, 5, 11, 16 0, 0.14634146, 0.088235294, 0.177419355, 0.170212766 

2, 2.25, 5, 9, 10 0, 0.01953125, 0.080645161, 0.205882353, 0.121212121 

3, 3.5833333, 8, 10, 12 
0.166666667, 0.040364583, 0.129032258, 0.235294118, 

0.151515152 

2, 4.1, 9, 10, 11, 15 
0, 0.0484375, 0.205882353, 0.121212121, 0.177419355, 

0.159574468 

2, 4.0833335, 7, 8, 12, 15 
0, 0.048177086, 0.112903226, 0.176470588, 0.151515152, 

0.159574468 

3.2. Proposed feature selection methods 

Feature selection is the process of identifying and selecting a subset of the most relevant features from 

a dataset to improve model performance, reduce complexity, and eliminate redundant or irrelevant 
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information [50-52]. This paper presents a hybrid feature selection method that is founded on union 

concepts. The union method takes two sets of features derived with the help of two metaheuristic 

algorithms and merges them into one set. The purpose of this strategy is to take advantage of the 

complementary advantages of the two algorithms by keeping more informative features. It assists in 

decreasing bias that the use of one individual search process may result in and aids in better balancing 

between the minimization of features and the maintenance of information. It is therefore important to 

choose the algorithms which have different and complementary search behaviors. The reasons why HHO 

and BA were selected as good candidates of the union-based feature selection strategy are explained in 

Table 4 [37-40]. 

The proposed feature selection approach integrates the outputs of two metaheuristic algorithms. 

HHO and BA are applied independently to the ISCX-URL2016 dataset to select relevant feature subsets. 

The final feature set is obtained by combining the outputs of both algorithms using the union operation, 

referred to as HHO∪BA. Table 5 shows the feature subsets selected by HHO, BA, and HHO∪BA. This 

strategy preserves complementary features selected by each algorithm while reducing redundancy [37-40]. 

Table 4. Complementary characteristics of HHO and BA supporting the union-based feature 

selection strategy 

Aspect HHO Characteristics BA Characteristics 

Exploration 

strategy 

Emphasizes global exploration through 

random jumps, Levy flight, and energy-

driven transitions. 

Provides moderate exploration 

using frequency control and 

stochastic velocity updates. 

Update 

formulation 

Updates positions based on prey escape 

energy and adaptive besiege strategies. 

Updates positions using 

frequency-modulated velocity and 

stochastic local search. 

Search dynamics 

Strong ability to escape local regions through 

adaptive switching between exploration and 

exploitation phases. 

Gradual refinement around 

promising regions through 

controlled random walks. 

Feature selection 

tendency 

Prioritizes highly discriminative features 

with strong individual impact. 

Preserves weak but cumulatively 

informative features through local 

refinement. 

Interaction with 

fitness 

landscape 

Reacts dynamically to changes in the fitness 

function using energy modulation. 

Smoothly adapts to local fitness 

variations via frequency and pulse 

adjustments. 

Suitability for 

union strategy 

Contributes diverse and high-impact features 

from global search behavior. 

Contributes complementary 

features identified through fine-

grained local search. 

Table 5. Feature subsets selected by HHO, BA, and HHO∪BA 

Method Selected Features 

HHO 
F2, F3, F5, F6, F15, F23, F24, F29, F30, F41, F45, F46, F50, F52, F53, F56, F57, F60, 

F61, F63, F69, F70, F71, F73, F74, F75, F78 

BA 

F1, F2, F4, F5, F7, F8, F9, F10, F16, F19, F20, F25, F29, F32, F33, F37, F38, F40, 

F43, F44, F45, F46, F49, F50, F52, F55, F56, F58, F59, F61, F68, F69, F70, F71, F72, 

F75, F78, F79 

HHO∪BA 

F1, F2, F3, F4, F5, F6, F7, F8, F9, F10, F15, F16, F19, F20, F23, F24, F25, F29, F30, 

F32, F33, F37, F38, F40, F41, F43, F44, F45, F46, F49, F50, F52, F53, F55, F56, F57, 

F58, F59, F60, F61, F63, F68, F69, F70, F71, F72, F73, F74, F75, F78, F79 

3.3. LightGBM and NB for Classification  

LightGBM is a gradient boosting classifier that builds decision trees sequentially using gradient 

optimization, allowing efficient learning on large and high-dimensional datasets. Its leaf-wise growth 

strategy balances accuracy and computational cost. In contrast, Naive Bayes is a probabilistic classifier 

based on Bayes' theorem that assumes feature independence, leading to fast training and inference with 



Journal of Computing & Biomedical Informatics                                          Volume 10  Issue 02                                                                                         

ID : 1341-1002/2026   

minimal overhead. This makes NB suitable for large datasets and real-time tasks. Table 6 compares the 

LightGBM and NB classifiers [53-56].  

 

Table 6. Comparison of the LightGBM and NB classifiers. 

Aspect LightGBM NB 

Learning 

Approach 

Gradient boosting ensemble learning 

based on decision trees. 

Probabilistic learning based on 

Bayes' theorem. 

Working 

Mechanism 

Builds trees sequentially using gradient-

based optimization with leaf-wise growth. 

Estimates class probabilities 

assuming conditional 

independence among features. 

Strengths 

High accuracy, fast training, and efficient 

handling of large-scale and high-

dimensional data. 

Very fast inference, low 

computational cost, and 

effective for real-time 

applications. 

Performance on 

Attack Detection 

Strong capability in modeling complex and 

nonlinear attack patterns. 

Effective for simple patterns, 

but limited in capturing 

feature dependencies. 

Computational 

Efficiency 

Optimized for speed and memory through 

histogram-based splitting. 

Extremely lightweight with 

minimal computational 

overhead. 

Default 

Hyperparameters 

num_leaves=31, learning_rate=0.1, 

n_estimators=100, max_depth=-1 

alpha=1.0 (Laplace smoothing, 

depending on NB variant) 

 

4. Performance evaluation 

The performance of the proposed model is evaluated using four commonly adopted metrics: accuracy, 

recall, precision, and F1-score. These metrics are selected to provide a comprehensive assessment of 

classification effectiveness. All evaluation measures are derived from the confusion matrix, which consists 

of four outcomes: true positive (TP), true negative (TN), false positive (FP), and false negative (FN). Table 

7 presents the definitions and equations of the evaluation metrics [57-61]. 

Table 7. Evaluation metrics 

Metric Definition Purpose Equation 

Accuracy 

Ratio of correctly 

classified samples to total 

samples 

Measure overall prediction 

correctness 

(TP + TN) / (TP + TN + FP + 

FN) 

Recall 
Ratio of correctly 

detected positives 

Evaluate detection 

capability 
TP / (TP + FN) 

Precision 
Ratio of correct positive 

predictions 
Reduce false positive errors TP / (TP + FP) 

F1-score 
Harmonic mean of 

precision and recall 
Balance recall and precision 

2 x (Precision x Recall) / 

(Precision + Recall) 

Accuracy, precision, recall, and F1-score were used to report the performance of LightGBM and Naive 

Bayes in figures 2-5. LightGBM scores 99.52%, 99.48%, 99.48%, and 99.48% on accuracy, precision, recall 

and F1-score respectively, which means that it can achieve very high and consistent classification accuracy. 

On the other hand, Naive Bayes achieves an accuracy of 81.12%, precision of 67.36%, recall of 89.24% and 

F1-score of 76.77%. Naive Bayes has less accuracy and precision, which is an indication that it cannot model 

dependent features, whereas LightGBM is useful in modeling more intricate feature interactions. The 

findings also validate that the proposed feature selection strategy gives very informative features, 

especially to the advantage of LightGBM and resulting in a strong malware detection. 

The performance gains are further supported by the proposed union-based feature selection method 

HHO∪BA. By combining the complementary search behaviors of Harris Hawks Optimizer and Bat 

Algorithm, the method selects informative and diverse features while reducing redundancy. This balanced 

feature subset enhances model learning and aligns well with LightGBM, which benefits from rich feature 
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interactions. The results confirm that HHO∪BA effectively supports robust and accurate malware 

detection. 

Figure 6 is a comparison of the accuracy of the proposed approach with some of the existing studies. 

LightGBM classifier offers an accuracy of 99.52, which is higher than Ref [43] at 99.30%, Ref [44] and Ref 

[45]at 98% and Ref [46] at 99.22. The NB classifier on the other hand has an accuracy of 81.12% which is not 

very effective in this task. The union-based HHO∪BA by LightGBM further contributes to the better 

performance of LightGBM since the selection method of features (HHO∪BA) identifies different and 

informative features without redundancy. This sub-set of balanced features increases the capability of 

LightGBM to capture complicated interactions of features and also increases the general detection 

reliability. 

 

Figure 2. Malicious URL Detection Recall 

 

Figure 3. Malicious URL Detection Accuracy 
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Figure 4. Accuracy of the proposed method compared to existing works 

 

Figure 5. Malicious URL Detection Precision 

 

Figure 6.  Malicious URL Detection F1-Score 
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5. Conclusion  

In this paper, a malware URL detection framework was introduced that is based on union-based 

feature selection and machine learning classification. The HHO∪BA approach proposed combines feature 

subsets produced by HHO with feature subsets produced by BA to create a single set of features that 

embrace two distinct types of information and reduce redundancy. It was experimentally tested on the 

ISCX-URL2016 dataset that LightGBM was able to reach a 99.52% accuracy compared to NB and other 

related studies. The findings substantiate the fact that tree-based ensemble models have the advantage of 

using diverse and informative feature subsets since the models are able to use feature interactions and 

nonlinear patterns to their advantage. Naive Bayes, on the other hand, was limited by the assumption of 

conditional independence, which restricted its use on structured URL data. All in all, the research indicates 

that the union-based metaheuristic feature selection leads to a high level of reliability in detection and 

efficiency in learning. 
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