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Abstract: This work proposes a new machine learning (ML)-based firewall model for attack detec-

tion in modern networks. In this regard, the proposed ML-based firewall model is integrated with 

an advanced feature selection method to optimize the significant features that will improve the ac-

curacy of detection by using the Dragonfly Algorithm (DA) and Bat Algorithm (BA). Logistic Re-

gression (LR) and Gradient Boosting Trees (GBT) were used for the classification in this model. The 

model was tested and validated on the UNSW-NB15 dataset for the experimentation process be-

cause this dataset represents a comprehensive modern network activity. The GBT classifier achieved 

an accuracy of 100%, demonstrating its great capability in handling selected features and finding 

the attacks. The LR also attained a very high of accuracy of 99.84%. These outcomes highlight the 

efficiency of the proposed model in detecting attacks with minimal false positives. The integration 

of DA and BA for feature selection and the use of robust classifiers make the proposed ML-based 

firewall a promising solution for safeguarding modern networks. 
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1. Introduction 

Artificial intelligence (AI) has emerged as a transformative technology across multiple domains, driv-

ing innovation in infrastructure, finance, healthcare, and organizational management. Recent studies high-

light its role in enhancing smart transportation systems through intelligent traffic sign recognition, opti-

mizing recruitment and employee engagement via data-driven approaches, and advancing electronic fi-

nancial services [1-4]. Moreover, AI contributes significantly to decision-making processes, software pro-

ject management, and emerging paradigms such as quantum-enhanced intelligent systems, while also rais-

ing important ethical considerations regarding its deployment and societal impact [5-8]. In cybersecurity, 

AI is integrated into various applications, including smart home security systems and advanced security 

tools such as firewalls [9, 10]. 

A firewall is a system that is used to secure cyber realm hosts and network infrastructure from hack-

ers. Conventional firewalls, such as stateful firewalls, create a set of rules that work like the if-else clause 

to alleviate attacks on the cyber realm. If the incoming traffic matches one of the rules, then the traffic is 

passed or stopped [11-13]. Figure 1 shows a symbolic representation of the network firewall. Nevertheless, 

conventional firewalls need to keep up with modern utilities and mechanisms that hackers use. Thus, the 

conventional firewall ought to be upgraded to contain innovative methods that can handle the new attack 

types. The modern firewall and security tools incorporates modified AI mechanisms that can process and 

analyze traffic to prevent new attacks [14-17]. 

Deep Learning (DL) and Machine Learning (ML) techniques, as fundamental components of AI, are 

increasingly incorporated into modern firewall systems. DL is a subset of artificial intelligence that em-

ploys multi-layered neural networks to automatically learn complex patterns from large-scale data, and its 

performance can be significantly enhanced through advanced optimization strategies such as particle 
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swarm optimization, reinforcement learning-based methods, and distributed computing frameworks for 

scalable model training [18-20]. ML enables systems to learn patterns from data and make predictions or 

decisions without being explicitly programmed [21-24]. ML models are trained on the historical normal 

and abnormal network data to avoid forthcoming hacks [25-27]. However, the network data is large, which 

makes the training process very difficult for ML models. Furthermore, many attributes of the network data 

are nonessential to hacks. Thus, the ML models will be inaccurate in distinguishing the normal and abnor-

mal network data [28-30]. Consequently, the large size of the normal and abnormal network data has to be 

condensed by preserving only the significant attributes that can be utilized efficiently to avoid attacks on 

the network and system. The ML models frequently utilize the feature selection algorithms to complete 

this task. One of the main categories that is employed for feature selection is metaheuristic algorithms [31, 

32]. 

 
Figure 1. Network firewall 

Examples of such algorithms include the Dragonfly Algorithm (DA), Bat Algorithm, Numbat Optimi-

zation Algorithm (NOA), Tuatara Optimization Algorithm (TOA), Whale Optimization Algorithm (WOA), 

and marine predators optimization [33-37]. In this research, the DA and BA algorithms have been em-

ployed to boost the efficiency of the AI-embedded firewalls. In particular, the DA and BA algorithms have 

been employed as feature selection algorithms to identify the crucial attributes in the network traffic that 

contribute to preventing hacking in the cyber realm. Moreover, the designed AI-embedded firewall em-

ploys Logistic Regression (LR) and Gradient Boosting Trees (GBT) classifiers. 

The designed AI-embedded firewall should be assessed real-world attack scenarios or realistic simu-

lations that closely mirror them. Therefore, one of the datasets that is appropriate for assessing the designed 

AI-embedded firewall is the UNSW-NB15 dataset. The UNSW-NB15 dataset comprises nine diverse and 

real-world attack scenarios. These attacks are Fuzzers, Analysis, Backdoors, DoS (Denial of Service), Ex-

ploits, Generic, Reconnaissance, Shellcode, and Worms. Moreover, the UNSW-NB15 dataset has 257,673 

diverse samples and 42 features. Table 1 shows the features of the UNSW-NB15 dataset [38, 39]. 

Table 1. Features of the UNSW-NB15 dataset 

# Feature Type Description 

1 dur Numeric Duration of the flow in seconds. 

2 proto 
Categori

cal 
Protocol used (e.g., TCP, UDP, ICMP). 

3 service 
Categori

cal 

Network service on the destination (e.g., HTTP, FTP, 

DNS). 

4 state 
Categori

cal 
State of the connection (e.g., FIN, CON, INT). 

5 spkts Numeric Number of packets sent by the source. 

6 dpkts Numeric Number of packets sent by the destination. 

7 sbytes Numeric Number of bytes sent by the source. 

8 dbytes Numeric Number of bytes sent by the destination. 

9 rate Numeric Data transfer rate in bytes/second. 
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10 sttl Numeric Time-to-live value set by the source. 

11 dttl Numeric Time-to-live value set by the destination. 

12 sload Numeric Source’s bits per second (bps) rate. 

13 dload Numeric Destination’s bits per second (bps) rate. 

14 sloss Numeric Number of packets lost by the source. 

15 dloss Numeric Number of packets lost by the destination. 

16 sinpkt Numeric Average time between source packets. 

17 dinpkt Numeric Average time between destination packets. 

18 sjit Numeric Source jitter (variation in packet delay). 

19 djit Numeric Destination jitter (variation in packet delay). 

20 swin Numeric Source TCP window advertisement value. 

21 stcpb Numeric Source TCP base sequence number. 

22 dtcpb Numeric Destination TCP base sequence number. 

23 dwin Numeric Destination TCP window advertisement value. 

24 tcprtt Numeric TCP connection setup round trip time. 

25 synack Numeric Time between SYN and ACK packets. 

26 ackdat Numeric Time between ACK and data packets. 

27 smean Numeric Mean size of packets sent by the source. 

28 dmean Numeric Mean size of packets sent by the destination. 

29 trans_depth Numeric Depth of the connection in terms of transaction count. 

30 
response_bod

y_len 
Numeric Size of the response body in bytes. 

31 ct_srv_src Numeric Number of connections to the same service by the source. 

32 Ct_state_ttl Numeric Number of connections with the same state and TTL. 

33 ct_dst_ltm Numeric 
Number of connections to the same destination in the last 

100 connections. 

34 
ct_src_dport_l

tm 
Numeric 

Number of connections from the source to the same 

destination port. 

35 
ct_dst_sport_lt

m 
Numeric 

Number of connections to the destination from the same 

source port. 

36 ct_dst_src_ltm Numeric 
Number of connections between the same source and 

destination addresses. 

37 is_ftp_login Binary 
Indicates if an FTP login attempt was successful (1: Yes, 

0: No). 

38 ct_ftp_cmd Numeric Number of FTP commands in the connection. 

39 
ct_flw_http_m

thd 
Numeric Number of HTTP request methods in the connection. 

40 ct_src_ltm Numeric 
Number of connections from the source IP in the last 100 

connections. 

41 ct_srv_dst Numeric 
Number of connections to the same service by the 

destination. 

42 
is_sm_ips_por

ts 
Binary 

Indicates if source and destination IPs and ports are the 

same (1: Yes, 0: No). 

 

2. Related Works 

S. Bagui et al. [40] have proposed a hybrid feature selection method to improve intrusion detection 

rate. The hybrid method combines the k-means clustering and a correlation-based feature selection to find 

the optimal subset of features. Overall, the key features are dur, service, sttl, and dttl, and ct_srv_src. The 

NB and J48 have been used in the classification process. A portion of 8000 samples from the UNSW-NB15 

dataset has been used to evaluate the efficiency of the selected features. The NB has achieved better accu-

racy when feature selection is used with all attack types. For example, in case of Worms attack, the NB 

achieved 84% accuracy without feature selection and achieved 99% with feature selection. On the other 

hand, the J48 has achieved less accuracy when feature selection is used with all attack types. For example, 



Journal of Computing & Biomedical Informatics                                          Volume 10  Issue 02                                                                                         

ID : 1342-1002/2026   

in the case of the Worms attack, the J48 achieved 99.59% accuracy without feature selection and achieved 

99.94% with feature selection. 

Zhou et al. [41] introduce an IDS model featuring an enhanced Harris Hawks Optimization (HHO)al-

gorithm. The internal operations of the original HHO are adjusted with a different mechanism aimed at 

mitigating the impact of redundant and noisy features on the IDS model's performance. The classification 

task is carried out using a deep neural network (DNN). Through simulation experiments on the NSL-KDD 

dataset, the model achieves an accuracy of 93.12% for binary classification and 86.79% for multi-classifica-

tion. 

Walling S. and Sibesh L. [42] have proposed an IDS system to enhance intrusion detection in IoT net-

works. The proposed IDS uses a novel feature selection method that combines two filter-based algorithms. 

These two algorithms are Analysis of Variance (ANOVA) and Pearson Correlation Coefficient (PCC). The 

ANOVA is used to identify significant differences between features, while the PCC algorithm is used to 

evaluate the linear correlation between the features. The operations performed by the PCC and ANOVA 

algorithms allow the selection of the key features that help in intrusion detection operations. The proposed 

IDS system was evaluated on the UNSW-NB15 intrusion detection dataset. The experiments that were 

conducted show that the system achieved an accuracy of 97.7%.  

  

3. Methodology 

3.1. UNSW-NB15 dataset preprocessing 

Figure 2 shows the proposed model. The data within the UNSW-NB15 dataset is not ready to train 

and test the classifiers. Therefore, first, the non-numeric data (e.g.,) within the UNSW-NB15 dataset must 

be converted to numeric. A well-known and robust ML algorithm that is used to numerize the data is called 

label-encoding. The label-ncoding algorithm numerizes the text data to numbers that start from 0 to the 

number of values minus 1. For example, the “protocol” feature contains text values including idrp, ifmp, 

igmp, igp, il, i-nslp, ip,ipcomp, ipcv, ipip, iplt, etc. The label encoding algorithm will numerize these values 

into 0, 1, 2, 3, 4, 5, 6, 7, 8, etc., respectively. The values in the “service” and “state” features will be numer-

ized, using the label encoding algorithm, as well. Second, a well-known and robust ML algorithm that is 

used to smallerize the data is called the min-max scaler algorithm [43-47].  

 

 
Figure 2. The proposed ML-based firewall. 

3.2. DA Union BA for feature selection 

The DA is a swarm-based metaheuristic optimization algorithm inspired by the static and dynamic 

swarming behaviors of dragonflies. The DA algorithm effectively balances exploration and exploitation 

using separation, alignment, cohesion, attraction, and distraction. The dynamic adaptability and strong 

global search make the DA robust in identifying the most relevant attacks. On the other hand, the BA is a 

nature-inspired metaheuristic optimization algorithm that mimics the echolocation behavior of bats. The 
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BA algorithm adjusts the loudness and pulse rate dynamically, which balances exploration and exploita-

tion and leads to escape local optima. Table 2 compares and contrast the DA and BA algorithms in terms 

of feature selection [48-51]. 

Table 2. Comparison of the DA and BA algorithms 

Aspect Dragonfly Algorithm (DA) Bat Algorithm (BA) 

Inspiration 
Mimics the swarming behavior of 

dragonflies in nature. 

Mimics the echolocation behavior 

of bats. 

Search Mechanism 

Uses five swarm behaviors (separation, 

alignment, cohesion, attraction, and 

distraction) to explore the search space. 

Adjusts loudness and pulse rate 

dynamically for exploration and 

exploitation. 

Exploration vs. 

Exploitation 

Stronger exploration due to its adaptive 

swarming mechanism. 

Good balance between 

exploration and exploitation 

using frequency tuning. 

Feature Selection 

Efficiency 

Efficient in avoiding local optima and 

selecting minimal but highly relevant 

features. 

Identifies optimal feature subsets 

effectively but may need fine-

tuning to prevent premature 

convergence. 

Computational 

Complexity 

Requires more computational resources 

due to swarm behavior calculations. 

Generally faster with simpler 

update equations. 

Suitability for Attack 

Detection 

Well-suited for handling complex 

attack patterns and high-dimensional 

datasets. 

Performs well in attack detection 

but may struggle with highly 

dynamic attack patterns. 

Handling of High-

Dimensional Data 

Better at handling high-dimensional 

data due to its adaptive nature. 

Effective but may require 

additional tuning for very large 

feature spaces. 

In this paper, a combination of DA and BA algorithms is utilized to select features from the UNSW-

NB15 dataset. Figure 3 illustrates the procedures followed by the DA and BA algorithms for feature selec-

tion. The DA has selected 28 features from the 42 features in the UNSW-NB15 dataset. In parallel, the BA 

has selected 8 features from the 42 features in the UNSW-NB15 dataset. Then, the selected features from 

the BA and DA have been combined using union set theory. Therefore, the resulting set obtained by com-

bining BA and DA contains 28 features. Table 3 shows the features selected by DA, BA, and DA union BA. 

 
Figure 3. The proposed DA U BA features selection method. 
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Table 3. Features Selected by DA, BA, and DA–BA Union  

Method Selected Features 

DA 
1, 3, 5, 6, 8, 9, 10, 13, 14, 15, 17, 18, 19, 20, 22, 24, 25, 26, 27, 29, 30, 31, 34, 35, 37, 

38, 39, 40 

BA 4, 10, 13, 14, 28, 29, 38, 39 

DA Union BA 
1, 3, 4, 5, 6, 8, 9, 10, 13, 14, 15, 17, 18, 19, 20, 22, 24, 25, 26, 27, 28, 29, 30, 31, 34, 

35, 37, 38, 39, 40 

3.3. GBT and LR for classification 

The GBT classifier is an iterative boosting technique that combines weak learners, typically decision 

trees, to minimize errors and enhance predictive accuracy by optimizing a loss function. The LR classifier 

is a discriminative model that uses a logistic function to estimate class probabilities efficiently and inter-

pretably. Table 4 presents a comparative discussion of the GBT and LR classifiers. Table 5 outlines the main 

steps involved in the classification process for both the GBT and LR classifiers [52-54]. 

Table 4. Comparison the GBT and LR classifiers 

Aspect GBT LR 

Learning 

Approach 
Ensemble learning (boosting) Linear discriminative learning 

Working 

Mechanism 

Builds trees sequentially, 

correcting errors of previous 

ones using gradient descent. 

Models the probability of class 

membership using a linear 

combination of features and a 

logistic (sigmoid) function. 

Strengths 

Handles complex relationships, 

reduces bias, and improves 

accuracy. 

Simple, interpretable, 

computationally efficient, and 

effective on high-dimensional 

feature spaces. 

Performance 

on Attack 

Detection 

High accuracy due to iterative 

boosting but may require 

tuning. 

Performs well for linearly 

separable attack patterns but 

limited in capturing nonlinear 

relationships. 

Default 

Hyperparame

ters 

n_estimators=100, 

learning_rate=0.1, max_depth=3, 

subsample=1.0, 

min_samples_split=2 

penalty='l2', C=1.0, 

solver='lbfgs', max_iter=100 

 

Table 5. The main steps of performing the classification process 

Aspect GBT LR 

Feature Sampling 

Randomly selects features for each 

decision tree split, reducing 

correlation between trees. 

Considers all input features 

simultaneously and assigns a learned 

coefficient to each feature during 

optimization. 

Tree/Model 

Initialization 

Creates multiple fully randomized 

decision trees. 

Initializes model weights (coefficients) 

and bias, typically starting from zero 

or small random values. 

Splitting Criteria 

Randomly selects split points instead 

of using traditional criteria (e.g., Gini 

Index, entropy). 

Optimizes a logistic loss function 

using gradient-based methods to find 

the best linear decision boundary. 
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Training Process 
Trains each tree independently on a 

randomly sampled subset of the data. 

Iteratively updates feature weights to 

maximize the likelihood (or minimize 

loss) over the training data. 

Decision Making 

Uses majority voting from multiple 

randomized trees to classify samples 

as attack or normal. 

Applies a decision threshold (e.g., 0.5) 

on the predicted probability to classify 

samples as attack or normal. 

Final Prediction 

Output 

The sample is classified as attack or 

normal based on the consensus of all 

decision trees. 

The sample is labeled as attack or 

normal based on the logistic model’s 

predicted probability. 

 

4. Results and Discussion 

The effectiveness of the designed AI-based firewall will be investigated on Lenovo Legion Pro 7 Lap-

top with the following hardware specs: Intel Core i9-14900HX processor (4.10 GHz up to 5.8 GHz, 36MB 

cache, 32 threads, and 24 efficient and performance cores), NVIDIA RTX 4090 (16GB), RAM DDR5-

5600Mhz (32GB), and 1TB SSD M.2. The Linux OS was used as environment to test the proposed AI-based 

firewall. In addition, several packages from Python 3.13 were utilized to implement the firewall operations. 

Using Python and Linux for deploying ML models offers a powerful combination of flexibility and effi-

ciency, as Python provides extensive libraries and frameworks for machine learning, while Linux ensures 

optimal resource management and scalability. 

The designed AI-based firewall will be investigated by exploiting two different measures. These 

measures are accuracy of the firewall (FA) and recall of the firewall (FR). Table 6 discusses these two 

measures. These measures are computed based on the values of the confusion matrix. The confusion matrix 

contains four values. These values represent the firewall true positive (FTPo), true negative (FTNe), false 

positive (FFPo), and false negative (FFNe). FA can be calculated based on the values of confusion matrix 

using Equation (1). FR can be calculated based on the values of confusion matrix using Equation (2) [55-

59]. 

Accuracy =
(𝐹𝑡𝑝𝑜+𝐹𝑡𝑛𝑒)

(𝐹𝑡𝑝𝑜+𝐹𝑡𝑛𝑒+𝐹𝑓𝑝𝑜+𝐹𝑓𝑛𝑒)
           (1) 

 

Recall =  
𝐹𝑡𝑝𝑜

(𝐹𝑡𝑝𝑜+𝐹𝑓𝑛𝑒)
             (2) 

Table 6. Evaluation measures 

Metric Definition Purpose Strengths 

FA 

Calculates the 

proportion of correct 

predictions (FTPo + 

FTNe) to the total 

predictions (FTPo + 

FTNe + FFPo + FFNe). 

Used to evaluate 

overall 

performance and 

determine how 

well the model 

works in general. 

Straightforward and 

provides a single 

performance measure; 

effective for balanced 

datasets. 

FR 

Evaluates the proportion 

of actual positives 

correctly identified 

(FTPo / (FTPo + FFNe)). 

Assesses the 

model's ability to 

capture all relevant 

positive cases. 

Essential for scenarios 

where missing positive 

cases (false negatives) is 

costly, like medical 

testing. 

Figure 4 demonstrates the FA of the designed AI-based firewall. The GBT and LR classifiers have been 

exploited to present the FA of the designed AI-based firewall. The GBT accomplished the optimal FA of 

100%, while the LR accomplished the near-optimal FA of 99.94%. Figure 5 demonstrates the FR of the 

designed AI-based firewall. The GBT and LR classifiers have been exploited to present the FR of the de-

signed AI-based firewall. The GBT accomplished the optimal FR of 100%, while the LR accomplished the 

near-optimal FR of 99.98%. 

Figure 6 highlights the superior performance of the proposed AI-based firewall compared to related 

works, demonstrating notable improvements in accuracy. By employing a hybrid feature selection ap-

proach that combines DA and BA, the firewall effectively identifies the most relevant features, enhancing 
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classification performance across multiple algorithms. The system achieved perfect accuracy (100%) using 

GBT, while LR reached a high accuracy of 99.84%. These results significantly outperform existing methods, 

such as those in Ref [40] with NB (99.00%) and J48 (99.94%), Ref [41] (93.31%), and Ref [42] (97.70%), all fall 

short of the accuracy attained by the proposed system. The dramatic improvement, especially when com-

pared to Ref [41], illustrates the critical role of advanced feature selection in boosting classifier perfor-

mance. Furthermore, the results suggest that, with effective feature engineering, traditional machine learn-

ing models like GBT can outperform more complex deep learning approaches, offering a highly efficient 

and accurate solution for attack detection. 

 
Figure 4. FA of the designed AI-based firewall. 

 
Figure 5. FR of the designed AI-based firewall. 

 
Figure 6. FA of the designed AI-based firewall vs previous works. 

1
0

0
.0

0
%

9
9

.9
4

%

G B T LR

CLASSIFIER

AC C URAC Y

1
0

0
.0

0
%

9
9

.9
8

%

G B T LR

CLASSIFIER

REC ALL

1
0

0
.0

0
%

9
9

.9
4

%

9
9

.0
0

%

9
9

.9
4

%

9
3

.3
1

%

9
7

.7
0

%

G B T LR R EF  [ 4 0 ]  NB R EF  [ 4 0 ]  J 4 8 R EF  [ 4 1 ]  R EF  [ 4 2 ]  

METHOD

AC C URAC Y



Journal of Computing & Biomedical Informatics                                          Volume 10  Issue 02                                                                                         

ID : 1342-1002/2026   

5. Conclusion 

This research proposed an effective ML-based firewall model for attack detection in network environ-

ments. It uses advanced metaheuristic feature selection algorithms (DA and BA) to figure out which parts 

of the UNSWNB15 dataset are the most important. DA and BA were used together to choose the best fea-

tures for the model, which improved its performance and let it find attacks more accurately with fewer 

false positives. We classified features using three well-known ML classifiers: GBT and LR. Among them, 

GBT recorded the best accuracy with 100%, while LR reached 99.94%, proving the strength of the model. 

The above results demonstrate that feature selection is one of the key issues in improving detection accu-

racy and reducing computational overhead. In the future, researchers will focus on making the model more 

powerful so that it can handle bigger and more varied datasets, work in real-time, and adapt to changing 

network environments and new attack patterns. 
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