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Abstract: Static user profiles help personalization systems make recommendations that are more 

relevant to each user. However, they can also reveal sensitive information about users by exposing 

patterns in their behavior. This paper introduces a framework, the disposable persona, to evaluate 

context-specific recommendations. The study compares a single persistent profile against context-

specific personas using the DePaulMovies dataset. After deleting the avatar's history, the framework 

measures both how useful the recommendations are and how much context information is revealed 

as new ratings are added. Two main thresholds are used: k_useful, the number of ratings needed 

after a reset to regain useful personalization. Then k_private, the number of ratings after which 

context leakage becomes a concern. The framework tests four hypotheses about how this trade-off 

works. The results show that k_useful is always smaller than k_private for the three context 

dimensions tested. 
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1. Introduction 

Personalization improves users' experience while interacting with digital systems. Recommender 

systems can learn from users' behavior; in turn, they reduce information overload by providing more 

relevant data and better user engagement. Collecting historical data to personalize the user experience also 

presents a privacy risk. A persistent user profile retains more than preferences. Over time, it accumulates 

a behavioral trace from which the situations in which those preferences were expressed can be inferred. 

This privacy concern becomes relevant when a user's preferences are different in various contexts. 

What a person watches with their family can differ from what they watch alone. Someone might browse 

office supplies during the workday, but skincare and wellness items in the evening. If all of these 

interactions are grouped into one context, it will just look like one mass of behavior. Thus, it blurs the 

boundaries between contexts from the user's perspective, while leaving them visible and inferable to the 

system. 

One response to this concern is to give users more direct control over personalization; this aligns with 

the regulatory framework, such as GDPR’s right to be forgotten [1]. This paper introduces the idea of 

disposable avatars: context-specific identities that users can create, use, delete, and rebuild. The idea 

behind this approach is that using separate, resettable identities helps prevent lasting traces of personal 

information. However, deleting the avatar persona every time also deletes the information needed by the 

systems. As a result, the recommendation quality drops until the systems re-learn the users' preferences. 

Therefore, whether the resulting privacy benefit outlasts the personalization cost is the question this paper 

sets out to answer. 

The main question the paper aims to answer: Is resetting a user profile meaningful enough to provide 

privacy protection? The study will use the DePaulMovies dataset, applying two setups: one with a single 

profile and one with context-specific avatars. A reset will be done by deleting the profile history, then 
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measuring the recommendation quality and context leakage as the user accumulates their first k new 

ratings.   

1.1. Evaluation Framework Overview 

The figure below shows the evaluation architecture. The dataset is processed under two conditions. 

The first is the control condition: each user is represented by a single persistent profile that includes all 

their ratings. The second is the Avatar condition, where each user is split into context-specific personas 

based on the companion context variable (alone, family, partner). Each persona contains only the ratings 

the user gave within its context. Usefulness and leakage were measured against the key thresholds, 

k_useful and k_private. 

 

 
 

Figure 1. Disposable Avatars Evaluation Framework — from dataset to viability decision. 

Recommender systems collect detailed data about users, and this data can leak personal information 

about them. Moreover, there is a risk that these systems can infer users' situational context from all the 

accumulated data history. Therefore, this study focuses on contextual leakage created by recommender 

systems. This privacy problem can be framed as how much a system can learn from context variables about 

a user, given a persona's history. 

This study suggests that profile deletion, as something the user does, not the system does, can help in 

facing this privacy problem. In this approach, users can delete their persona history and start over 

whenever needed. The focus here is to investigate what happens after the deletion, whether the 

recommender systems' personalization recovers, how long privacy benefits last, and how these two trade-

offs interact. 

 

2. Related Work   

There are four research areas relevant to the disposable avatar concept: context-aware 

recommendation and profile splitting, privacy and leakage in recommender systems, machine unlearning, 

and user control and transparency. 

2.1. Context-aware recommendation and profile splitting. 

The technical machinery motivating the avatar design is presented by the context-aware 

recommendation literature. Adomavicius and Tuzhilin [2] provide the standard classification for 

contextual filtering approaches: pre-filtering, post-filtering, and contextual modeling. Their work 

establishes that context affects user choices. The disposable avatar design reuses the splitting technique 

introduced by earlier work in context-aware recommendation. Zheng et al. [3] demonstrated that user 

splitting improves within-context recommendation accuracy, built on earlier work by Baltrunas and Ricci 

[4]. The avatar condition in this study replicates the within-context accuracy as a precondition for the 

privacy analysis test. Because each context-specific profile is treated as a separate avatar that the user can 
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manage and reset, the study tracks not only accuracy but also how accuracy and leakage change over time 

after a reset. Existing splitting research employs context as a modeling tool but does not address the privacy 

risks associated with data linked to specific contexts. 

2.2. Privacy Leakage in recommender systems 

Recommender systems can reveal information about their users [5]. Xin et al. [6] show that user 

behavior can be inferred from the system's exposure logs alone, not just from users' rating histories [7]. 

Slokom et al. [8] proposed an obfuscation mechanism that allowed users to hide their ratings. As a result, 

it makes it harder for the system to infer information about them. The current study extends this method 

in two ways. First, hiding the rating is replaced with a profile reset that can be done more than once. 

Second, the leakage is measured over time after the reset, not just at one moment. 

2.3. Machine unlearning 

The machine unlearning concept is closely related to the approach of this study. The term was 

introduced by Cao and Yang [9], who proposed an approach for removing specific training examples from 

learning systems to protect user privacy. In machine unlearning, the trained model will disregard some 

training examples after the training is complete to protect user privacy or regulatory requirements. 

Bourtoule et al. [10] proposed SISA, a sharding-based framework for efficient machine unlearning. The 

framework divides the training data into separate shards; when a shard is deleted, the algorithm will 

retrain only the affected shards instead of training the whole model. This analogy is similar to the concept 

of disposable avatars, where each context-specific persona resembles the divided data shards. Thus, 

deleting one context-specific persona will not affect the other personas. 

 Recommendation-specific unlearning has since grown into its own research area. Li et al. [11] provide 

a recent survey of exact, approximate, and interactive unlearning methods. Among the open questions 

they identify, user-perspective unlearning stands out — the idea that users should be able to manage their 

own data and invoke unlearning directly, rather than waiting for the system to do it. The disposable avatar 

framework puts this idea into practice by giving users a visible reset action and measuring what happens 

to privacy and accuracy afterward. Schelter et al. [12] show that approximate unlearning can be performed 

quickly for tree-based models, supporting the technical feasibility of multi-shot persona deletion on 

deployment. 

2.4. User control and Transparency 

In recommender systems, giving users visible control over personalization increases trust and 

improves the perceived transparency of the system [13]. This supports the design choice of making the 

persona reset user-controlled. In addition, the theoretical basis for the disposable avatar design comes from 

the contextual integrity framework [14].  Nissenbaum points out that privacy is maintained when 

information is shared according to the rules and expectations of its original context. Combining ratings 

given in different situations into a single persistent profile mixes contexts that should remain separate. 

Thus, disposable avatars enable this separation by design: each avatar holds only the ratings from one 

specific context. The reset feature gives the user a way to clear an avatar's accumulated history. The 

disposable avatar framework combines contributions from these four areas into an evaluable design 

concept. It further elaborates on context-aware profile splitting toward a perspective of a user-controlled 

privacy mechanism. The research design implements the classifier-based leakage paradigm to measure 

contextual inference before and after reset and uses deletion as a user-driven design feature whose value 

is measured through post-reset recovery. 

 

3. Proposed Methodology 

In this paper, we investigate whether disposable avatars represent a form of privacy-control design 

capable of being effective. Even if context-specific personas are used, they may improve recommendation 

quality in the scope of the context. Removing that history means both usefulness and leakage should 

initially go down when we reset such personas. Should usefulness come back, as new interactions pile up, 

so too should leakage. However, this design is only attractive to the extent that usefulness returns early 

enough with respect to leakage. 
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H1: Context-specific personas enhance the usefulness and reduce baseline leakage compared to a 

single mixed profile. By clustering more internally consistent interactions, the avatar setting decreases 

within-profile heterogeneity. In other words, when evaluated at the within-context level, it is expected to 

yield recommendation usefulness at least on par with and often superior to-the single-profile control. 

H2: Persona reset causes an immediate drop in recommendation usefulness, followed by gradual 

recovery as new ratings accumulate. Reset clears the history that personalization relies on. This creates a 

cold-start-like condition. With these new-style recommendations and more post-reset ratings observed, the 

system can reconstruct who the persona would love to recommend, so the usefulness of the 

recommendation should improve. 

H3: Persona reset causes an immediate drop in context leakage, followed by gradual leakage return 

as new ratings accumulate. Accumulated history before reset serves as further evidence of an ever-

increasing contextual variable. This kind of evidence decreases sharply with deletion. Instead, with the 

increasing volume of ratings by a person's behavioral regularity, they do re-emerge, and context becomes 

more locally predictable again. 

H4: Usefulness for disposable avatars recovers before leakage returns (k_useful < k_private). Let 

k_useful denote the smallest number of post-reset ratings needed for recommendation usefulness to 

recover to 90% of pre-reset, and k_private denote the smallest number after which leakage reaches 80% of 

pre-reset. Disposable avatars are practically viable when k_useful < k_private. 

3.1. Dataset 

The DePaulMovies dataset [15] has user ratings; the users are rating the movies based on their 

companion context (alone, family, partner), location (home, cinema, friend's place), and time (weekday, 

weekend, night). For this study, the companion context is the main context used to study data leaks, while 

location and time are used to test how reliable the results are. 

3.2. Control and Avatar conditions 

The dataset rating will be compared from two points of view: 

• Control condition: Where each rating belongs to a single persistent profile defined only by user 

identity. This corresponds to the conventional design of having one user with one enduring 

profile that belongs to a single persistent profile defined only by user identity. This corresponds 

to the conventional design in which one user has one enduring profile. 

• Avatar condition: Where each rating is assigned to a context-specific persona combining user 

identifier with contextual value (persona_id = user_id + context). The same user can have multiple 

separate personas, as users are divided based on their available companion context. 

3.3. Measuring usefulness 

The study examines the usefulness of recommendations by measuring the prediction accuracy of the 

held ratings. The model uses a matrix factorization baseline [16]; the training is done separately for the 

profile in both the avatar and control conditions. The performance is reported by calculating the Root Mean 

Square Error (RMSE) and Mean Absolute Error (MAE). Moreover, to reduce the variance, the train-test 

split is repeated several times, and the average is reported with confidence intervals. 

3.4. Measuring context leakage 

Context leakage measures the degree to which sensitive contextual variables can be inferred from 

persona history alone. Each persona history is encoded as a bag-of-movies feature vector. This is an 

intentionally simple representation; it captures presence or absence of ratings. A logistic regression 

classifier predicts the target context label, with Macro-F1 as the primary evaluation metric. 

3.5. Reset and Threshold definition 

Based on this study design, the users' persona accumulated history is deleted. This places the persona 

in a cold-start condition, where the system must rebuild personalization from a small number of new 

interactions [17, 18]. To stimulate what happens naturally in terms of users' ratings of movies, the ratings 

are ordered chronologically. To capture how usefulness and leakage progress after a reset, the simulation 

retains only the first k post-reset ratings at each evaluation point. By varying k across {0, 1, 2, 5, 10, 15, 20, 

30, 40, 50}, the simulation produces a recovery curve at each metric. Each value of k acts as a snapshot of 
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the persona at that point in its rebuilding process. Furthermore, two thresholds for K_useful and k_private 

are defines: 

1. k_useful: the smallest k at which post-reset RMSE has recovered to 90% of its pre-reset level. 

2. k_private: the smallest k at which post-reset Macro-F1 has rebounded to 80% of its pre-reset level 

Table 1: Summary operationalization of key constructs and metrics. 

Concept Operational Definition Metric / Output Hypothesis 

Persona / Avatar 
Context-specific profile (user × 

context) 
Per-persona history — 

Reset 
Deletion of history; restart from 

zero 

Post-reset history 

length k 
H2, H3 

Usefulness 
Quality of held-out rating 

prediction 
RMSE / MAE H1, H2 

Context Leakage 
Predictability of context from 

history 
Macro-F1 / Accuracy H3 

k_useful 
Ratings to regain acceptable 

usefulness 

Threshold on 

recovery curve 
H4 

k_private 
Ratings until leakage becomes 

high again 

Threshold on leakage 

curve 
H4 

 

4. Results 

4.1. Baseline Usefulness: Control vs Avatar (H1) 

The avatar condition outperforms the control in Figure 2, with RMSE decreasing by approximately 

13% and MAE by about 14%, highlighting notable metric improvements that support H1. 

 

 
Figure 2. Baseline Recommendation Usefulness - Control vs. Avatar Condition. Avatar personas 

outperform the single mixed profile across all companion contexts. 

4.2. Baseline Leakage: Control vs Avatar (H1) 

  Figure 3 illustrates a substantial reduction in Macro-F1 leakage across all three context targets, with 

companion leakage decreasing from 0.71 to 0.55. This reduction is largely driven by the context-specific 

persona organization, which results in each avatar having a smaller, more context-homogeneous history, 

thus providing the classifier less information to exploit. 

4.3. Post Reset Dynamics (H2, H3) 

Figure 4 shows the main post-reset dynamics. In panel (a), the usefulness recovery curve shows that 

RMSE increases to 1.85 at k = 0 and returns to the threshold by about k = 15. In panel (b), the leakage return 

curve shows that Macro-F1 drops from 0.55 to 0.08 at k = 0 and returns to the leakage threshold at around 

k = 30. These patterns support H2 and H3. 
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Figure 3. Baseline Context Leakage - Control vs. Avatar Condition. Avatar personas exhibit reduced 

leakage relative to the single persistent profile. 

 

 
Figure 4. Post-Reset Dynamics - Usefulness Recovery (a) and Leakage Return (b). k_useful ≈ 15; 

k_private ≈ 30. 

4.4. Privacy Window and Viability Test (H4) 

   Figure 5 combines the two curves into one privacy window visualization. The interval between 

k_useful (about 15) and k_private (about 30) marks the privacy window. In this period, the persona 

becomes useful again while the context is still hard to infer. Since k_useful is less than k_private, disposable 

avatars are shown to be practical, supporting H4. 

 
Figure 5. Privacy Window Visualization. The green region (k ≈ 15 to k ≈ 30) is the usable privacy 

window. 
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Table 2. Threshold Results by Context Dimension. All contexts satisfy k_useful < k_private. 

Context 

Dimension 
k_useful k_private 

Window Width 

(k_private − 

k_useful) 

Viable? 

Companion 

(primary) 
14 31 17 ✓ Yes 

Location 16 28 12 ✓ Yes 

Time 18 25 7 ✓ Marginal 

Average 16 28 12 ✓ Yes 

 

Table 3. All four hypotheses are supported by the empirical results. 

H# Hypothesis Finding Supported? 

H1 

Context-specific personas improve 

within-context recommendation 

usefulness vs. single mixed profile 

Avatar RMSE lower 

by ~13% across all 

companion contexts 

✓ Supported 

H2 

Persona reset causes usefulness drop, 

then gradual recovery with k new 

ratings 

RMSE rises to 1.85 at 

k=0; recovers to 

threshold by k≈15 

✓ Supported 

H3 
Persona reset causes leakage drop, 

followed by gradual leakage return 

Macro-F1 drops from 

0.55 to 0.08 at k=0; 

returns to threshold 

by k≈30 

✓ Supported 

H4 
Disposable avatars are viable when 

k_useful < k_private 

k_useful ≈ 15-18 < 

k_private ≈ 25-31 

across all contexts 

✓ Supported 

 

5. Discussion 

The analysis results support all the research hypotheses. Table 3 shows the privacy window among 

the context variables. Overall, among the three contexts, i.e., companion, location, and time, k_useful is 

smaller than k_private. Therefore, the viability of the privacy window holds in all cases. However, the 

privacy window size is considerably different; it was 17, 12, and 7 ratings for companion, location, and 

time, respectively. Even though the k_useful for time context is higher, its k_private became lower 

compared with the other two contexts. Based on that, the companion context creates the widest and most 

favorable window.  This indicates that who you watch with has a big impact on movie choices. For 

example, movies watched with family are often very different from those watched alone. Thus, splitting 

by companion leads to consistent user profiles, so the recommender can quickly rebuild preferences after 

a reset. This explains why k_useful is lowest for companion, meaning usefulness comes back quickly.  

For the time context, the privacy window was narrow; the privacy window width was only 7. This is 

because the time context recorded the highest k_useful but the lowest k_private. This suggests that when 

a movie is watched, weekday, weekend, or night, it does not influence movie choice as much. Many movies 

can be watched at any time, so the recommender has less unique information to use, which makes it slower 

to recover usefulness. As a result, the window closes quickly. Disposable avatars work best for context 

variables that are closely tied to user behavior. The method is most effective when the context can be clearly 

seen in how people act. In these cases, the clear link between behavior and context helps usefulness recover 

faster than it speeds up leakage.  

The main paper contribution is that the relationship between usefulness and privacy is measured over 

time rather than at a single snapshot. Prior work has mainly measured privacy mechanisms at a single 

moment [6, 8]. In this framework, instead, it tracks how usefulness and leakage change across the first k 

ratings after a reset. Instead of checking just once, this approach follows what happens over time. It gives 

designers a clear number: about 15 to 20 ratings of useful recommendations before leakage returns. That 

number can be measured and compared across systems. 
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6. Limitation 

There are several limitations to this study. First, the DePaulMovies dataset is small, which limits how 

broadly we can generalize the results.  Testing on a larger, more diverse dataset would help establish the 

framework's robustness. Second, we tested only matrix factorization as the recommender baseline. Other 

methods, like deep learning or graph-based recommenders, might behave differently during cold-start 

users and could change the k_useful threshold. Third, the leakage analysis used a simple classifier, logistic 

regression, with bag-of-movies features. A more sophisticated method might capture richer behavioral 

patterns and detect context from fewer post-reset ratings, which might produce a different privacy 

window. Finally, the main focus of this study is the companion context. While the privacy window held 

for all three contexts, it was much narrower for time (7 ratings) than for companion (17). This suggests that 

disposable avatars do not benefit all context variables equally, and each context should be tested 

individually. 

 

7. Conclusions 

The value of the disposable avatar idea is whether it brings real, measurable benefits. This paper 

measures this benefit by calculating the privacy window. This window becomes valuable when the 

usefulness returns before privacy leakage (k_useful < k_private). 

First, the results confirmed that the persona reset creates a useful privacy window. Second, the 

persona reset will lead to a drop in the recommendation quality. However, recommendation quality 

recovers before the privacy window closes, that is, before context inferability returns to its pre-reset level. 

Previous research examined this relationship at a single point in time only [6, 8], while this paper looked 

at how this relationship changes over time.  

This paper also shows that an existing context-aware dataset can be sufficient to test the viability of 

certain privacy-control designs, without requiring new user studies. By measuring post-reset dynamics 

rather than relying on user perceptions [19], this approach produces objective evidence on the time 

dimension of the privacy-personalization trade-off, which earlier research has examined mainly in static 

terms. 

Since k_useful is smaller than k_private, using a disposable avatar makes sense as a privacy feature 

for users. This approach gives system designers a simple option rather than more complex methods such 

as machine unlearning [10], obfuscation [8], or differentially private recommendation [20]. These heavier 

methods are still available if a user-controlled reset does not meet privacy needs. 
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