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Abstract: In this era of digitization, data security is an inherent requirement over public internet. 

Due to advancement of Artificial Intelligence based attacks, data secuirty has become a challenge. 

For this purpose, substitution boxes (S-Box) with ciphers are used. Most of the existing S-Boxes use 

block ciphers that are currently created through chaotic maps. This article presents a dynamic novel 

technique of creating block ciphers that use innovative chaotic map approach to provide data 

security and integrity. This approach is initially designed and then tested against recently projected 

S-Box in fields of Nonlinearity (NL), Bijectiveness, Bit Independence Criterion (BIC), Strict 

Avalanche Criterion (SAC), Differential Approximation Probability (DP), and Linear 

Approximation Probability (LP). Time complexity analysis is also performed to evaluate the 

computational overhead of the proposed S-Box. The results of these Standard Evaluation Criteria 

signifies this approach to be particularly robust in the act of protection against attempts to 

cryptanalyze and proves its forte in data encryption and security.  
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1. Introduction 

In this modern era data and information is continuously expanding. Every day new data is being 

recorded and information is processed [1]. With this rapid expansion of data they are also widely 

communicated between networks. These networks may be public and there is always a threat of data being 

stolen and use for malicious acts over these unprotected networks. Sensitive data and information is 

needed to be protected from attackers while transferring so a number of ways are applied to make this 

data unreadable or inaccessible for these integrity violators. One of the ways to imply this protection is to 

use cryptography. 

Cryptography is a way to protect data by encrypting it in a form that is not understood using sturdy 

algorithms called ciphers [2]. These ciphers are further extended into two main categories called stream 

ciphers and block ciphers. Stream ciphers work by converting the data in a byte by byte / bit by bit manner 

whereas a block cipher does the same operation in a block or a chunk manner [3]. Stream ciphers are mostly 

used where the efficiency is not a major concern because this type is slow and has a greater time complexity. 

While if efficiency is required and quick, secured cryptography is needed block ciphers are the main 

resource. Block ciphers are widely used these days because of its efficiency, simplicity and ease in 

implementation. Most popular ciphers like Data Encryption Standard (DES), Advanced Encryption 

Standard (AES), Blowfish, RC5, etc. use Block ciphers [4], [5]. 

A Block cipher employs two of the main ways one is called the Feistel structure and the other one is 

the substitution and permutation operations. Feistal structure works by dividing the data in parts and 

performing cryptography on these parts differently. Blowfish, DES, RC5 and RC6 are some example 
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ciphers that employ the feistal structured manner [6]. The other technique is substitution and permutation 

which transforms the data/plaintext into a puzzling form not understood by the intruders. A permutation 

operation is performed when the cipher shuffles or swaps the bit/bytes of the text with each other and a 

substitution operation works by substituting the bits/bytes with other random bits/bytes that can be a part 

of the text or not. Some worth mentioning block ciphers that use this method are SHARK, SQUARE, AES, 

and PRESENT [7]. 

Those ciphers involving the substitution method often uses more than substitution boxes also called 

the S-Boxes). A substitution box is one of the vital constituent of a block cipher. It creates mystification 

between the given simple given text and the ciphertext in a nonlinear fashion. Other components work in 

a linear fashion whereas an S-Box is the only part of a block cipher that shows nonlinearity. The robustness 

of an S-Box is directly proportional to the strength of the cryptography. The stronger an S-Box the stronger 

cryptography it employs and as a result more protected ciphertext is generated. Bit Independence criteria, 

Resistance to linearity (NL), Differential Linearity (DP) are some of the important properties to be 

employed in an S-Box that defines its strength. An S-Box having more of these properties the more strength 

it possesses. A substitution box is further categorized into two main types i.e. static S-Boxes and the 

dynamic S-Boxes 

Static S-Box has fixed information bits and bytes that are replaced every time for the same bits and 

bytes in the text. The downside of this type is that once an intruder or attacker gets an access of the S-Box 

it gets the key and can easily decode the text and can take malicious advantage. Some incidents have 

happened where the attackers got the access of the key of the static S-Box and the integrity of the data was 

compromised [8]. Such examples include the DES and AES.  

To overcome this drawback researchers, encourage the use of dynamic S-Boxes. This type includes a 

key that is random and hence, this type provides more security to the cipher and greater protection against 

cryptanalysis. An example that uses this way of producing ciphertext is blowfish. Experts, scientists, 

researchers are investigating and creating new techniques and ways to generate a more random key 

fashions for dynamic S-Boxes to increase its robustness and strengthen the cryptography. For this purpose, 

different algebraic concepts and algorithms are introduced. 

One of these algebraic concepts to employ more random key for a stronger, more robust dynamic S-

Box is Linear Fractional Transformation (LFT) [9]-[12]. Many researchers have suggested the use of this 

technique employing Galois Field (GF) [13]. But this technique can be proved inefficient as to calculate the 

multiplicative inverse of a value using the GF is time consuming and makes the algorithm complex and 

complicated [14]. 

Another way to make S-Boxes more dynamic and stronger is to use the chaos system [15]-[22]. It 

generates randomness in the key of the S-Box hence, creating a robust and non-periodical dynamic S-Box 

[23]. Hyperchaotic methods creates more studier and vigorous S-Boxes than simple chaotic techniques [24]. 

It combines chaotic maps with other chaotic algorithms to provoke more cryptography and make 

cryptanalysis difficult for the attackers [25], [26]. 

DNA computing is another useful and nowadays more employed technique to create robust dynamic 

S-Boxes. Their testing has proved efficient in creating strong and secure ciphers and can be a possible 

solution to achieve cryptographic forte. 

Cubic Fractional Transformation (CFT) and Cubic Polynomial Transformation (CPT) are the 

techniques also suggested by researchers to implement in creation of decent robust dynamic S-Boxes. These 

transformational techniques are simple, efficient and effective ones to use [27], [28]. 

Some other ways including the optimization techniques [44], [30]-[32], elliptic curve [33], [34] cellular 

automata [35] graph theory [36], [37] backtracking, etc. are also methods suggested by analysts and 

investigators to be considered possible solutions to the drawback of static S-Boxes and in creation of 

effective dynamic ones. 

These are some of the ways to induce strength in dynamic S-Boxes by creating randomness, 

transformations etc. But these methods are either inefficient or very complex to employ. The main objective 

of this article to present a simple and efficient way to create robust block ciphers that are secure and difficult 

to perform cryptanalysis on. 

Some criteria was considered while defining the way to create such S-Boxes. It is given as follows: 

 Data security enhancement and resistance to cryptanalysis for block ciphers; 
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 A simple and easy to implement S-Box; 

 A dynamic key dependent S-Box that uses sub-keys when encrypting data; 

 A substitution box that employs the essential properties like Non-Linearity, Strict Avalanche Criteria, 

Bit Independence Criteria, Linear Probability, Differential Probability, etc. 

 

2. Projected S-Box  

A lot of methods are followed to design secure ciphers that provide the best in cryptographic forte. 

One of these methods are chaotic mapping. This approach is used to design robust block ciphers that excel 

in their forte by following the characteristics provided that they are sensitive to initial conditions, random 

generative behavior, and non-recurrence. On these terms creates an S-Box that shows primary behavior in 

one of its essential fields i.e. security enhancement of initial input text. Hence, we use this technique to 

create novel S-Box that provides best of the security to the text. For creation of such S-Box we follow three 

steps: 

 Innovative Chaotic Map Design  

 Elementary S-Box Development  

 Heuristic Method to create a Final S-Box 

These methods and their results are explained in the given sections. 

2.1. Innovative Chaotic Map Design 

A mathematical equation is given in equation 1 used to design an n x n S-Box using the ingenious 

method of chaotic map approach: 

X = (A+X*(3-X)) MOD 1             (1) 

Where, 0 < X<1 and 1.5<A<2.5. The values of X and A are provided using a cipher key. This method 

used for S-Box is subtle to the primary values of the variables provided by the key and hence it’s certain in 

its maximum security against cryptanalytical attacks and its forte in data encryption. 

2.1.1. Bifurcation 

Bifurcation is the study of the quality and topology change in a system mainly due to change in initial 

parameters. Dotted lines represents the unstable values whereas, solid lines a representation for stable 

ones. Usually, a subtle variation in the input variables results in a huge variation in the system’s working 

and an alteration in phase space topology. A comparison of projected work with two commonly used 1-D 

chaotic maps is given in Figure 1. The first is Logistic map (LM) it gives bifurcation and chaos using the 

equation 2. 

 

 

 

 

 

 

Figure 1. Comparison of Bifurcation diagram of (a) and (b) with projected S-Box (c) 

𝑥𝑛+1 = 𝑟 ∗ 𝑥𝑛(1 − 𝑥𝑛)                  (2) 

Whereas, n gives the iterating number and r provides the control parameter having the limit of [0, 4]. 

Likewise, another projected map is the Sine Map (SM) given in the equation 3. 

𝑥𝑛 + 1 = 𝑆𝛼(𝑥𝑛) = 𝛼 + 𝑠𝑖𝑛(𝜋 ∗ 𝑥𝑛)                (3) 

 

 

 

 

 

 

 

Figure 2. Comparison of Lyapunov of (a) and (b) with projected S-Box (c) 
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Here, α gives the control parameter within the limit [0, 4]. The comparison of resultant graphs of these 

two chaotic map designs with the projected one in the following figure shows that the projected one offers 

more chaos in the field and gives more regions of space than the other two. 

2.1.2. Lyapunov Exponent 

This exponent is employed to characterize the degree of chaos in an S-Box. A system is considered to 

be in a state of chaos if this exponent of a chaotic map is greater than zero. So higher degree of this exponent 

indicates more chaos, is more secure and harder to perform cryptanalysis on. The value for this variable is 

calculated through the equation 4: 

lim
𝑡→∞

1

𝑡
∑ Log

𝑑𝑓

𝑑𝑥

𝑡−1
i=0 |X = Xi|                (4) 

Figure 2 gives a comparison of graphs produced of the le factor of projected S-Box with recent LM 

and SM [38], [39]. Through the calculations performed using this equation it becomes evident that the LE 

of presented S-Box is much more than as of the ones put in comparison and this is an indication of chaos 

in the system. And as a conclusion it can be stated that projected technique of S-Box provides greater 

security and more chaos in encrypted for. The algorithm given below is for constructing the presented S-

Box. Firstly, the input and output parameters are indicated in the algorithm then further step of process 

are defined with initial beginning with defining the number of iterations and the last one proposing a 

creation of 8 x 8 table representing the S-Box. 

2.2. Elementary S-Box Development 

A preliminary S-Box was initially developed. Given algorithm 1 above, based on the original equation 

produces an elementary S-Box. The flowchart is projected in figure 3 below that explains the construction 

of an elementary S-Box. An example for values generated by the initial S-Box by considering Z = 

2.210257908194450, B = 943401158 and Xn = 0.931900959430216. 

2.3. Novel Heuristic Method for Final S-Box Generation 

The elementary S-Box given is applied using the heuristic method and concluded in algorithm 2 and 

it is employed to create the final S-Box. Using the cipher key values are included. Here the values are 

supposedly taken for the sake of calculations, A = 45673, B = 43201, c = 19327, and D = 41237 and Xn = 

0.357399447531846. The heuristic method was then used to process the previously drawn results of the 

elementary S-Box and a final S-Box is concluded. Figure 4 shows the final s-box construction in flowchart. 

 

3. Security Assessment of Projected S-Box 

An S-Box needs to be proved secure enough to defy attackers and all such attempts of illegal 

cryptanalysis. An S-Box in order to excel its forte has to fulfill a checklist of standard evaluation criteria 



Journal of Computing & Biomedical Informatics                                          Volume 11  Issue 02                                                                                         

ID : 1462-1102/2026   

(SEC). This criteria is used globally to appraise the security of concerned S-Boxes. A list of recently 

presented S-Box methodologies is reviewed and compared with cryptographic properties of the projected 

s- box in this article. 

3.1. Bijectiveness 

This evaluation property of S-Boxes requires a map of initial values provided as input of 8 bits to a 

distinctive result of 8 bits for a S-Box of 8x8. This means there should be one-to-one mapping, no key for 

bits of input should be similar to the key for bits of output. This demands uniqueness. So, for the 8x8 

projected S-Box all the inputs of 256 bits has a key of 256 all unique bits of output [0,1,……..,255]. The 

presented S-Box fulfills this criterion of bijectiveness. The resultant Total Fixed Points and Total Opposite 

Fixed Points turn out to be zero. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. Flowchart of initial S-Box 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. Initial S-Box for projected technique 
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Figure 5. Heuristic Method of S-Box for projected technique 

3.2. Non linearity (NL) 

An S-Box should convert the n-bits of input into n-bits of output in a highly nonlinear fashion to prove its 

cryptographic strength. The more the non-linearity the stronger cipher text is generated and more resilient it is 

against linear cryptanalytical attacks. Walsh-Hadamard Transformation (𝑊𝑚𝑎𝑥𝐵) provides the equation 5 for 

non-linearity comparison i.e. 

𝑁𝐿(𝐵) =  [2𝑛 −  (𝑊𝑚𝑎𝑥(𝐵))]
1

2
                                                                (5) 

 Here B is an n-bit Boolean function. Non-linearity score is generated using this equation. If an S-Box 

has high score it means, it’s highly nonlinear and provides good protection to the data. 

Table 1. Nonlinearity (NL) values of projected S-Box 

Bool Function R1 R2 R3 R4 R5 R6 R7 R8 

Non Linearity 104 110 100 106 108 108 108 104 

Table 2. Nonlinearity (NL) comparison with recent S-Boxes. 

S-BOX Average 

Projected 109.75 

[19] 106.8 

[22] 106.8 

[32] 106.5 

[44] 106.30 

[45] 105.25 

[46] 108.50 

[47] 109.75 

[48] 107.0 

[49] 111.50 

[50] 106.75 

[51] 106.50 

[52] 108.0 

[53] 106.0 

[54] 106.25 

[55] 112.25 



Journal of Computing & Biomedical Informatics                                          Volume 11  Issue 02                                                                                         

ID : 1462-1102/2026   

 

Figure 6. Strict Avalanche Criterion (SAC) dependency matrix of projected S- box. 

 

 
Figure 7. Flowchart of Final S-Box 

Table 3. Comparison of SAC and BIC values of S-Boxes 

S-BOX SAC BIC-NL 

Projected 0.4958 103.5000 

[19] 0.507 103.9 

[22] 0.5000 104.2 

[32] 0.4977 104.1 

[44] 0.5101 106.25 

[45] 0.4990 104.29 

[46] 0.4995 104.57 

[47] 0.5034 103.8 

[48] 0.506 104.2 

[49] 0.4978 104.21 
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[50] 0.5042 110.6 

[51] 0.4995 106.35 

[52] 0.5034 103.79 

[53] 0.4976 102.85 

[54] 0.4995 103.85 

[55] 0.5010 100 

 The results given in table 3 provided with an average NL of 109.75 that is considered quite impressive 

in the factor. The comparison of nonlinearity conclusions in bool functions of presented in table 4 shows 

given S-Box with the scores of selected S-Boxes revealed about the projected S-Box that it has greater 

average score than most of the already presented. So, it becomes apparent that projected S-Box checks the 

box of non-linearity in SEC. 

Table 4. BIC-NL values of projected S-Box 

0 102 104 102 108 98 108 98 

102 0 102 106 98 102 104 104 

104 102 0 102 102 94 106 104 

102 106 102 0 106 106 106 108 

108 98 102 106 0 102 108 106 

98 102 94 106 102 0 102 104 

108 104 106 106 108 102 0 106 

98 104 104 108 106 104 106 0 

3.3. Strict Avalanche Criterion (SAC) 

This criterion presented by Websters says that if a sole bit of data is altered within the input key it 

produces changes in the 50% of the output key of bites. If an S-Box shows approximate SAC score of 0.5 

then it is considered a decently robust. The average SAC value of the projected S-Box turned out to be 

0.4871 that is considered a quite good score and proves to be robust one. A SAC score comparison of 

projected S-Box with is done in table 7 with recently presented S-Boxes and it shows to be quite effective 

in its robustness than most of them.  

3.4. Bit Independence Criterion (BIC) 

This criterion given by Websters and Tavares says that the two bit values changed in the output should 

not be dependent on the single bit change in the initial map of keys. Bit Independence Criterion- 

nonlinearity (BIC-NL) and Bit Independence Criterion- Strict Avalanche Criterion (BIC-SAC) of the 

projected S-Box is given in table 5 and table 6 and giving an average score of 103.5000 and 0.4958 as shown 

in table 7. It shows that there is little to no dependency of the output bits on the changed input bit. 

3.5. Linear Approximation Probability (LAP) 

A strong cipher creates muddled ciphertext that is almost impossible for the attackers to track and get 

an access to the input that is the plain text. Every S-Box developer wants to achieve this jumble of output 

from plain input and is created through a nonlinear conversion of input to output. The more non-linearity 

the more it is difficult for the attackers to perform linear cryptanalysis on the data and this forte assessment 

for low probability of linearity is given by equation 6: 

𝐿𝑃 = max
𝑟𝑥,𝑟𝑦≠0

1

2
|

#{𝑥 ∈ 𝐴|𝑥.𝑟𝑥=𝑆(𝑥).𝑟𝑦|}

2𝑛−1
| − 1              (6) 

Where R= {0, 1, . . . , 2𝑛 − 1} and  𝑟𝑥, 𝑟𝑦= input and output mask. 

3.6. Differential Uniformity (DU) 

There should be a uniformed changed in the respective output if there is a change made in the input/ 

plaintext this is called differential uniformity. If there is some non-uniformity or evident variations in the 

output key the attackers might capture it and upon careful analysis they can easily get an access to the 

original data and exploit it. S-Box developers attempts to reduce the difference among the two variations 

and make it uniform. This difference is calculated through evaluation of DU value given in table 8 for the 

projected S-Box. To keep from invaders performing the differential analysis, the results of DU of an S-Box 
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should be minimized to a possible greater extent. The DU of an S-Box can be calculated through the 

equation 7. 
𝐷𝑈 = max

∆𝑔≠0,∆𝑓
[#{𝑔 ∈  𝐾 | 𝑆(𝑔) ⊕  𝑆(𝑔 ⊕ ∆𝑔) = ∆𝑓}]            

(7) 

 Where ∆𝑔 is the input differential while ∆𝑓 is the output differntial and here K = {0, 1, . . . . . ., 254, 

255}. The DU value 0.0469 of presented S-Box suggests that it might be a better solution to cryptography 

problems and crypt-analytical attacks on text. A comparison of DU value of projected S-Box is done with 

that of other recent ones in table 9. 

Table 5. Differential uniformity values of projected S-Box 

6 6 8 4 8 6 6 6 6 6 6 8 6 6 8 6 

8 6 6 6 8 6 6 6 6 8 6 6 6 6 6 8 

8 6 6 6 8 8 4 6 8 10 8 6 6 6 6 10 

6 6 6 8 8 6 6 6 6 6 8 6 6 8 4 6 

6 8 6 8 8 6 8 6 8 6 6 6 6 6 6 6 

6 8 8 6 8 6 6 8 6 6 6 6 8 6 6 8 

8 6 6 8 6 8 6 6 8 6 8 8 8 8 6 8 

8 6 6 8 8 6 6 10 6 8 6 6 6 6 10 8 

6 6 8 6 8 10 6 6 6 6 6 6 6 10 10 6 

8 6 6 6 6 8 6 6 8 6 6 10 6 8 8 6 

6 8 6 8 8 6 6 6 6 10 10 6 8 8 8 6 

8 6 6 6 8 6 6 6 8 6 6 8 8 8 6 6 

6 6 10 8 8 8 8 6 8 6 6 6 8 6 6 6 

6 6 6 8 6 6 6 6 8 8 10 10 6 6 6 8 

6 6 6 6 6 8 6 6 6 6 8 8 10 8 12 6 

6 8 6 6 8 6 8 6 6 6 6 6 6 8 6 0 

Table 6. LP and DP values of different S-Boxes  

S-BOX LP DP 

Projected 0.1328 0.0469 

[19] 0.133 0.039 

[22] 0.132 0.039 

[32] 0.132 0.046 

[44] 0.105 0.030 

[45] 0.125 0.039 

[46] 0.117 0.039 

[47] 0.133 0.039 

[48] 0.125 0.039 

[49] 0.133 0.039 

[50] 0.085 0.039 

[51] 0.128 0.039 

[52] 0.133 0.039 

[53] 0.132 0.039 

[54] 0.109 0.039 

[55] 0.070 0.039 

Table 7. Construction time (seconds) for S-Boxes using proposed technique. 

Initial s-box Final s-box 

0.0469 12.0 

Table 8. Range and key space of parameters of proposed technique. 

Parameter Parameter and Range Key Space 

X 0<X<1.0 (15 decimal digits) 10^15 
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A 1<A<65536 4.5 x 10^3 

B 1<B<65536 4.3 x 10^3 

C 1<C<65536 1.9 x 10^3 

D 1<D<65536 4.1 x 10^3 

3.7. Efficiency Analysis 

The efficiency analysis of projected S-box was performed on Microsoft Visual Studio using C# as the 

coding language. The C# program was run on Windows 8 (64-bit) operating system, having Intel core i7 

processor with 4GB RAM. Fair comparison was ensured by using the same software environment and 

hardware for measuring the execution time.  

The efficiency was computed for both initial and final s-box after heuristic evaluation. Firstly, analysis 

were performed for the cryptographic properties and the execution time of the S-box. Secondly, the final 

S-box was computed and tested after the application of heuristic approach. Approximately ten thousand 

initial versions of proposed S-box were generated and their execution time and cryptographic strength was 

evaluated. Table 10 gives the average value of time complexity tested for both initial and final versions. 

It is observed that the time complexity of the initial S-box indicates less execution time as compared 

to that of final S-box. As the heuristic method is employed the data security is enhanced, which indicates 

increased cryptographic strength of the proposed S-box, which is the primary goal of any encryption 

device. Therefore, it is noted that the privacy of the data should not be compromised especially when it 

contrasts with the factors like CPU speed and time.  

Figure 5 gives us the graph that portrays how the cryptographic strength of primary S-box gradually 

increases in field of nonlinearity as we employ the heuristic approach. 

3.8. Key Space 

The key space given in our proposed technique helps us to create a new s-box each time due to its 

property of heavily dependence on external key. It can be observed in table 11 that each key has a parameter 

range and a specific key space. This huge difference makes the s-box more heavily dependent and on the 

key and more dynamic in its working. 
 

4. Limitations of Projected Method 

A dynamic approach to create a dynamic substitution box was presented in this paper. The technique 

was also verified across multiple analytical criteria. However, there is always a possibility of mistake and 

error. This proposed method was compared with recently proposed ones but this comparison only 

includes Sine and Logistic maps and also it is limited. Extensive comparison always leaves a room for 

improvement in the proposed method. Also this novel method is a 1-D proposed technique that can limit 

in functionality for other dimensions of data. 
 

5. Conclusion 

This research paper presents a new modular scheme to create dynamic key-dependent S-Boxes. This 

way of designing S-Boxes of block ciphers is further assessed and analyzed using standard evaluation 

criteria. The results prove that the method of S-Box creation in this article elegantly fulfills these SEC’s that 

include the DU, FPA, BIC, SAC, LAP and bijectiveness. The projected method of creating a robust S-Box 

provides decent result figures that fulfills this criterion and it’s evident that the projected method is 

effective in creating strong encrypted output that is difficult to perform cryptanalysis on and hence, 

provide great security to the data. A comparison of this S-Box created using the projected methodology is 

also given at points with other recent techniques to create S-Boxes and the statistics are the evidence of the 

cryptographic strength of the projected one. Moreover, light weight encryption algorithms and real-time 

secure communication systems can be integrated with the proposed S-box to evaluate its performance in 

real life applications.  
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