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Abstract: Software-defined networking (SDN) offers flexibility and scalability but also introduces
new cybersecurity challenges. We propose a scalable and transparent intrusion detection system
(IDS) for SDNs using machine learning models that balance accuracy and computational efficiency.
Our results show that the decision tree model achieves 99.6% accuracy with minimal missed attacks
and lower computational costs compared with random forests. The training time increased with the
dataset size, but the prediction time remained stable, even with 24,000 samples. Our simulation
results showed that the training complexity of Random Forest increases with the number of samples,
whereas the calculation time for inference is comparatively low-a finding that makes Random
Forest particularly suitable for real-time detections in Software-Defined Networking (SDN)
environments. By using the SHAP-based explainability analysis, we explain the most important
traffic characteristics, such as the length of the packets and the destination port, which are used to
decide the decision process of the model. This methodological approach ensures high recall
detection without compromising performance, thus providing a high-performance and efficient
solution for SDN security.

Keywords: Software-Defined Networking (SDN); Intrusion Detection System (IDS); Machine
Learning; Explainable Artificial Intelligence (XAI); Computational Complexity

1. Introduction

Software-defined networking has marked a major shift in networking today, offering organizations
much more flexibility, control and scalability. SDNs offer seemingly more control over networks by
separating the control and data planes in a purposeful way and moving approval activities to more rapidly
evolving patterns of demands. This new paradigm for architecture, however, raises novel security concerns
since the flexibility/ organicity that is the cornerstone of SDNs can be taken advantage of by malicious
users. With increasingly complex traffic patterns in the SDN traffic, successful detection of intrusions
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becomes increasingly challenging and demands complex methods that balance the thoroughness and
efficiency of the detection.

Traditional intrusion detection systems (IDS) tend to fall behind as software defined networks (SDN)
rapidly evolve and are inherently dynamic. To overcome these challenges, this study proposes a machine
learning-based IDS that not only identifies an intrusion with a high level of accuracy but also provides
transparency in decision making. The methodology uses tree-based models (decision trees and random
forests) that model complicated traffic patterns in SDNs with low computational overhead. This makes it
easier to detect real-time with a minimum of resources, which is a prerequisite for maintaining the
performance and reactivity of SDN networks.

Despite major progress in IDS technology, there is still a large gap between the achievements of
simultaneously achieving a high detection accuracy and computation efficiency with transparency
guaranteed. Many extant systems compromise between one of the two metrics, leading to performance
versus explainability tradeoffs. Furthermore, there is still a lack of research that explicitly examines the
computational tradeoffs found in SDN environments, especially when trying to achieve a high-recall
transparent detection system. Accordingly, our work is focused on making a leap by presenting a path to
a scalable and efficient IDS to meet both security and transparency requirements, enabling both demand
and practical implementation in a next-generation SDN infrastructure.

Despite significant progress in machine learning-based intrusion detection for SDN environments,
existing approaches often face challenges in achieving a balance between detection accuracy,
computational efficiency, and interpretability. Some models, like complex ensemble and deep learning
models, can be very powerful but can be very hard to compute and may be opaque in terms of how they
make decisions. This is a drawback to their use in real-time SDN, where quick response and reliable
security decisions are crucial.

Thus, this study has a motivation of developing an efficient and transparent intrusion detection
framework which can offer correct intrusion detection with minimal computational overhead and
explainable decision-making mechanism. To resolve the challenge, we suggest a framework for IDS in SDN
environments that is based on machine learning, is explainable, and is scalable to computation. To address
the challenge, we propose an explainable machine learning-based IDS framework that incorporates the
following three key capabilities: predictive behavior estimation, interpretation using SHAP, and scalability
with respect to computation.

1.1. Research Contributions
This research has the following contributions:

e Decision Tree and Random Forest classifiers-based machine-learning IDS framework for SDN
environments.

¢ A mathematical description of mechanisms for feature processing, classification, and explainability.

e A computational complexity analysis of the training time, inference latency, memory requirements.

e An explainable Al approach to find influential features of network traffic.

e Comparative evaluation shows the compromise between the accuracy of the detection and the
efficiency of the computation.

2. Literature Review

There is a growing intrusion detection domain in Software-Defined Networking (SDN) to defend
these highly flexible but sensitive network environments. By separating the control and data planes, SDN
provides centralized control but simultaneously creates new security issues and offers a broader attack
surface [15]. Initial studies on SDN security mainly focused on anomaly- and signature-based intrusion
detection systems (IDSs) enhanced by standard machine learning techniques. Empirical studies using
Random Forest and logistic regression classifiers have shown promising results in detecting Distributed
Denial of Service (DDoS) and other types of attacks in SDN traffic, thus highlighting the impact of feature
selection on classification and controller performance [1,3]. Nonetheless, feature selection remains a
challenging problem, as numerous and extraneous features can degrade model performance and increase
computational costs.
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The application of deep learning to improve intrusion detection system performance in software-
defined networking environments has attracted considerable scholarly attention. Early explorations
demonstrated the efficacy of neural networks and deep learning architectures for intrusion detection tasks
[8,10]. In the context of SDN, deep neural networks and recurrent neural networks have shown a clear
ability to detect complex and previously unseen attacks, thanks to their inherent ability to learn traffic
features hierarchically and automatically [6,11]. Hybrid paradigms, which combine deep autoencoders
with random forest classifiers, have depicted accurate anomaly detection rates of more than 98 and nine
native SDN environments, which have proposed the capability for deep learning integration with classic
machine learning techniques to enhance detection accuracy without losing manageable computational
complexity [2]. Other investigations suggest the hybrid feature selection mechanisms, for example, the
combination of correlation-based feature selection and recursive feature elimination and gradient boosting
models such as LightGBM, improves the detection accuracy and decreases the dimensions of the dataset
[3]. These studies show that model ensembling can yield better performance; however, there is a tendency
to focus on classification accuracy rather than computational demands, and, as aresult, a thorough analysis
of complexity remains comparatively unexplored.

Contemporary scholarship emphasizes the importance of explainable artificial intelligence (XAI) in
the framework of intrusion detection systems (IDS). As machine learning models become more complex,
they become less transparent in their decision-making, making it very difficult for security analysts to
identify malicious traffic flows and understand why a particular flow is considered malicious. Explainable
methodologies, such as SHAP [SHapley Additive ex-"Planations] and LIME [Local Interpretable Model-
agnostic Explanations] have become staple tools for providing interpretability in IDS models [13,14]. These
are techniques that enable analysts to trace the contribution of each feature in a prediction by the model.
For example, research integrating SHAP with ensemble methods of trees and classifiers revealed how
specific network traffic characteristics affect intrusion detection decisions, thereby increasing trust and
transparency in the detection process [4]. Empirical evidence demonstrates that feature importance
attribution can identify subtle patterns suggesting the presence of malicious activities and, as such, can be
useful in both verification and debugging efforts. Furthermore, explainable deep learning frameworks in
the software-defined networking (SDN)-based DDoS detection model have been proposed to provide
explanations on model predictions while ensuring high detection accuracy [7]. These frameworks attempt
to compromise between the depth of representation given by deep networks and the need for
interpretability in operational situations. Despite these advances, most explainability studies focus on
interpretability results rather than a rigorous evaluation of the computational cost of generating
explanations, which, in real-time SDN environments, may prove to be a crucial factor.

Beyond the design of models and their interpretability, it is incumbent upon researchers to make
exhaustive evaluations and systematic benchmarking of intrusion detection systems in software-defined
networking contexts. A comprehensive meta-analysis of machine learning-based systems for DDoS
detection shows that, while many systems claim to report very high false-positive rates, there are still
significant barriers to scalability, dataset heterogeneity, and the practicality of employing such systems in
real life [5]. Many implementations of IDS are based on a curated set of data or artificial testbeds, and could
ultimately become a poor substitute for the constantly changing nature of real traffic. Furthermore, the
necessity of putting detection logic directly in SDN controllers makes it important to examine the
computational costs and latency or at least to reduce overall throughput of the network.

One other aspect of the study of an intrusion detection system is security techniques that run outside
the detection system, such as authentication protocols and secure communication between network
components. In connected systems, methods like cryptographic and authentication schemes, such as
elliptic-curve cryptography (ECC), have been developed to enhance the security of the devices and to
prevent unauthorized access [9]. The ideas behind these methods can be transferred to the software-
defined networking infrastructure to enhance the trust between controllers and the periphery of the
network as it is deployed in the Internet of Knowledge of Things. These security measures, when used in
conjunction with new forms of intrusion detection, can help provide a more holistic defense against both
prevention and detection of malicious activity.

New developments of Al have further enriched the intrusion detection with deep learning and
distributed learning. Deep neural networks, convolutional neural networks (CNNs), and recurrent neural
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networks (RNNs) have shown good potential in extracting complicated temporal and spatial patterns from
network traffic, which can be used to enhance the detection ability of sophisticated and unknown attacks.
But deep Learning models can impose significant computational demands and are difficult to deploy in
latency sensitive SDN environments. In recent years, hybrid architecture consists of deep learning feature
extractors and lightweight machine learning classifiers have been investigated to enhance the accuracy
while minimizing computational consumption.

The federated learning (FL) paradigm has been recently introduced as a potential solution for
intrusion detection in-distributed networks that maintain privacy. Compared to traditional centralized
learning approaches, federated IDS can facilitate multiple network entities to collaboratively build
detection models while preserving the raw traffic within local entities. A number of these solutions
mitigate privacy concerns of sharing sensitive cybersecurity information; however, there are still major
research challenges such as communication overhead, model aggregation efficiency and resource
constraints.

Moreover, lightweight cybersecurity has become a focal point of interest as the number of edge
computing, IoT and SDN infrastructures come into operation. There has been recent research that
highlights the need for building efficient IDS models that can be able to detect malicious activities with
high detection accuracy, low inference latency and with low computational complexity while consuming
less memory. While these methods help to make the model scalable and easier to deploy, most of the
present work is predominantly focused on the predictive performance without deep analysis on the
transparency of the models and the computational trade-offs.

Explainable Artificial Intelligence (XAI) is thus a research focus of great relevance for a reliable
cybersecurity system. Recent approaches to XAl-based IDS, e.g., based on SHAP and LIME, give important
insights into the contribution of features and the process by which the attack is decided. Yet, the
computational expenses of generating explanations and the effects on real-time SDN deployment is still
not enough explored. To this end, this study aims to fill the gap by defining an explainable machine
learning framework that comprehensively considers the performance of intrusion detection systems,
interpretability and computational efficiency.

Dataset & Preprocessing Model Training Model Evaluation Explainable Al
Decision Trees Performance Metrics
— —1 - Accurac) '\
-8 %% QQ} ™ Precision . SHAP Valuse
- . Recall « LIME Explainations
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Figure 1. Scalable and Transparent Intrusion Detection for SDN's

The proposed explainable and computationally efficient system architecture of intrusion detection in
SDN environment is shown in figure 1. The framework is composed of four steps: SDN traffic acquisition,
data preprocessing, machine learning based detection, explanation and computational analysis.

At first, the traffic in the network that is created inside the SDN environment is gathered and depicted
as flow level features. The features are then processed through various preprocessing steps, such as
cleaning, encoding, and normalization, to enhance the quality and consistency of the input data. The
feature vectors are processed in the detection module for the detection of malicious traffic and malicious
traffic pattern by using the classifiers Decision Tree Classifier and Random Forest Classifier.
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The explainability module then performs SHAP analysis after the classification to understand the
contribution of each feature of the network to the prediction result. This way, security operators can
understand the model's decisions and recognize key attributes of important attacks. Finally, the
computational analysis module measures the efficiency of the proposed framework by computing the
training complexity, inference latency, and scalability with the growing amount of traffic.

This integrated workflow ensures the proposed framework has a tradeoff between detection accuracy,
interpretability and computational efficiency to be suitable for practical SDN security applications.

Table 1. Key studies from previous work

Study Methodology Key Findings Gap Identified

) ) Feature selection and

) o High accuracy in DDoS )
DDoS Detection Random Forest, Logistic ) ) ) computational cost
. ) detection with feature selection
in SDNs [1] Regression trade-offs not

impacting performance

discussed
Hybrid Deep Detection rates >98%, hybrid No detailed
) Autoencoders + Random ) ) )
Learning Models Forest models improve accuracy while computational cost
ores
[2] managing complexity analysis
Lack of

) Correlation-based and ) ] )
Feature Selection ] High accuracy with reduced comprehensive
recursive feature

+ LightGBM [3] o dimensionality in SDN IDS computational
elimination
complexity analysis
) XAl’s impact on
SHAP provides transparency
) ] o ] performance and
Explainable IDS into decision-making, ]
) Random Forest, SHAP L ] computational cost
with SHAP [4] highlighting key features like

o remains under-
destination port
explored

No clear

. Demonstrates minimal overhead computational trade-
End-to-End Various models (black-

o from explainability while off analysis between
Explainability [5] box, glass-box) ) ] o
improving trust explainability and
speed

Two key gaps remain in the literature.

J Computational Complexity Analysis Although many IDS proposals claim to have high accuracy,
few studies carefully analyze the training and inference complexity in terms of the number of
samples and feature dimensions.

J Explainability vs. Performance Trade-offs Despite the venerable role of XAI in improving
interpretability, systematic studies of trade-offs between explanation generation and
performance/scalability for SDN as well as performance conatus and coauthors, 2020 are
conspicuously sparse.

To overcome the gaps, the above-mentioned computational trade-offs should be properly analyzed
and the above-mentioned explainability and efficiency should be considered in an integrated manner in
the development of intrusion detection systems in practical deployments of SDN.

3. Proposed Methodology

The proposed model for scalable and transparent intrusion detection in software defined networks
(SDNs) is split into a series of important phases to guarantee the high performance, efficiency and
interpretability of the network. The process starts with Dataset & Preprocessing, in which the data of the
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SDN network traffic is put through certain steps, such as cleaning the data, scaling features, and creating
the train-test split for training the model further. In this phase, the features of the SDN traffic are refined
to improve learning the model. Specifically, the data set contains samples of benign and malicious network
traffic, and is especially focused on ensuring that the data is of high quality and consistent before being fed
into the machine learning models.

Next, the model training phase uses two popular machine learning algorithms—decision trees and
random forests—to train the IDS models. These models are known for their ability to handle complex and
large datasets, making them suitable candidates for SDN traffic analysis. Once the models are trained, it is
important to evaluate them using a few performance metrics, such as accuracy, precision, recall, F1-score,
and ROC-AUC, to ensure that the models are not only accurate but also reduce false positives and false
negatives. Following model evaluation using metrics, the Explainable Al phase employs approaches such
as SHAP values, LIME explanations, and feature importance to provide insights into the model's decision-
making process. This transparency is important in SDN security because it is important for network
administrators to understand why a model classifies some network behaviour as benign or malicious.

In the final computational analysis phase, we assessed the efficiency of the trained models by
measuring training time and resource consumption. This is the goal of assessments like this, to ensure that
the models scale to meet the growing volumes of network traffic without costing too much in a
computational context. The overall goal is to achieve a perfect balance between speed, scalability, and
transparency, thereby realizing real-time intrusion detection in Software-Defined Networking scenarios.
Subsequently, the final model was selected from the decision tree and random forest methodologies,
choosing the model that best balances accuracy, latency, and interpretability, ensuring a resilient and
efficient intrusion detection solution for SDN systems.

The proposed framework was implemented using a Python-based machine learning environment.
The experiments included data preprocessing, model training, performance assessment, explainability
analysis using SHAP and computational scalability assessment. The models evaluated were Logistic
Regression, Decision Tree and Random Forest. Model performance was evaluated based on accuracy,
precision, recall, F1-score and ROC-AUC, and computational efficiency was compared with respect to the
training time, prediction latency, and scalability analysis with the increase in the size of the data set. The
SHAP framework was used to identify the contributions of each individual feature and to generate the
explanations for which features are important for the intrusion detection decisions.

3.1. Mathematical Formulation of the Proposed IDS Framework
Mathematical Model: Let the SDN traffic dataset be represented as:
D = {(Xuy )}y (1)
where:
e Nrepresents the total number of network traffic samples.
o X; = {x;,%,,..., X,y Jrepresents the feature vector of the i**traffic flow.
e mrepresents the number of extracted network features.
e y;represents the traffic class label.
The classification objective is defined as:

f&X) — 2)

where the classifier predicts whether a network flow belongs to a normal or malicious class.
For multi-class SDN intrusion detection:
vy €{0,12,...,C -1} 3)
where:
e (is the number of traffic categories.
e 0 represents benign traffic.
¢ Remaining values represent different attack categories.
Feature Normalization: Before model training, input features are normalized using Min-Max scaling:
x| = o 4)

Xmax—Xmin
where:
® X ninis the minimum feature value.
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® X,1axis the maximum feature value.
e X/represents normalized input features.

This transformation ensures that high-scale network attributes do not dominate the learning process.

3.2. Machine Learning Classification Model

Decision Tree Mathematical Representation: A decision tree divides the feature space into subsets

using decision rules:

R ={XI1X<t)}
where:
e t;represents the decision threshold.

The optimal split is selected by minimizing impurity:

.. C
Gini(D) =1- 3, _ Pk

where:
e pyrepresents the probability of class k.

©)

(6)

Random Forest Mathematical Formulation: The Random Forest classifier consists of multiple

decision trees:
1
RF(X) = T t=1he (X)
where:
¢ Trepresents the total number of trees.
e h;(X)represents prediction from the t"tree.

The final class decision is obtained using majority voting:

. T
y=argmax, Y, _ 1(h(X) = ¢)

where:

¢ /(.)is an Indicator function.

3.3. Performance Evaluation Mathematical Model
The proposed IDS performance is evaluated using:

TP+TN
Accuracy Accuracy = —————
TP+TN+FP+FN
- . TP
Precision Precision = ——
TP+FP
TP
Recall Recall = ——
TP+FN

PrecisionxRecall

F1-score F1=2X

where:

e TP = True Positive

e TN =True Negative
¢ FP = False Positive

o FN = False Negative

Precision+Recall

3.4. Explainable AI Mathematical Formulation

The SHAP explanation model can be represented as:

fGO) = o + I i
where:
e f(x)represents model output.
¢ ¢yrepresents the base prediction.
¢ ¢;represents the contribution of feature i.
The SHAP value for a feature is calculated as:

$i= X\W [FSUD) - £S)]

where:
e Frepresents all features.

@)

8)

©)

(10)

(11)

(12)

(13)

(14)
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e Srepresents a subset of features.
e Mrepresents total features.
This formulation explains how features such as:
¢ Destination Port
o Packet Length
¢ TCP Window Size
influence intrusion decisions. This directly supports your SHAP analysis section.

3.5. Proposed Explainable SDN Intrusion Detection Framework

Algorithm 1: Explainable Machine Learning Based IDS for SDN
Input:

SDN traffic dataset D

Feature vector X

Class labels Y

Output:
Predicted attack class and explanation
Step 1:
Load SDN network traffic dataset
Step 2:
Perform data preprocessing:
- Remove missing values
- Encode labels
- Normalize features
Step 3:
Split dataset into:
Training set Dtrain
Testing set Dtest
Step 4:
Train Decision Tree classifier
Step 5:

Train Random Forest classifier:

Fort=1toT:
Generate bootstrap sample
Train decision tree ht
End
Step 6:

Evaluate models using:
Accuracy
Precision
Recall
F1-score
ROC-AUC

Step 7:

Select optimal classifier based on:

Performance + computational cost
Step 8:

Generate SHAP explanations:
Calculate feature contribution values
Rank important traffic features

Step 9:

Perform complexity analysis:
Measure training time
Measure prediction latency
Measure memory consumption

Step 10:

Return:

Intrusion prediction
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Explanation report
End Algorithm
4. Experimental Results
Figure 2 shows two complementary visualizations: the class distribution plot reveals a highly
unbalanced dataset with a high representation of the BENIGN class, and the feature correlation heatmap
reveals strong interrelationships among the top 20 features, helping to inform the feature selection process
for model development.

Class Distribution e Correlation Heatmap (Top 20 by Variance)
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Figure 2. Class Distribution of the Network Traffic Dataset
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Figure 3. Confusion Matrix of the Intrusion Detection Model

As shown in figure 3, the Confusion Matrix Heatmap demonstrations the performance of the model
in classifying the network traffic. It shows that the model successfully separates most of the innocent traffic,
accounting for 5814 true positives, while misclassifying a small fraction of FTP-Pator and SSH-Pator
samples. Notably, the number of false positives for FTP-Pator and SSH-Pator is negligible, with numbers
one and zero, respectively.

Figure 4 shows the receiver operating characteristic (ROC) curves (one-versus-rest) for the classifiers
logistic regression, decision tree, and random forest classifier. Each plot shows area under the curve values
coming closer to unity for all three target classes (BENIGN, FTIP - Pator, and SSH - Pator), providing
evidence of strong discriminative performance. The curves show that all the models investigated reliably
segregate instances across the defined classes, with the random forest achieving the highest AUC across
all labels. As a result, the visualized data support an excellent detection capability, which is inherent to all
three modelling approaches.
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ROC Curves (One-vs-Rest)
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Figure 4. ROC Curves for Logistic Regression, Decision Tree, and Random Forest Models
Figure 5 displays a bar graph comparing the performance of various classification models; in the
graph, the Random Forest algorithm outperforms both Logistic Regression and Decision Tree across all
metrics considered: accuracy, precision, recall, F1 score, and ROC AUC. Although all models perform
excellently with scores close to 1, Random Forest achieves the highest consistency. Decision Tree and
Logistic Regression also demonstrate strong performance but slightly behind.

Model Performance Comparison

1.005

I Logistic Regression
W Decision Tree
1.000+ === Random Forest

Score

Accuracy Precision Recall F1 ROC-AUC

Figure 5. Performance Comparison of Machine Learning Models

Table 2. Performance Evaluation of the Proposed Machine Learning Models

Model Accuracy Precision Recall
Model 1 0.9896  0.9897 0.9896
Model 2 0.9996  0.9996 0.9996
Model 3 0.9994  0.9994 0.9994

Table 2 presents the performance comparison of the evaluated models using accuracy, precision, and
recall metrics. Model 2 achieved the highest performance with accuracy, precision, and recall of 99.96%,
indicating superior classification capability. The results demonstrate that all models achieved high
predictive performance, with minimal differences among evaluation metrics, reflecting reliable and
consistent classification results.

5. SHAP Analysis

The SHAP analysis provides insight into how individual network traffic features influence the
intrusion detection decisions of the proposed model. The results show that destination port, packet length
statistics, TCP window related characteristics and packet variability features are the most influential
features for the results. These features are significant to network communication actions and give sensible
explanations for classification results.
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Top 20 Random Forest Feature iImportances
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Figure 6. Top 20 Feature Importances from the Random Forest Model

Attackers may target specific services, or take advantage of vulnerable endpoints for communication,
which is why Destination Port is such an important piece of the puzzle. An unusual access pattern to the
ports might thus be a sign of scanning activity, unauthorized port access, or a targeted attack. Packet length
statistics provide information about traffic behavior variations, where unusual packet distributions may
reveal malicious communication patterns. Furthermore, TCP window size features capture transport-layer
behavior and can assist in identifying abnormal flow characteristics associated with attack traffic. From a
practical security perspective, SHAP explanations allow SDN administrators to move beyond simple attack
alerts and understand the reasons behind each detection decision. This enables more effective
investigation, prioritization of security incidents, and validation of automated IDS predictions. Therefore,
the integration of SHAP-based explanations improves the trustworthiness and operational usability of the
proposed SDN intrusion detection framework. This is a good sign, because the model is not relying on a
large diffuse set of weak predictors. It is making decisions based on interpretable network-flow
characteristics. Figure 6 shows the top 20 random forest feature importances bar graph, where Destination
Port emerges as the most important feature, significantly higher than the others. Other influential features
include Init_ Win_bytes_backward and Fwd Packet Length Std, indicating their strong contribution to
predicting network behaviour.

Destination Port

Bwd Header Length

Fwd Packer Lengrh sco |GG
Max Packet Length

Avg Fwd Segment Size
Avg Bwd Segment Size
Tortal Backward Packets
Fwd Packet Length Max
Subflow Fwd Bytes
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mean(|SHAP value|) (average impact on model outpul rmagritu

Figure 7. SHAP Feature Importance Analysis

The SHAP Feature Importance visualization is shown in Figure 7, where the average influence of each
predictor variable on the probabilistic outputs of the model across three classes of the constituent is
elaborated. The Destination Port variable was the most important predictor for all classes, whereas Bwd
Header Length and Fwd Packet Length Std also had large impacts on the accuracy of the predictive model.

Computational complexity analysis

In empirical scaling studies, an identical random forest was used to train identical models
incrementally.
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Table 3. Scalability Analysis of the Machine Learning Model with Increasing Dataset Size

Samples Train Time (s) Predict Time (s) Accuracy
3,000 0.353 0.0587 0.9983
6,000 0.516 0.0668 1.0000
12,000 0.602 0.0569 0.9992

24,000 1.017 0.0562 0.9996

The training time, prediction time, and accuracy of the models are analyzed to determine the model's
scalability with respect to the varying sizes of the datasets shown in table 3. The training time grows slowly
with the increase of samples, while the prediction time remains nearly unchanged, showing efficient
inference. The model has consistently high accuracy (R = 99.83%), demonstrating good scalability and
performance stability as the data size grows.

Interpretation: From the computational analysis, the number of samples processed during the
construction of trees increases with the size of the data set, and therefore the training time for the Random
Forest model increases gradually as the size of the data set increases. The training time of Random Forest
is roughly proportional to T-n'm-log n, where T is the number of trees, n is the number of training samples
and m is the number of candidates features that are examined at each split. In contrast, prediction time
remains relatively stable because inference requires traversing the already constructed trees, with an
approximate complexity of O(T-d), where d represents the average tree depth. These results indicate that
Random Forest provides scalable performance while maintaining efficient prediction capability for large-
scale intrusion detection applications.

Empirical Complexity Scaling
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Figure 8. Empirical Computational Complexity Scaling
Figure 8 shows the graph of Empirical Complexity Scaling, where the amount of time to train the
data unambiguously increases with the number of samples, while the latency of prediction changes little.
As the size of the dataset progressively increases, the training costs increase considerably; however, the
prediction times remain at low and constant values, thus emphasising the efficacy of the model for real-

time inferencing even when faced with a voluminous amount of data.
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Figure 9. Training Time and Peak Memory Heatmaps for Different Dataset Sizes and Feature Counts
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Figure 9 illustrates the training time heatmap and peak memory heatmap, which prescribe the
complex interaction between the number of examples in a dataset, the number and dimensionality of
features, and the computation requirements. We observe that as the number of samples and feature
dimensions both increase, training time and maximum memory usage increase disproportionately,
highlighting the increased resource requirements for voluminous datasets.
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Figure 3. Training and Prediction Time vs Number of Trees and Tree Depth in the Random Forest
Model

The impact of the estimator count (trees) and the depth of the model on both training and inference
time is shown in the Train Time vs. Trees and Depth and the Predict Time vs. Trees and Depth plots in
Figure 10. As the number of trees and the depth grow, the training time and the inference time grow
accordingly, with the deepest trees (max depth =20) giving the highest computational times.

Figure 11 shows the relationship between available computational resources and some crucial
parameters, namely, train time vs. samples, train time vs. trees, and peak memory vs. features. The graphs
show how these resources scale as the number of samples, trees, and features increase. It is worth noting
that although the training time shows a strong effect of increasing sample size and the number of trees,
peak memory steadily increases in proportion to the number of features.

The proposed framework was evaluated using various machine learning baselines, such as Logistic
Regression, Decision Tree, and Random Forest classifiers, to ensure reliable evaluation. The overall
performance was measured by using a well-composed set of performance metrics such as accuracy,
precision, recall, F1-score, and ROC-AUC. Besides predictive performance, measures of computational
efficiency were also taken, such as training time, inference latency, and scalability with growing datasets.
The multi-dimensional evaluation methodology offers insights for both detection effectiveness and
deployment feasibility in SDN environments. Additionally, in-corporation of SHAP-based explainability
analysis was done to validate the decision making behavior of models by finding the most influential traffic
feature that affects intrusion prediction.
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Figure 4. Computational Scaling of Training Time and Memory Usage with Samples, Trees, and
Features
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6. Discussion

The performance of the proposed framework was also evaluated and compared with some previous
SDN intrusion detection methods. There are some existing studies that have been focused on the detection
of malicious network activities using machine learning, deep learning, and hybrid architecture. Artificial
intelligence techniques such as machine Learning based models (Random Forest and Logistic Regression)
have shown potential in detecting attacks with a high detection accuracy, notably in the detection of DDoS
and flow based attacks. The approaches, however, typically offer only partial assessment of the cost of
computation and interpretability of the model.

Further, deep learning-based IDS approaches have enhanced the detection capability by automatically
learning the complex traffic representations. However, their computational needs and lack of transparency
can limit their use in real-time SDN networks. While hybrid methods (deep learning + traditional
classifiers) boost the detection accuracy, they also need to be thoughtfully implemented with attention to
scalability and resource usage.

The proposed framework is a balanced approach that leverages the strengths of all these existing
methods, with both high detection capabilities and explainability and computational analysis.
Experimental results show that the proposed tree-based models outperform the other models in terms of
classification accuracy with an efficient inference behavior. Moreover, the analysis based on SHAP gives
an explanation that is easy to understand, since it can identify important traffic features such as destination
port, packet length statistics, and TCP window related features. Such a mix of accuracy, efficiency and
interpretability is an important benefit over traditional methods that are based mainly on detection
performance.

7. Limitations

The proposed explainable machine learning framework can effectively detect intrusions and has high
computing efficiency, but there are still some challenges in the practical application of the framework in a
real SDN environment. SDN infrastructures tend to have dynamic traffic patterns, dynamic network
configurations and continually changing attack behaviors. Hence unseen traffic distributions are important
challenges to ensure robustness of the models. Furthermore, adopting IDS solutions based on machine
learning coupled with SDN controllers necessitates a trade-off on processing latency, communication
overhead and processing resources to prevent IDS systems from having an adverse impact on network
performance.

Scalability is another challenge that needs to be addressed. The proposed framework shows that the
prediction accuracy is stable as the size of the datasets decreases, but in large-scale enterprise and multi-
domain SDN environments, there is a possibility of higher amount of traffic and complexity of features.
Moreover, explainability mechanisms, like SHAP, help to gain transparency, which can also lead to extra
computational overhead when producing explanations for frequent network flows.

There are also a few limitations of this study. The evaluation was taken from a set of benchmarks SDN
traffic data, and more validation should be done in different real-world network environments. Moreover,
the existing approach is based on centralized machine learning models, which do not consider distributed
learning scenarios in which cypher ability is a key concern. Future studies will focus on federated learning
for intrusion detection, adaptive online learning, and lightweight deep learning architectures for increased
scalability, privacy and resilience to new cyber threats. Moreover, incorporation with real SDN controllers
and evaluation on the large-scale testbeds will be considered to evaluate the practical deployment
feasibility.

8. Conclusion

Proposed framework shows good intrusion detection ability, explainability, and computation
efficiency, but there are still some problems before its deployment at large-scale operational SDN
environments. In real world SDN networks, traffic patterns and applications are constantly changing,
network configurations vary in each network, and attack strategies are continually changing and adapting,
all of which can impact model generalization. Additionally, scalability is another key factor to consider
because as traffic grows and features become more complex, there may be more computational needs.
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There are some limitations to this study. The evaluation was performed with a benchmark SDN traffic
dataset, with future testing of real-life SDN infrastructures to be done. Furthermore, SHAP can offer
insights into model decisions, but generating explanations can add extra computational overhead in high
throughput settings.

Future research will focus on developing adaptive learning mechanisms that allow the IDS to
continuously update its knowledge based on emerging threats. Moreover, integration with real-time SDN
controllers, federated learning-based privacy-preserving detection, and lightweight deep learning
approaches will be explored to improve scalability, robustness, and deployment feasibility. These
extensions will support the development of intelligent, adaptive, and real-time SDN security solutions
capable of responding effectively to future cyber threats.
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