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Abstract: The concept of cloud computing has been proposed for many years, and the first cloud 
computing service was launched in the 21st century. Cloud computing uses the Internet or the cloud 
to provide computing services such as servers, storage, databases, networks, software, analytics, 
and intelligence. The three types of cloud computing include IAAS, PAAS, and SAAS. CIA, which 
stands for Trust, Integrity, and Availability, is the foundation of information security. While 
DDoS/DoS destroys availability, network unavailability and network inadequacy affect reliability. 
DoS and distributed DoS (DDoS) attacks have become more sophisticated and cannot be stopped 
by traditional protection tools in cloud computing. Machine learning and neural networks are 
subcategories of software computing techniques that can be used for network analysis to detect 
patterns in the occurrence of DDoS/DoS attacks. With the rise of cloud computing, the threat of 
attacks has also increased. Attackers are also using new technologies to attack the cloud to disrupt 
services. These attacks can cause serious damage to cloud service providers and their customers. 
DDoS/DoS attacks attempt to prevent loss of revenue, reputation, and trust. By using cloud 
computing technology, cloud service providers can ensure that their services are secure and reliable, 
thereby enhancing confident and proud customer experience. 
 
Keywords: IAAS; PAAS; SAAS; Public; Private; Hybrid; Community; Integrity; Confidentiality; 
Availability. 

 
1. Introduction 

The rapidly up gradation of technology is driving the world of technology towards most secure 
security resources, multiple companies are using cloud for securing their data but cloud needs to secure 
with multiple ways too. Due to rapid change in recent world, lots of security challenges are getting 
developed with rapidly developing technology, that need to cover up with latest best suitable sources that 
can overcome these challenges and make the data secure and durable. Cloud is word, utilized as a 
substitution of web. While cloud computing is kind of web-based computing. Multi the world "Cloud" is 
really utilized as the substitution of web while the computing connected to the preparing of the educated 
charge utilizing assets. So, the cloud issues in regards to security are connected with cloud security e.g. 
outpouring of information, information insecurity, sharing of information that isn't permitted and inside 
DDoS/DoS attacks [1].Basic security con- side rate on aspects that are linked with cloud security, data 
availability, integrity of the data, data management and other attacks. In case the user remains unable to 
access the services, it is assumed that the users are under the threat of these rapidly increasing security 
challenges [2].Cloud computing is a key to access multiple sources relating to storage, networking service 
etc. Cloud computing also save time and results in efficient and effective way of solution finding for the 
organizations having particular demand [3]. Cloud Computing works through depending on internet and 
its much necessary to secure the data and available sources. 

Section 2 shows Security Goals, Section 3 represents importance of Availability, Section 4 represent 
Impact of DoS/DDoS attack, Section 5 shows DDoS attack in cloud computing, Section 6 represents 
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Literature Review, Section 7 shows Security Methods in Cloud Computing, Section 8 represents DoS/DDoS 
detection methodologies, Section 9 is about on Comparative Analysis Of Different Methodologies, Section 
10 is Conclusion. 

 
2. Security Goals 

The CIA set of three of data security was made to give a reference line standard to surveying and 
applying proof security regardless of the central framework and association [4]. The three center objectives 
have unique necessities and procedures inside each other. The following Figure 1 shows security goals. 

 
 
 
 
 
 
 

Figure 1. Security Goals 
Confidentiality: Certifies that information or any material plan is gotten to by just an approved individual. 
Client  Id's  and  keys,  get  to  control  records  ACL  and technique established  asylum  are  a portion of 
the strategies through which confidentiality is accomplished [5]. 
Integrity: It depicts the unwavering quality ensures that the information or data framework can be solid. 
Affirms that it is altered by just approved people and remains in its one of a kind state when at reprieve. 
Actualities encryption and slashing systems are entering forms in giving integrity [6]. 
Availability: Facts and preparing information frameworks are accessible when obligatory. Equipment 
conservation, programming repairing/advancement and system improvement make certain availability. 
 
3. Importance of Availability 

Availability is a crucial aspect of cloud computing that refers to the ability of a cloud service or 
resource to be accessible and operational when needed. It is of paramount importance for several reasons. 

A. Business Continuity: Availability ensures that critical applications and services hosted in the cloud 
are accessible to users at all times. It helps maintain business continuity by minimizing downtime 
and ensuring uninterrupted operations. Organizations heavily rely on the cloud for mission-critical 
tasks, and any disruptions or unavailability can lead to significant financial losses and damage to 
their reputation [7]. 

B. Customer Satisfaction: Cloud services often serve a large user base, ranging from individual 
consumers to enterprises. Availability plays a vital role in ensuring a positive user experience and 
customer satisfaction [8]. Users expect services to be available on-demand, and any downtime or 
service interruptions can lead to frustration, dissatisfaction, and potential loss of customers. 

C. Scalability and Elasticity: Cloud computing gives the option of getting resources in proportion to the 
demand for them. The attributes of availability are closely related to scalability and elasticity since it 
guarantees more resources can be provided for handling a higher workload. If availability is not 
present, the cloud infrastructure is not prepared to scale and can result in the provision of 
substandard service or have the service unavailable during usage surge times [9]. 

D. Disaster recovery: Disaster recovery is one of the most important aspects of cloud computing, as 
organizations can replicate and restore their data and applications to multiple locations across 
multiple sites. These recycled materials should be easily accessible and usable in the event of damage 
or failure of important materials [10]. It helps reduce data loss, manage operations, and achieve faster 
recovery times. 

E. Service Level Agreements (SLAs): Availability is a critical metric defined in service level agreements 
between cloud service providers and customers. Providers commit to certain availability levels, 
typically expressed as a percentage of uptime. By guaranteeing high availability, providers instill 
confidence in customers that their services will be accessible as promised. SLAs often include 
penalties for failure to meet availability targets, reinforcing the importance of maintaining a highly 
available cloud infrastructure [11]. 
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F. Cost Optimization: Availability indirectly contributes to cost optimization in cloud computing. 
Downtime or service disruptions can lead to lost productivity, revenue, and increased support costs. 
By ensuring high availability, organizations can minimize these costs and maximize the return on 
investment in cloud services. 
 

4. Impacts of DoS Attack 
Denial of Service (DoS) attacks on cloud networks can have many serious consequences. To mitigate 

the impact of DoS attacks, organizations need to implement security measures such as traffic monitoring, 
rate limiting, access detection and blocking barriers, and air recycling [12]. Also, having a contingency plan 
and backup and recovery strategy can help minimize the damage caused by an attack. Here are some 
things that will happen. 
A. Service Disruption: A DoS attacks floods the target system or network with an overwhelming amount 

of traffic, making it difficult for legitimate users to access resources and services. This results in service 
disruption, causing downtime and unavailability of critical services hosted in the cloud [13]. 

B. Loss of Revenue: Cloud-based services are often used by businesses to deliver their products or 
services to customers. A successful DoS attacks can lead to prolonged service disruption, preventing 
the organization from generating revenue during the downtime [14]. Additionally, there may be 
financial penalties or contractual obligations for failing to meet service level agreements (SLAs).  

C. Damage to Reputation: Downtime caused by a DoS attacks can significantly impact an organization's 
reputation [15]. Customers and users may lose trust in the company's ability to provide reliable 
services, leading to a loss of customers and potential business opportunities. Negative publicity and 
media coverage can further harm the reputation of the affected organization. 

D. Financial Costs: Mitigating the effects of a DoS attacks can be costly. Organizations may need to invest 
in additional resources such as bandwidth, hardware, or specialized security solutions to handle 
increased traffic and filter out malicious requests. There may also be costs associated with incident 
response, investigation, and recovery efforts [16]. 

E. Customer Dissatisfaction: When services are disrupted due to a DoS attacks, customers and users may 
experience inconvenience, frustration, and dissatisfaction. This can lead to a loss of customer loyalty, 
negative reviews, and potential churn as users seek alternative service providers who can offer more 
reliable services. 

F. Operational Disruption: The impact of a DoS attacks can extend beyond service availability. It can 
cause operational disruptions within an organization, affecting internal systems, communication 
channels, and productivity. Employees may be unable to access necessary tools or resources, resulting 
in delays or inefficiencies in their work [17]. 

G. Secondary Security Risks: A DoS attacks can serve as a distraction or smokescreen for other malicious 
activities. While defenders are focused on mitigating the DoS attacks, attackers may exploit 
vulnerabilities, infiltrate systems, or launch additional attacks such as data breaches, theft, or system 
compromise. 
 

5. DDoS Attack in Cloud Computing 
A Distributed Denial of Service (DDoS) attack in the context of cloud computing is a malicious attempt 

to disrupt the availability of a cloud-based service by overwhelming it with a flood of incoming traffic. In 
a DDoS attack, multiple compromised computers (often part of a botnet) are used to send a massive volume 
of traffic to a target system, causing it to become slow, unresponsive, or completely unavailable to 
legitimate users [18]. 

Here's how a DDoS attack in cloud computing works: 
A. Target Selection: The attacker identifies a target cloud-based service, which could be a website, 

application, or any other online service hosted on cloud infrastructure. 
B. Botnet Formation: The attacker gains control of multiple compromised devices, typically through 

malware or other malicious methods [19]. These compromised devices are collectively referred to as a 
"botnet."   
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C. Traffic Generation: The attacker commands the botnet to send a huge amount of traffic to the target 
service. This traffic could be in the form of HTTP requests, UDP flood, ICMP echo requests, or any 
other protocol used by the target service [20].   

D. Overwhelming Resources: The massive influx of traffic overwhelms the target cloud service's 
resources, such as bandwidth, processing power, memory, and network capacity [21]. This results in 
legitimate users being unable to access the service.   

E. Service Disruption: The target cloud service becomes slow, unresponsive, or completely unavailable 
to users due to the overwhelming traffic load. This disrupts the normal operations of the service. 

F. Detection and Mitigation: Cloud service providers typically have various mechanisms in place to 
detect and mitigate DDoS attacks [22]. These may include traffic filtering, rate limiting, traffic analysis, 
and pattern recognition to distinguish between legitimate and malicious traffic. 

G. Recovery: Once the attack is identified and mitigated, the cloud service can recover and resume normal 
operations [23]. Depending on the severity of the attack and the measures in place, recovery time may 
vary. 
 

6. Literature Review 
The availability is in the long run, the fundamental custom of the cloud. It speaks to the possibility of 

anyplace and whenever access to administrations, instruments and information and is the empowering 
influence of representations of future [24]. 

This thesis pretends to investigate current and potential future cloud computing trends using existing 
computing models for clouds. The distribution of cloud services, IaaS, PaaS, SaaS, and deployment models 
are all included in the virtual study. Promotions, excesses, hardware and software problems, programme 
failures, and other regular concerns make some interruption a reality due to organizational obstacles that 
make it difficult to achieve [25]. 

To deliver a methodical style to the research accessible in this paper, cloud catalog is familiarized to 
order and relate the offered cloud service contributions. In certain, this thesis emphases on the facilities of 
a rare main Cloud workers.  

Amazon Web Services resolve be used as an improper in numerous instances since this cloud provider 
exemplifies about 70% of the existing community cloud services souk. It has developed a cloud services 
lead and a positioning point for further cloud service providers. The inquiry of cloud computing models 
has exposed that community cloud disposition model is possible to stop leading and save increasing more. 
Reserved and Hybrid assignment models are going to halt for centuries ahead then their market portion is 
profitable [26]. 

Similarly, the interest for cloud computing has naturally driven the creation of novel market solutions, 
catering to diverse cloud management and delivery paradigms. These models essentially expand the range 
of available choices, and assignment associations with questions about which cloud computing model to 
use. This postulation aims at conducting state of mind investigation of available cloud computing models 
and the possible future cloud computing trends. Affiliate assessment involves cloud administrations 
conveyance types (SaaS, PaaS, IaaS) and sending kinds (private, open, and half and half) [27]. 

The best stimulating fence for cloud adoption through distant is called data security. The most 
important asset for each corporation is data.  All  the  corporations  and businesses  are  focused  on  security 
and safety  of  their  data.  It  is safer  felling  by companies  and  firms  while  saving  their  data internally  
because  they  have  full control on it. Importantly the firms and corporations have no guarantee that data 
is safe and protected from a public cloud. Study discusses an option that data could not be affected by 
public cloud. This because the public cloud providers have more focus on security and safety of data as 
com- pared to their customers [28]. 

Cloud availability process that involves both practical and structural trials. There is swearing 
resistance of adoption is followed by cloud computing like the other disrupting technologies. Study 
discusses simulations about the cloud supporters. That is cloud supporters should be ready to overcome 
the resistance in their firms and  business  [29]  The  foremost  key  to  accomplishing  accessibility  and  
safety  in cloud is thoughtful definitely what that implies. IT segments dependably take a stab at the largest 
amounts of framework and application. We have distinguished and dissected a few availability and 
security issues from the clients' perspective in the viewpoint of a structure to perform specialized work 
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processes in differed distributed computing situations. This investigation has enabled us to recognize 
regular circumstances where distributed computing floats execute. To expand structure availability and 
unwavering quality, some cloud-based arrangements have been proposed inaccessible to go to up the net 
locales they host to honest to goodness guests. The prior state of the distributed computing that is fluffy in 
a substantial part, in light of the degree of the security dangers and for the all intents and purposes 
boundless measure of data being distributed [30]. 

The significant comes when the differences between the real cloud security and the virtual machine 
security appears. Our search has been directed toward these voids and opposites and the expulsion of 
tours. The principal purpose of this postulation distributed computing is to manage and securely process 
the information in cloud. For cloud security issues, one answer might be the structure of distributed 
computing can develop a way to filter the cloud administration programming, and another may be the 
extension of remote regulation for correct customer’s claims [31]. 

  
7. Security Methods in Cloud Computing 

Security is an important aspect of cloud computing, and many methods and best practices are used to 
ensure the protection of data and resources in the cloud environment. Below are some ways to implement 
security in cloud computing [32].    

Cloud service providers typically provide encryption techniques to protect data at rest (stored in the 
storage system) and in transit (during transmission). This ensures that even if the data is compromised, it 
remains unreadable without the encryption key. One of the best methods is role-based access control 
(RBAC), where users are assigned roles with specific permissions. Another method is multi-factor 
authentication, which adds the use of other forms of personal authentication, such as passwords and access 
codes sent to the user's mobile phone. 

Firewalls: Cloud providers employ firewalls to monitor and control network traffic in and out of their 
infrastructure. Firewalls are configured to enforce security policies and restrict unauthorized access to 
resources. They can be con- figured at various levels, such as host-based firewalls on individual virtual 
machines or network-level firewalls at the perimeter of the cloud infrastructure. 

Intrusion Detection and Prevention Systems (IDS/IPS): IDS/IPS tools are used to detect and prevent 
illegal activities or attacks in cloud environments. These systems monitor network connections, detect 
patterns, and issue alerts or take critical steps to block suspicious activities. 

Security Auditing and Logging: Cloud providers often maintain extensive logging capabilities to track 
and record various activities within the cloud environment. These logs can be used for security auditing, 
monitoring, and forensic analysis. Regular auditing of logs helps in identifying potential security issues, 
detecting anomalies, and ensuring compliance with security policies. 

Data backup and disaster recovery: Cloud providers typically provide backup and disaster recovery 
systems to protect data from loss or failure. Regular backups ensure that data can be recovered in the event 
of data corruption, deletion errors, or other events. Disaster recovery plans are in place to recover weather 
conditions and services in the event of a major disaster or explosion. 

Regular Updates and Patch Management: Cloud providers apply regular updates and patches to the 
underlying infrastructure and services to address security vulnerabilities and protect against emerging 
threats. Keeping the cloud environment up to date with the latest security patches helps mitigate the risk 
of potential attacks. 

Security testing and penetration testing: Cloud providers often conduct security testing and 
penetration testing to identify vulnerabilities and weaknesses in their systems. These tests simulate real-
world situations to evaluate the effectiveness of security controls and identify areas for improvement.  

Data Isolation and Virtualization Security: Cloud providers use techniques like virtualization to 
isolate customer data and resources. Strong isolation ensures that one customer's data remains secure and 
inaccessible to others. Additionally, virtualization security measures are implemented to protect the 
hypervisor, virtual machine (VM) images, and related components. 

Compliance and Regulatory Measures: Cloud providers adhere to industry-specific compliance 
standards and regulatory requirements, such as “GDPR, HIPAA, or PCI DSS.” They implement security 
controls and practices to ensure that customer data is handled in accordance with these standards. 
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8. Comparative Analysis of Different Methodologies 
Table 1. Comparative Analysis 

Author Name Objective Methodology Data Sets Accuracy 

 
Himanshi 

Chaudhry et 
al.(2022)[54] 

To reduce time 
complexity and detect 

the attackers by 
mutual secret key 

Hybrid 
techniques of 

genetic algorithm 
and extension of 

the Diffie-
Hellman 

Algorithm 

Network 
traffic 

analysis 
generated 

data 

94.15% 

 
 

Mythili Boopathi 
et al. (2022)[55] 

The main intent of 
this research is to 
detect DDoS/DoS 

attacks 
Detection scheme, 
termed sine cosine 
anti corona virus 

optimization 
(SCACVO) 

Sine cosine anti 
corona virus 
optimization 
(SCACVO)-
driven Deep 

maxout network 
(DMN). 

Logs data 
from log 

files 
unprocessed 

KDD-cup 
data file. 

94.12% 

 
 

Abdul Raoof 
Wani et al. 
(2020)[56] 

The objective of this 
strategy is to classify 

traffic data 
whether it is 

suspicious, normal or 
unknown 

K-means, 
Decision Tree, 
SVM, Naïve 
Bayes, C4.5 

Produce 
dataset from 

Intrusion 
Detection 
System in 

csv file 

K-means: 
95.8%, 

Decision 
Tree:94.2%, 
SVM: 97.6% 

Naïve 
Bayes: 98.0% 
C4.5: 98.7% 

S. R. Mugunthan 
(2019)[57] 

The proposed HMM-
RF for the identifying 

the low rate- 
DDDoS/DoS in the 
cloud data centers 
utilizes the Hidden 

Markov 
model to observe the 
features of the traffic 
flow in the network 

 
 
 

Hidden Markov 
model 

 
 
 

KDD Cup99 
dataset 

 
 
 

97.34% 

S. Emerald 
Jenifer Mary et al 

(2019)[58] 

An efficient structure 
is to identify and 

avert DDDoS/DoS in 
cloud condition. 

DT, NN, SVM Multiclass 
Dataset 

DT: 90% 
NN: 70.8% 
SVM:80% 

Zerina Mašetić et 
al. (2017)[59] 

The aim is to detect 
potential Denial of 

Service (DDoS/DoS) 
attacks in the cloud 
computing, using 

Support  Vector 
Machine (SVM) 

machine learning 
algorithm 

Support Vector 
Machine (SVM) 

Network tra
ffic  

features 
96% 
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Ms. Supriya S. 
Thakare, et al. 

(2017)[60] 

To find behavior of 
the DDoS/DoS attacks 
and intrusive activity 

using 
MCA 

Multivariate 
Correlation 

Analysis (MCA), 

 
KDD Cup99 

dataset 
89.61% 

Chen et 
al.(2016)[61] 

The proposed system 
can efficiently 

monitor network 
activities, 

find abnormal   
behaviors, and detect 

network threats to 
protect critical 
infrastructure 

systems. 

 
 
 

K-means 
clustering, Naïve 

Bayes 

 
 
 
 

Network 
traffic data 

90% 

Swathi Sambangi 
et al. (2020) 

[62] 

In this paper, the 
research objective is to 
study the problem of 
DDDoS/DoS attack 

detection in 
a Cloud environment 

 
multiple 

regression 
analysis 

 
 

CICIDS 2017 
dataset 

97.86% 

Khorshed et al. 
(2015)[63] 

It provides a security 
centric view of three- 
layered approach for 
understanding the 

technology, gaps and 
security  issues  and 
detect cyber-attacks 

 
 

Random Forrest 

 
 

Network 
Performance 

dataset 

93.19% 

M.T. Khorshed et 
al. (2012)[64] 

To identify insider's 
activities and other 
DDoS/DoS attacks 

by using performance 
data. 

C4.5, Decision 
Tree 

Network 
usage and 

Performance 
dataset 

93.47% 

Amiri et al. 
(2011)[65] 

To detect intrusion 
with high 

dimensionality 

Least Square 
Support Vector 

Machine (LSSVM) 

KDD99 
Dataset 84.11% 

 
9. Conclusion 

In the conclusion of such a paper, researchers typically summarize the key objectives and 
contributions of their study. They may highlight the specific methodologies or techniques employed to 
detect DDoS/DoS attacks in cloud computing networks, including any novel approaches or algorithms 
developed. The effectiveness and efficiency of the pro- posed detection methods are often evaluated and 
discussed. Additionally, the conclusion may address the limitations or challenges encountered during the 
research process. This could involve discussing any constraints in data collection, potential vulnerabilities 
in the proposed detection techniques, or areas for future research and improvement. Furthermore, 
researchers may present the results of experiments or simulations conducted to validate the effective- ness 
of their detection methods. The conclusions drawn from these results can be discussed, emphasizing the 
accuracy, reliability, and scalability of the proposed approaches. It is also common for researchers to 
discuss the practical implications of their findings. This might involve addressing the potential impact of 
DDoS/DoS attacks on cloud computing networks and the significance of effectively detecting and 
mitigating such attacks. Lastly, the conclusion should summarize the overall contributions of the study to 
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the field of cloud computing security and emphasize the importance of ongoing research and development 
in this area to enhance the resilience and protection of cloud infra- structures against DDoS/DoS attacks. 
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