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Abstract: Digital image encryption is crucial for user privacy while it is being shared over the
internet. Methods like steganography and encryption-decryption play a vital role in this objective.
Researchers and scholars are paying attention to these methods to keep data safe from hackers. The
implementation of of these methods and tools ensures reliability of such algorithms. In this research
work, a novel methodology FuzzyRSA-ChaosCrypt is developed by combining various techniques
and components for encryption methods to protect communication and secure sensitive digital
image data over unsecure computer network. In this method firstly, the most popular asymmetric
cryptographic algorithm RSA (Rivest-Shamir-Adleman) and Optimal Asymmetric Encryption
Padding (OAEP) for RSA public key encryption are employed. Secondly, it also includes fuzzylogic-
based encryption functions and chaotic maps, which increase the encryption complexity and
provide flexibility in cryptographic applications. Thirdly, during the encryption process, a specified
degree of randomness is introduced by utilization of fuzzy triangular membership function.
Fourthly, encryption key comprises the settings of the fuzzy function and the starting values of the
chaotic maps. Using this key, the image is encrypted, resulting in a visually encrypted
representation. Additionally, asymmetric RSA encryption is applied to securely insert a user-
supplied message into the encrypted image. After encrypting the message using a strong RSA key
pair, its binary representation is embedded into the least significant bits (LSB) of the encrypted
image. This method is resistant to various attacks i.e., Brute-Force attacks, statistical attacks, known
plain text attacks, and chosen plain text attacks. Even though provided method is robust and
provides high encryption but it is limited to real time applications such as online video streaming.

Keywords: Cryptography, chaotic map, fuzzy triangular membership function, Rivest-Shamir-
Adleman (RSA), image encryption.

1. Introduction

A steganography and image encryption method was presented for multimedia communication. A
chaotic map and fuzzy function were employed. Dhall et al. [1] introduced a chaos-based system for image
encryption. It uses a symmetric key encryption technique but requires many other symmetric methods for
encryption of images. Wen et al. [2] introduced image encryption method that is also based of chaos-based
system. Quantization and DCT operation are also applied during generation of ciphertext image. Unfortu-
nately, this method lacks flexibility and offers less security. In another study Mfungo et al. [3] applied
chaotic maps and fuzzy membership function for secure data transmission. Triangular membership func-
tion is applied for generation of secret key that can be predicted, furthermore, this approach requires input
with limited size with gray scale conversion.

Today's expanding network users and data transmissions have prompted security experts to develop
more secure infrastructure and cryptographic techniques. However, increased processing power has also
allowed cryptanalysts to put these novel creations to the test.
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An image contains a wealth of information. Human cortical brain area dedicates over a third of its
processing power to visually processing this information. Various sectors utilize images as a crucial source
of knowledge. These sectors include collecting satellite images, capturing interplanetary motion images
through observatories, storing patient medical data, and storing individual fingerprints or iris images,
among others [4]. Encryption is one of the safest methods for data transmission, securing the data while it
travels through networks. It involves both encryption and decryption to ensure a secure transfer. To
achieve this, two different types of keys are used: the secret key and the private key. Private key encryption,
which provides more protection than perfect encryption, is considered the more optimal option [5]. As
electronic communications continue to rise, data security becomes increasingly critical in traditional sys-
tems. Among the various approaches, the secret key stands out as one of the most secure methods for data
protection [6]. Another cryptographic technique that can be used is the modular multiplication sequence.
However, it should be noted that this method takes a considerable amount of time to perform the encryp-
tion and decryption [4] of the modular layer. Various studies have been conducted to provide more robust
and high-level data transmission security over computer networks such as Advance Encryption Algorithm
(AES), but it is vulnerable to weak value insertion in data [7].

Digital images play a prominent part in a diverse array of applications, including military communi-
cation, the medical industry, and remote sensing, facilitated by scientific developments. Usually, these im-
ages are sensitive and contain secret information, requiring robust security measures against unauthorized
contact [8]. Encryption is one of the profound methods for securing these images; it transforms a plain
image into encrypted and unreadable data using encryption algorithms and secret key [6]. When these
encryption algorithms are applied, secret image is converted into noisy image ( see Figure 1 and Figure 2)
which ensures that data in image is hidden. The resulting chaotic appearance of encrypted images acts as
a preventive to potential attackers. However, the risk of sensitive information exposure persists when im-
ages are taken and layered. Hence, a comprehensive security approach encompassing encryption and com-
plementary measures is essential to ensure the protection of digital images. Through the utilization of com-
parable keys and the incorporation of confusion and diffusion processes, the conversion of image data
results in the alteration of both the positions and values of image pixels [9], [10], [11].
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Figure 1. Conversion of original secret image into encrypted noisy image, (a) represents input original image and (b)

represents encrypted noisy image as result of encryption method that hides all information in the image.

(a) (b)

Figure 2. Conversion of original secret image into encrypted image with texture noise, (a) represents input original
image and (b) represents encrypted image having texture-based noise as result of encryption method that hides all
information in the image.

The core of the key expansion algorithm revolves around a chaotic system, wherein two types of secret
keys are integrated. The first type, known as the external key, is represented as a byte and undergoes pre-
processing through bit operations and numerical system conversion to derive the original state ciphers of
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the chaotic system. Subsequently, these derived values are incorporated into the chaotic system, initiating
the generation of an iterative sequence of chaotic states. These states then undergo rounding operations
[12], [13], [14], resulting in the creation of corresponding keys. In contrast, the direct key is utilized in al-
ternative approach. This key comprises all the initial parameters of the chaotic system. Consequently, uti-
lizing it facilitates the expeditious generation of identical keys by the chaotic system [15], [16], [17].

In the domain of image processing, confusion and diffusion stand as two fundamental techniques
employed for enhancing security and confidentiality. Among the regularly utilized confusion algorithms
are chaotic maps [18], matrix transformation based on cat map [19], Arnold's cat map , sorting scrambling
[20], Advanced Encryption Standard (AES) [21], random walk algorithm [22], bit-level-based permutation
[23], substitution-permutation networks (SPN) [24], and other methodologies. Confusion entails the dis-
placement of picture pixel locations while retaining their original values, introducing an additional layer
of complexity to the encrypted image.

Furthermore, a variety of well-established diffusion algorithms contribute significantly to the overall
image processing security. These include linear transformation-based algorithm [25], error diffusion [26],
sequential XOR [27], discrete cosine transform (DCT) diffusion [28] or modular operation [29], cyclic shift
[30], filter-based algorithm [31], permutation-based diffusion [32], bit-layer-based algorithm [33], pixel
scrambling [34], and chaos diffusion [35] among others. These diffusion techniques play a vital role in
spreading the influence of each pixel throughout the image, thereby ensuring the confidentiality and in-
tegrity of sensitive image data.

Cryptographic systems are developed based on chaotic system, having two main parts image data
transformation and key expansion [36]. Cryptanalysis has made progress after development of encryption
algorithms. Various cryptosystems have been found insecure.

2. Related Work

Many researchers have presented encryption and decryption algorithms for security of digital image
while transmitting it over computer network, these algorithms are based on chaotic maps [37], [38].
These chaotic maps are resilient against differential attacks and provide secure communication. Chaos sys-
tem was described in [2] that utilized Discrete Cosine Transform (DCT) frequency domain compression
for image encryption. Hash value was used to generate encryption key for plain image which is then uti-
lized to generate pseudo-random sequence. DCT was applied to transform image from time domain to
frequency domain, and quantization was applied to generate coefficient matrix. RSA algorithm and Arnold
map-based methodology was proposed in study [39] to encrypt an image; secondly, XOR diffusion and
rows-columns based cyclic confusion are applied twice to hide pixel values and generate cipher image.
The author in another study [40], also applied RSA and chaos-based encryption-based system to encrypt
color images; additionally, each pixel value is diffused by means of Hartley domains.

The author [41] applied hyper-chaotic map and RSA algorithm to develop image encryption system,
secret is utilized to increase security level, Arnold map is applied to transform it into cipher text, then this
cipher text and image are merged to generate carrier image which provides visual security. Chaotic map,
Arnold map, RSA algorithm, and DNA encoding is applied to develop multiple-image encryption system.
The proposed system [42] is resistant against differential and statistical attack. RSA and 3D chaotic map-
based image encryption framework was proposed [43], resistant to various attacks such as brute-force-
attack, known and chosen plain text attacks, replay, side channel, and many other attacks. 3D map im-
proves chaotic behavior, key stream for improved security of plain digital images, innovative process
model for uniform chaotic sequences, random matrix with XOR operation during encryption process, and
permutation of rows and columns in forward and backward direction with XOR diffusion module.

A novel image encryption system [44] was developed by using RSA algorithm with OAEP and SHA-
1 hash algorithm. The proposed system is resistant to various attacks namely: data tempering, unauthor-
ized access, MIM attacks, and collision attacks. But this was limited to image encryption, other digital me-
dia such as audio and video can not be encrypted using this framework.

In the study [45], author employed various color modes instead of using only RGB, for encryption
and decryption of Arabic and English text to image, and relatively achieved higher capacity. A novel
method was proposed [46] to encode color image using structure of DNA strand, consisting of encryption
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and decryption phases, many operations were performed including XOR operation and binary encoding.
The performance was evaluated in terms of time, MSE, and PSNR for encryption and decryption processes.

A novel security level was proposed for securing data in study [47], it was based on Diffie Hellman
technique for text-to-image encryption algorithms. In another study [48], a text-based image encryption
and decryption method was proposed using RSA algorithm, square root of encryption keys, XOR opera-
tion, PSNR, BER, and MSE techniques.

The study by Alsafyani et al. [49] utilized chaotic maps and adversarial neural networks for encryp-
tion and decryption of digital face images. Deep learning was employed to optimize the image, Region of
interest network is applied for the extraction of items in the image, and achieved high performance in terms
of PSNR 92% and encryption time 88%. The author in [1] also utilized chaos map using probabilistic en-
cryption. It includes diffusion of random bits and XOR operation. Author claimed persistence of this
method against crypt analytical and statistical attacks.

The author in study [38], also utilized chaotic system for encryption of image based on fuzzy neural
network using various time delays and employs a controller for data samples for secure communication.
It was investigated that these networks are better for image processing. Internet of Things (IoT) and en-
cryption algorithms were combined in study [50], for secure communication and authentication of users.
Applied techniques are fingerprint from biometric process, CNN are used for authentication of these
prints, fuzzy logic for encoding, and Huffman for data compression.

The study [51] presents an advanced and rapid encryption algorithm and color image scrambling that
harness diverse chaotic map types alongside an S-box derived from hyperchaotic map principles. This
approach involves dual scrambling stages, binary conversions, and key matrix generation utilizing XOR
operations. Notably, the algorithm exhibits exceptional efficiency in minimizing computational overhead
while effectively countering a wide array of cryptographic attacks. The author in study [52] proposed im-
age encryption algorithm using integration of digital signal and secret image for encryption, Least Signifi-
cant Bit (LSB) for embedding signature into image, and Lifting Wavelet Transform (LWT) to create en-
crypted image.

A novel method was proposed in [53] by utilizing public key elliptic curve and compression sensing
for image encryption. Discrete wavelet transformation (DWT) and their coefficients, compression of quan-
tization matrix, and elliptic curve to encrypt this matrix. The researchers designed an image encryption
algorithm based on Secure Hash Algorithm-256 (SHA-256) and Composite Logistic Sine Map (CLSM) [54].
The approach employs the CLSM-generated pseudo random number sequence (PRNS) to initially scram-
ble the pixels of the original plain picture. Subsequently, the pixel values are distributed using values gen-
erated by SHA-256. The algorithm's key is formed by combining the CLSM's initial conditions, parameters,
and a user-selected nonce. During the diffusion phase, the SHA-256 initializes and creates hash values
using the provided nonce.

In study [55], the author transmitted and encrypted visual data utilizing the Rubik's cube encryption
concept. The process involved using the XOR operator, derived from the well-known cube's method, to
scramble the original picture. Further encryption was applied to the image's rows and columns using two
secret keys. As a result of this technique, statistical and differential assaults are rendered ineffective against
the encryption. Steganography is technique used to hide secret information using one of three methods:
Least Significant Bit (LSB), Discrete cosine transform, and Discrete Wavelet transform. Summary of related
work is presented in Table 1.

Table 1. Summary of related work representing techniques used for image encryption-decryption, their limitations,
issues and challenges.

Ref. Year Technique Limitation Advantages
2] 2022 High quality image Requires more com- Provide se-
restoration, DCT putational re- cure commu-
sources. nication for
big data.
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[45] A Text-to-Image En- Requires more pro- Provides four
2022 cryption-Decryption cessing time. times security

algorithm. than RGB im-

age encryp-

tion methods.

[46] Advanced Encryp- Decrypted images More work is

2022 tion Standard (AES) are completely not required for
cryptography  and similar to the origi- encrypted
DNA steganogra- nal images. image.
phy.
[47] Diffie Hellman and Testing data con- Greater key
2019 Text-to- Image en- sists of large-scale size is re-
cryption algorithm. collection and secret quired to se-
key size is higher cure commu-
than 624 which is nication.
relatively large
value.

[48] 2022 The Rivest Shamir Security needs to be It is capable
Adleman 3  key improved by means for securing
(RSA3Kk) algorithm is of another algo- digital  im-
used. rithm integration. ages as well

as text data.

[50] 2022 Fuzzy logic, IoT, and Vulnerable to vari- High security
Biometric system. ous attacks such as due to bio-

MIM, identity theft, metric based
etc. encryption
system.

[49] 2023 Convolution Neural This technique is A novel en-
Network (CNN) al- less reliable due to cryption tech-
gorithm is used, en- absence of asym- nique is pre-
cryption is based on metric  encryption sented based
face patterns. method. on deep

learning and
cryptog-
raphy.

[52] 2023 Encryption algo- More work is re- A carrier vis-
rithm for image. quired in digital sig- ually conceals

nature. the presence
of both the se-
cret image
and the digi-
tal signature.
[51] 2022 A fast color image Lack of real-world Low compu-

scrambling and en-
cryption algorithm is
used.

applicability ~ and
comparison  with
existing techniques.

tational cost
and resistant

to crypto-
graphic  at-
tacks.
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[53] 2021 Double image en- This research lacks The security
cryption algorithm is comprehensive se- is enhanced
used, 3D chaotic map curity analysis. as attackers
is designed for im- are unable to
proved security, and directly per-
discrete wavelet ceive the ex-
transformation. isting secrets

from a mean-
ingful carrier
image.

[1] 2018 Chaos-based proba- Require more tech- Intended to
bilistic symmetric en- niques in symmetric design more
cryption scheme is encryption scheme. schemes for
used. different

forms of me-
dia exploiting
the scope of
probabilistic
approach in
symmetric-
key encryp-
tion. Less
computa-
tional power
is required.
Encryption algo- Encryption time is Due to imple-

[54] 2021 rithm is used. SHA- large. More work is mentation of
256 and logistic map- required. SHA-256 al-
based encryption gorithm, it is
system. difficult to ac-

cess original
data for in-
truders.

[55] 2022 Rubik’s cube en- It lacks mathemati- More pro-

cryption algo- cal proof of security found, crea-
rithm-based tech- due to Rubik’s cube tive. and ef-
nique Sensor- algorithm. fective levels

based network

of protection.

3. Proposed Methodology

In this research work, a novel cryptographic technique FuzzyRSA-ChaosCrypt is developed for en-
cryption and decryption of digital image data while being communicated over unsecured computing de-
vices. Various cryptographic techniques and algorithms are integrated including most popular OAEP,
RSA, chaotic map, and fuzzy function to generate stego image. In the following encryption and decryption
is explained.
3.1. Image preprocessing
Two preprocessing steps are applied to image before encryption namely: conversion into gray scale and
resizing. Before encrypting an image, resizing it offers numerous advantages in terms of both performance
and security. The reduced dimensions of an image significantly accelerated encryption and decryption
tasks by reducing the volume of data that requires processing during the encryption phase. Moreover,
resizing introduces a controlled degree of noise to the image, rendering it more challenging for potential
attackers to identify hidden information or patterns. This process contributes to enhancing the overall
security of the encryption by mitigating the potential impact of noise on the encrypted data. During the
process of gray scale conversion of color image, each pixel value of original image is transformed into
shades of gray. The color image consists of three channel colors RED, GREEN, BLUE (RGB). f(i) is the
function that converts input image i into gray scale using following equation:
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f(@) = (0.2989x R) + (0.5870x G) + (0.1140 x B) (1)
Here R, G, and B have actual pixel values of color image in range [0-255],
By applying this equation to each pixel in the image, the grayscale value is obtained, representing the
pixel's brightness. The resulting grayscale image consists of a single channel (intensity) and lacks color,
displaying a variety of grayscale tones. This grayscale representation significantly reduces computational
complexity compared to working with full-color images. Results of this function is shown in figure 3.

£(i)

Figure 3. Conversion of plain image into gray scale.

Image resizing entails a mathematical procedure that alters the dimensions of the image while maintaining
its original aspect ratio. Suppose the initial image has a width of "0,," pixels and a height of "0," pixels.
Then resized image has new height Ry and width of Ry,.

If “H” is the new height, R, is ratio of aspects, then width (“W”) is calculated by following:

W = Rygpect XH )
w 3)
Raspect =H

If new width is W, then height is calculated by following:

H=< L )xw
Raspect

Resizing an image results in a transformed version, that retains the same visual content but differs in size.
This resized image is then used as the input for encryption, bringing advantages such as improved
computational efficiency, potential enhancement of security, and the introduction of additional noise. The
results of resizing the image are shown in figure 4.

4)

800 x 535 500 x 400

Y\

1024 x 768 500 x 400

Figure 4. Results of resized images
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3.2. Image Encryption
Following are steps that are followed to encrypt given plain image into stego image:

Step 1: Conversion of image into grayscale.

Step 2: Resize image into 512x512 (height, width).

Step 3: Generating RSA key pair (public key, private key).

Step 4: Encryption of secret message (key) into encrypted message using RSA key and OAEP padding

algorithms.

Step 5: Conversion of encrypted message into binary format.

Step 6: Defining chaotic map functions and fuzzy logic (fuzzy membership function).

Step 7: Encryption of grayscale image into stego image using chaotic maps and fuzzy function.

Step 8: Storing encrypted image.

Step 9: Embedding encrypted message bits into image using least significant bit of pixel values.
A block diagram is presented in figure 5, to demonstrate working principle of encryption.

\hl Input (plain
“‘/\ Tmage)

i

]

Resizing »| Plain Input Image |« Grayscal Conversion i

|

i

I

" : Pair 1 ]
RSA Key Pair (Public OAEP Padding !
Key) X ' |

I

I

. I

N Encry~ pt lmage.ll sing | Encrypt Secretkey [8 i

Fuzzy Logic ’ ’ i

I

I

I

ChaoticMap _zmd Binary Conversion i
Fuzzy Function N |
4 i

|

Embedding !

Encrypted secret Key |

Into Tmage i

I

I

i

I

v i

I

Storing Encryped | Output (Stego |

Image (Stego image) image) i

I

I

I

Figure 5. Proposed FuzzyRSA-ChaosCrypt based encryption of plain image into stego image.

In the following, these techniques are explained:
3.2.1. Rivest-Shamir-Adleman (RSA)

Public key cryptography effectively resolves key distribution, key management, and other security
concerns while providing a new theoretical and technological foundation for advancing cryptography. The
field of information security now considers it the fundamental technology. The RSA algorithm [3], which
is a part of the public key cryptosystem, demonstrates strong performance. For the implementation of RSA,
public and private keys are generated as follows:

Step 1: Defining a and b, where both these are random, secret, and prime numbers.
Step 2: Computation of these numbers:
n=ax*b (5)

¢)=@-Db-1) (6)
Here ¢(o) is Euler function that is applied on o.
Step 3: Public key k is selected randomly, that satisfies following:
1<k< ¢(o) (7)

gcd (k, (p(o)) (8)
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Where k and ¢(0) are prime numbers.
Step 4: private key 1 is calculated by following:

l=kx+lmod (p(0)) =1 9)
In this RSA cryptographic system, two types of keys are applied:

private key = (1,0) and (10)

public key = (k, 0) (11)

To communicate and receive image data, the sender encrypts it first using a public key, and the

recipient decrypts the cipher data using their private key. The attackers only know the public key and must

"n_n

break the huge integer "o" into two smaller components, "a" and "b," to decipher the encrypted message.

However, factorizing large integers requires a substantial assessment in time and resources.
3.2.2. Chaotic Map
There are two kinds of chaotic maps used: one-dimensional maps and multi-dimensional maps. One-
dimensional chaotic maps have a faster processing speed and are less complex, distinguishing them from
multi-dimensional chaotic maps, which have computational overhead due to their complex structure.
However, one disadvantage of 1D maps is their limited range of starting variables and inputs, whereas
multi-dimensional maps can be expanded and offer a greater range. These maps are defined in the follow-
ing:
G =xr) (12)
C, is logistic chaotic map which takes two arguments x,r representing input and control parameter
respectively. r is used to generate chaotic sequence. It is single dimensional map.
C;=(xaDb) (13)
C; is tent chaotic map which takes three arguments x,a,b representing (x) as input and (a,b) are
two control parameters. (a,b) are used to generate chaotic sequence. It is single dimensional map.
Cjs = (x,1,alpha) (14)
Cjs is logistic sin map, that is also single dimensional map. Only x is used an input and (r, alpha) are

two control parameters to generate chaotic sequences.

C, = (x,y,7z,a,b,c,d,e,f alpha) (15)
Cy, is hybrid multidimensional chaotic map, it is previous one-dimensional maps as follows:
Ch = Cl + Ct + ClS (16)

x,y,z are three input variables, and remaining a, b, c,d, e, f,alpha are control parameters used to generate
chaotic sequence.

The core of a chaos-based image cryptosystem is the diffusion-confusion stage, which dominates the
system's design [56]. During the confusion stage, pixel permutation takes place, causing the image's pixel
positions to be shuffled randomly while their original values remain intact. This results in the image losing
its distinct structure. As a result, the secret key is constructed from a combination of control parameters
and initial conditions. However, relying solely on the permutation step for security isn't particularly robust,
as it could be compromised by potential attacks. The subsequent step in the encryption process focuses on
altering the pixel values throughout the entire image to enhance overall security [57]. In the diffusion step,
the sequence generated by the chaotic systems sequentially alters the pixel values. To achieve a satisfactory
level of security, it's necessary to repeat the complete confusion-diffusion cycle multiple times. Chaotic
maps are well-suited for image encryption owing to their inherent unpredictability [58].

3.2.3. Fuzzy Membership Function

Fuzzy numbers describe uncertainties and ambiguity in data and finds application in the field of im-
age processing for encryption. Unlike standard numbers, fuzzy numbers represent a range of potential
values rather than precise values. The function of membership assigns each element in the discourse uni-
verse a membership level between 0 and 1, where 0 denotes no membership and 1 denotes complete mem-
bership. In the context of encryption, fuzzy numbers are utilized to handle imprecise pixel values and other
uncertainties in image data. If “x” is pixel value of input image being encrypted, ,a,b are controlling pa-
rameters, then triangular fuzzy membership function Mg,,,, is calculated as follows:

Mpy,y(x) = 0 ifx<a (17)
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Mgyzy(x) = 0 ifx>b (18)
X—a a 19

Miy () = 2+ (822)  ifa < x < @20 W
0)

(b-x) .c(@at+b)
Meyzzy (X) = 2 % ((b_:)) if az <x<b

(a,b) are lower and upper bounds of fuzzy membership function respectively. The fuzzy triangular
membership function Mg,,,, is utilized in the image encryption process to calculate the membership
values (fuzzy values) for (x) pixel values. x is then used in the encryption and decryption functions to
modify the pixel values based on the chaotic maps and fuzzy logic. Fuzzy logic originates from the concept
of Fuzzy Set [59], where parameters can possess truth values between 0 and 1. It extends beyond Boolean
algebra to accommodate partial truth. This allows it to model non-linear functions with precision within a
restricted set. The input involves a vector representing picture A, evaluated using performance metrics
(characteristics). The initial algorithm step is fuzzyfication, which transforms the value of each image char-
acteristic into fuzzy sets based on their specific membership functions [59].

3.2.4. Optimal Asymmetric Encryption Padding (OAEP)

In this research work, OAEP is utilized for encryption and decryption of message using RSA algo-
rithm. OAEP is used as cryptographic padding outline to add randomness in x and improve security level
of RSA. This method upsurges the length of message before encryption. It is not used directly in RSA for
image encryption, rather used to encrypt message before it is embedded into message through steganog-

raphy using LSB technique [60], a plain text data is transformed into Permutation of a one-way trapdoor.
Following two hash functions are utilized in this process:

G:[0,1]%0 — [0,1]K*+N (21)
H:[0,1]¥*N — [0,1]k (22)
K, and K, represent security measures.

To facilitate message recognition, a sequence of zeros is introduced as redundant information. "|" signifies
a concatenation of two strings.
s = G(r) ® (m | 0K1) (23)
t=H(s)®r (24)
OAEP (m,1) =s |t (25)

s|t=

(m[0"1) & G (M| r®H ((m|0™) ®G()
Random numbers are added to image data before encryption, this is termed as padding.
This step increases noise and makes it challenging to understand patterns if attacker tries to access data in
unauthorized way.
This padded image is then integrated with cryptographic hash function, which transforms it into value
with fixed length called hash.
This hash value is then merged with random bits, previously added to create noise in image data.
This transformed padded data is then encrypted using RSA algorithm.
This method provides resistance to encrypted image against plain-text attacks.
It becomes challenging for attackers to deduce information by exploiting regularity in encrypted image,
and get information about original image data.
The encryption system of entire FuzzyRSA-ChaosCrypt is enhanced, and it is robust against various known
attacks.
3.3 Image Decryption
Image decryption process is presented as block diagram in figure 6, and following steps are followed for
this purpose:
Step 1: Conversion of binary secret key into string, decryption using standard OAEP, and obtain original
secret key (message).
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Step 2: Decryption of stego image with chaotic map final values and private key of fuzzy function using

original secret key.

Step 3: Displaying secret message and plain image.

The receiver has padded encrypted image data, RSA encryption process is reversed during decryption,
and modified padded data is retrieved. Hash value and random values are extracted from it. Cryptographic
based hash function is applied to generate new hash value. If this value matched with extracted hash value
of encryption, the decryption process is successful. The padding process is reversed, random bits are ex-
tracted, and original padded image data is accessed.

Input (Stego

Chaotic Map and
Fuzzy Function

!

image)

OAEP Padding

Fuzzy Decrypt

Function

Y

Stego Image

Decrypt Secret key |«

T

RSA Key Pair
(Private Key)

|

Decrypt Image

String Conversion

!

Plain image &
Decrypted Message

Output (Decrypted
image)
S\

Figure 6. Proposed FuzzyRSA-ChaosCrypt based decryption of stego image into plain image.

4. Experimental Results

To evaluate the reliability and feasibility of proposed FuzzyRSA-ChaosCrypt image encryption-de-
cryption technique, three random images were selected, “Baby”, “Girl”, and “Jet”. These images are RGB
and grayscale in pixel attributes. The simulation is conducted on Google Collaboratory (or Colab), 64-bit
server, RAM 13-GB, and Intel Xeon CPU. Figure 7 depicts experiment results, it can be seen that no stego
image gives any information, however, it’s confusing.

(d)

(b)
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(8)
(h) @)
Figure 7. Input plain images (a) Baby, (b) Jet, (c) Girl, Stego images: (d) Baby, (e) Jet, (f) Girl, decrypted images: (g)
Baby, (h) Jet, (i) Girl.

While ideal stego images should produce equally distributed histograms, and they should not contain
any gained data to hinder encryption, actual photos reveal unique patterns in their histograms. Steganog-
raphy assaults and information leaks can be facilitated due to these patterns. Figure 8 displays the histo-
gram testing results for sample plain images and Figure 9 shows histogram of stego images.

Blue Histogram Green Histogram Red Histogram
6000 - 6000 - 6000
5000 5000 - 5000 -
4000 4000 4000
> > >
e 2 e
54 54 54
g 3000 | g 3000 | g 3000 |
£ & £
2000 - 2000 - 2000 -
1000 - 1000 - 1000 -
0 o 0
) 100 200 o 100 200 o 100 200
Pixel Intensity Pixel Intensity Pixel Intensity
Blue Histogram Green Histogram Red Histogram
30000 A
12000 - 17500 +
25000 -
15000 -
10000 -
20000 -
12500 -
8000 -
> > >
[ 9 [
H £ 10000 § 15000
3 s s
g ©0001 g &
7500 -
10000 -
4000 -
5000 -
| 5000 -
- L - L __/J
04 04 0 L;
o 100 200 o 100 200 o 100 200
Pixel Intensity Pixel Intensity Pixel Intensity
Blue Histogram Green Histogram Red Histogram
1750 - 1750 - 1750 -
1500 - 1500 - 1500 -
1250 - 1250 - 1250 -
z z z
£ 1000 - 2 1000 - £ 1000 4
153 5] T
El E] El
I I I
& 750 & 750 4 & 750
500 - 500 500 -
250+ M ” ”
0 o 0 -
o 100 200 o 100 200 o 100 200
Pixel Intensity Pixel Intensity Pixel Intensity

(©)
Figure 8. Histogram of plain images: (a) baby, (b) jet, (c) girl
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Figure 9. Histogram of stego images: (a) baby, (b) jet, (c) girl.

FuzzyRSA-ChaosCrypt has better performance as compared to other popular algorithms: DES, AES, and
ElGamal as presented graph in figure 10.
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Figure 10. Results of encryption and decryption process on image file having 32kb of size [61].

Information entropy is statistical characteristics used to measure randomness. Following equation is used

to calculate it:
Q(m,n) = jk+ m+n mode 256

(26)
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here,m = 1,2,3,4,.....,jandn = 1,234, ...k
Q is the matrix having size same as permuted image P.
Modulation function is applied on this matrix:
S =P + Q, Mode value 256 (27)
S is the new image. In the table 2, images with their entropy information are presented.

Table 2. Information entropy values of encrypted images.

Input Entropy value
Jet 7.89
Baby 7.89
Girl 7.95

5. Conclusions

In this study, a novel image encryption technique is proposed that integrates fuzzy logic functions,
RSA algorithm, chaotic maps, OAEP padding, and secret key to encrypt and decrypt digital image.

Dhall et al. [1] introduced chaos-based system for image encryption. It uses symmetric key encryption
technique but requires many other symmetric methods for encryption of images. This study utilized chaos-
based system with asymmetric encryption algorithm that do not requires integration of further symmetric
or asymmetric key encryption algorithms.

Wen et al. [2] introduced image encryption method that is also based of chaos-based system. Quanti-
zation and DCT operation are also applied during generation of ciphertext image. Unfortunately, this
method lacks flexibility and offers less security; in contrast, proposed study is more flexible and provides
enhanced security due to integration of multiple techniques. A user provided message is inserted into im-
age as secret key to enhance the complexity of FuzzyRSA-ChaosCrypt system.

In another study Mfungo et al. [62] applied chaotic maps and fuzzy membership function for secure
data transmission. Triangular membership function is applied for generation of secret key that can be pre-
dicted, furthermore, this approach requires input with limited size with gray scale conversion. In compar-
ison, these limitations are improved in this research work, as image of any size can be transmitted and
color to gray scale conversion is applied during the encryption process.

It ensures safe communication and data security by increasing encryption complexity and offering
flexibility for cryptographic applications. The technique improves privacy for image storage and transmis-
sion while resisting several assaults, including brute-force attacks, differential attacks, and statistical at-
tacks. However, this encryption method may not be appropriate for current applications due to its pro-
cessing cost. In the future, author will apply parallelization to accelerate the encryption process on multi-
core processors. Additionally, a secure key management system will be developed. FuzzyRSA-Cha-
o0sCrypt, however, offers hope for protecting sensitive information in a variety of communication sceneries.
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