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Abstract: DevOps is a set of methodologies and cultural values that automate and combine software
development (Dev) and IT operations (Ops) to create the best application. DevOps, based on agile
concepts, applies incremental creation and continuous input across the product lifecycle. DevOps
reduces friction between operations and development to improve software development and
delivery. These rules govern software efficiency, structure, naming, and documentation. Jenkins
automates code development, verification, and distribution, enhancing CI/CD efficiency and
dependability. Kubernetes streamlines container-based application administration, enabling
controlled scalability, growth, and fast service execution. These technologies improve DevOps
processes, ensuring on-time delivery of items. DevOps release management includes thorough
planning, infrastructure, versioning, restoration plans, continuous tracking, automated testing,
reflection alerts, interaction, and recordkeeping. Well-controlled processes ensure reliable
application deployments by resolving issues quickly, simplifying setup, and reducing user effort.
Kubernetes' Permanent Amounts, flexible supply, and capacity divisions help manage, customize,
and extend storage. It streamlines deployment and maintenance, organizes containers into Pods,
and provides a flexible and robust environment due to its formal approach. Kubernetes manages all
program storage, simplifying application deployment and management. Kubernetes has powerful
networking, cloud support, recovery, load balancing, simple scalability, strong monitoring, and
backup operations.

Keywords: Efficient Software Development; DevOps Techniques; Kubernetes in DevOps; Software
Product Management.

1. Introduction

DevOps is critical due to its unites teams working on both design and execution, encourages
technology, speeds up pickup, improves quality, and helps businesses adapt to the demands of
contemporary information technology and coding [1]. This is now a crucial tool for businesses looking to
maintain their competitive edge and provide clients with high-quality service quickly and consistently [2].
The process of deploying software to staging or manufacturing settings automatically and reliably
following successful continuous integration (CI) [3]. The combination of the operation and growth
departments creates an innovative infrastructure that is more adaptive and versatile and satisfies the needs
of modern businesses. In a clustered setting, Kubernetes automates the creation, scaling, and
administration of containerized applications. The application of machinery to reduce the need for human
interaction in tasks. [4]. The demand for performance, quickness, and the capacity to provide value to
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clients in a quickly rapidly evolving technological context is what is driving the adoption of DevOps.
Process simplification in DevOps is mostly dependent on automation.

[5]. Organisations employ DevOps to get several advantages such as rapid deployment, enhanced
teamwork, superior software, financial savings, and an advantage in the industry [6] the demand for
performance, quickness, and the capacity to provide value to clients in a [7]. Software development and
delivery problems: In order to overcome these obstacles and produce software that is delivered more
quickly, more consistently, and of greater standard, DevOps encourages cooperation, technology, and
shifting cultures [8].Technical and Acronyms of DevOps: The process of dynamically merging new files
from several authors to a single location and then doing automatic inspection thereafter. [9]. Besides
eliminating the present divide separating production or maintenance specialists, the people in
responsibility of executing, monitoring, and upgrading all infrastructure just at customer site, DevOps
solves it [10]. There is a subject of study with the representation of the simultaneous application of DevOps
and Agile in organizations. The lack of available study in this area, the bulk of which presents distinct
viewpoints on their use, prohibits a fully comprehensive definition of the benefits of their linked
application [11]. By improving object maintenance and explicitly isolating and progressively ordering
construction phases, standard intend-driven techniques are simplified. Because of the ordered actions of
conventional construction procedures, wherever the following phase usually begins when the present
phase ends and the products are stuck [12]. Additionally, the conventional code procedures' insufficient
reversing capabilities made product handling simple, even if it was detrimental to the maintenance of
software. Thus, dynamic software development methods with the idea of agile principles, such as XP, Lean,
and SCRUM and DevOps techniques are strongly advised to address this availability concern [13]. Because
of the ongoing integration (CI) and continually delivering phenomena, the development and operational
teams engage effectively and frequently [14]. Improved software performance, quicker development
phases, more frequently delivery of improvements along with greater security, and earlier delivery of
economic value are all promises made by DevOps [15].In part to the complicated nature of previous
delivery methods and a shortage of fundamental installation expertise between the application creators,
they have incorporated DevOps approaches into their ongoing products [16]. DevOps initiatives are also
having fallen short in several settings [17], or have proved challenging to maintain and incorporate into
the ethos of coding [18]. Uncertainty research on the advantages and difficulties of developing a DevOps
mind-set and competence obscures the suitability of DevOps practices [19]. According to yearly data, the
proportion of DevOps teams increased from 19% in 2015 to 22% in 2016 to 27% in 2017 "Statement of
DevOps" assessments [20]. In a system like this, researchers frequently strive to get upgrades into
manufacture, as maintenance employees strive to prevent such modifications in order to preserve software
reliability and address other inactive issues [21]. Organizations have been pushed to re-evaluate their
needs for IT services as a result of the digitization process. Existing businesses are faced with both
significant problems and shifting opportunities as a result of the emergence of cutting-edge digital
technologies [22]. Due to a more competitive technological environment, organizations are being required
to adapt in order to compete in this sector by generating new software more quickly and efficiently than
ever before. Software production firms, from the inside out, have begun concentrating on the issue of what
the generations-old application supply chain might have proved unsustainable to ensure survival in this
unrelenting market [23]. Agile techniques allow for continuous system improvement, encouraging firms
to take advantage of available possibilities and reduce the amount of time needed to fulfil consumer
demands [24].The four fundamental principles of DevOps culture, automated processes, estimation, and
communicating have an impact on the present requirements of the process of creating software [25].
DevOps is becoming more and more popular, yet it is difficult to use DevOps strategies due to the fact that
is no comprehensive explanation of DevOps practices [26]. The shift from a traditional architecture to a
DevOps culture affects everyone in a company, from executives to all teams, because the DevOps approach
calls for implementing new skills, new technology, and new cultural norms. The greatest hurdle in
executing DevOps uses is changing the mind-set among product and maintenance [27]. DevOps
management can be difficult since poor expertise and interaction with administration can result in
disagreement. Competition naturally cuts into the availability required to address technological problems
and provide development training. [28]. To improve the rate of delivery of finished work, it is important
to foster an environment that values cooperation among the design and operational groups. In conclusion,
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it aims to boost the manufacturing surroundings reliability and adaptability while raising the rate of
deliveries [29].Many programmers are focusing on agile construction, which boosts their productivity and
helps them fulfil clients' market requirements. Agile approach was created to overcome the issues with the
stakeholders plenty of options through the construction phase [30].
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Figure 1. Integration Channel [31]

The process of automatic build, construction, and validation is known as continuous integration [32].
Ongoing evaluation is the process of testing software across functional, safety, efficacy, and acceptability
checks using component and functional testing that are run automatically [33]. The choice regarding if to
wait to deploy those versions towards production settings must thereafter be made by the development
and operations teams. Ongoing deployment is a variant of regular distribution in that it incorporates
automated installation to operation settings, allowing customers to obtain updated version enhancements
and current facts [34]. Thus, operational reliability and standard testing are shared with programmers. As
a continuous improvement custom, every team member assumes accountability for the level of the work
rather than placing it on the shoulders of individual team members. A productive loss assessment
procedure, information exchange about manufacturing and research challenges, and better interaction
among creation and execution divisions are other traits of the DevOps culture [35]. Keeping track of
everything that needs doing on a server, including uploads, organizing, backups, and monitoring, is no
easy feat. Software projects without access to open-source platforms have substantial challenges when it
comes to managing memory. Distributing workloads and managing traffic among application instances in
a Kubernetes context is no easy feat. Furthermore, it is essential yet difficult to detect problems early and
to network efficiently in Kubernetes systems [49].

1.1. The author’s promises to the research are discussed as follows:

e Improved efficiency in problem-solving with reduced development hurdles, aiming for quicker
resolutions.

¢  Enhanced reliability and mobility factors to elevate performance standards.

e  Bettered working conditions targeted for heightened productivity and comfort.

Here are the four parts that make up this piece of writing. The relevant prior research is discussed in
Section 2, and the dataset and suggested approach utilized for this study are summarized in Section 3. The
results of the evaluation and their comparisons to other research are presented and discussed in Section 4.
Section 5, the last section, gives a brief overview of the work and suggests directions for further study.

2. Literature Review

When it came to building software, the approach known as Agile developed as a highly adaptable
alternative to the traditional Waterfall and PMBOK techniques. The team adopts a step-by-step strategy
and specifies a project-wide target in accordance with stakeholder expectations. These frequent checks and
evaluations have replaced the earlier strategy's lack of defined phases, deadlines, and roles, increasing the
chance of success [37]. It was discovered that dividing software maintenance from creating it might cause
problems to not be detected for some time, pushing back due date for tasks. DevOps, a new term that
unifies and incorporates the two elements, has therefore developed [38]. Despite the fact that the term was
first proposed in 2009, there are differing views on what DevOps actually is and what it entails. Some
scholars view DevOps as a framework for thought, and some refer to the term as an occupational title or a
set of expertise. It additionally debate views that DevOps is the third version of a development approach,
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following the second phase agile approach [39]. The tasks do not fall in a schedule using set parameters for
releasing applications, particularly happening in Waterfall technique, it is harder to deliver reliability with
Agile. Through collaboration, equipment, and continuous evaluation as a technique of identifying issues
experienced by end users, DevOps surpasses this hurdle [40]. The end user can thus verify and validate
every individual who have been appeared, follow the progress of the undertaking, and learn the way to
generate the end result. Table 1 outlines the methods used by DevOps infrastructure to resolve various
agile issues [39].
Table 1. Agile is improved with DevOps Infrastructure [39].

Cons of the Agile Framework DevOps Alternatives for Dealing
with Problems

Postponed product the transfer to the Once each element complete their

user validation and release
Elements of developed software are Automating tests for project-

conflicting with other components divided components

The product's quality is not Quality monitoring advantages of

sufficiently validated before delivery automated test execution

It is an important factor to take into account, especially for a business moving from a traditional IT
structure to a DevOps methodology. If a scenario when significant structural modifications are required,
it can be very problematic if the business culture encourages resistance to any aspect innovative [41].
DevOps software continues to require to address a few challenges it could restrict its adoption (such as
reluctance to modify, corporate vision, and existing systems) [42]. DevOps due to use of the phrase, a
shortage of explicit rules, and, as was already said, the absence of a defined definition. These rules assume
that prior to the advent of DevOps, engineering and teams of operators operated independently with little
to no understanding of one another's projects. The low acceptance level for DevOps is another issue with
it [43]. To better serve their clients and take advantage of the rising digital time frame, programmers are
leaving behind conventional infrastructures [44] [54]. Famous organizations like Facebook, IBM, Amazon,
and Microsoft maintain to use CI/CD in spite of the fresh problems it presents and the substantial effects it
may have on reliability of the system. In software development companies, the implementation of
continuous divisions is requiring two teams that formerly operated independently to work better together
[45]. Multimodal collaboration, that bring collaboratively production and operating teams, can be created
when these two types of groups

Combine their efforts to accomplish comparable objectives and communicate information. Not every
organizations should implement DevOps, if an organization adopts a DevOps strategy, there are many
things about tasks, goods, and processes that are unknown to them [46]. Engineers and managers must
collaborate, so DevOps is a theory of interaction the two between and among teams. [47]. For a technical
perspective, DevOps provides the foundational a company and structure [54]. In this light, the beneficial
connection is visible. Due to the distinctions between the settings of research and manufacture, even group
members and sprints that are accurate can turn ineffective if the fundamental infrastructures fail [30] [47].
Organizations may encounter issues with DevOps including updating technology designs which have
been over a century or integrating targets and promote collaboration between divisions of function. While
introducing DevOps, that's necessary to be aware of potential issues and how to deal with them [48].
Developing in the field of DevOps frequently uses data centers and installations that leaves the application
open to potential threats if appropriate safety measures are not put in place. Many unproven, cutting-edge,
and open-source technologies are employed in the DevOps environment [48] [51]. However, it could be
difficult for investigators to precisely assess the safety of such packaging. Both the use of secure libraries
and the development of applications with sufficient security are under investigation [48].

Table 2. Software Project Comparison: Using and Not Using DevOps [49]

Application Technology Devoid of DevOps Application Build applying DevOps
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) ) Once improvements mature, these are

A fresh function transfer to end users is frequently ,

tested and released using DevOps
postponed technologies

Splitting perform among devoid but
Software sections that have been finalised do not work equivalent modules is made feasible by
with one another freely accessible and evaluation automated

processes

Constant task repetition is less necessary
Before being released, the application performance when monitoring of quality is automated
cannot be adequately guaranteed with the use of DevOps technologies and

procedures

At every modification, the current
Existing functionality is compromised by fresh features  functionalities' performance is

immediately and effectively guaranteed

The DevOps processes and technologies
Time frames or costs are not met improve the accuracy and openness of the

development effort

Teamwork  of  programmers  and
Teams responsible for information technology operations information technology personnel Decide
and development are not collaborating on shared duties. Their objectives are

shared

The researchers identified a number of issues by interacting with software firms. The concluded that
traditional or out-of-date architecture may have an effect on the implementation of DevOps. Gathering
data from different instruments may be difficult because of integration problems in these outdated
infrastructures [50] [53]. The teams have an incentive to develop innovative applications instead of focus
on an error correction as there are smaller failures. In order to identify what approaches could be beneficial

to ongoing structures and DevOps we executed systematic connecting investigation.
Table 3. Research Comparison Table.

Jilin University's Nov The influence of Automatic We handle
Journal of 2022 DevOps methodology  deployment as soon  everything on the
Engineering and on software projects as a target branch's server for

Technology, or Jilin using Kubernetes to updates are detected uploading,

Daxue Xuebao lead to success or organising,
(gongxueban) failure backing up, and

monitoring.

Technology related to 15 An Analysis of Adopting top-notch The official
information and May  DevOps Challenges DevOps solutions is training strategy

software 2023 Using Mixed Methods  necessary to meet the used by the
ongoing need for organization for

software development  the development
that is both quick and ~ of DevOps skills
high-quality was also
highlighted by

practitioners
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Symposium on 2023  Kubernetes-Powered The Kubernetes First, the
digital computing Exchange Providing Cluster is utilised to surroundings'
and Services Science Platform for Al deploy a structural layout is
International Services microcomputer given
Conference application design
serving context
Jilin University's Feb Using a DevOps Companies must DevOps regularly
Journal of 2023 Methodology for implement DevOps runs cloud-based

Engineering and Software Creation and  ideas and values into processes to

Technology, or Jilin Management: An their operations reduce downtime

Daxue Xuebao Overview

(gongxueban)

3. Methodology

This chapter provides an overview of the study methodology that was applied to improve software
creation and delivery processes through the integration of numerous platforms and DevOps concepts. The
research technique was employed to increase performance.
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Figure 2. Role of Kubernetes in DevOps Technology for the effective software Product Management
3.1. The DevOps Principles and Guidelines

Software development (Dev) and information technology operations (Ops) are both automated and
integrated through the use of DevOps, which integrates cultural principles and practices that optimize
application production. Using the concepts of agile methodology as a foundation, DevOps encourages
continuous input and incremental creation throughout the product lifecycle. By reducing the friction
between operations and development, this improves software development and delivery.

3.2. Continuous Deployment and Integration (CI/CD)

Continuous Integration, often known as CI, is a procedure that involves continually integrating a
database with new code. This is done to ensure that the integration process goes smoothly and to identify
any potential issues early on in the development process. Continuous Code deployment to production is
automated by (CD), an add-on to Continuous Integration (CI). Its goal is to increase the pipeline's
dependability and speed for continuous deployment and integration.

3.3. Options for the Management of Log Reports

Log management systems are essential to DevOps because they serve several essential roles, including
the administration of data, the detection of changes, the responding to questions, and the evaluation of
service performance. The structure, efficiency, naming standards, and documentation requirements of the
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software are all controlled by these solutions, which are meant to adhere to particular criteria. The
following figure depicts a software example illustrating the flow of log report management.
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Figure 3. Principle of DevOps
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Figure 5. Flow of log manangent tool
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3.4. Jenkins and Kubernetes Integration

It is possible to increase the dependability and efficiency of the continuous integration and continuous
delivery pipeline by automating the process of code development, verification, and distribution with the
assistance of the widely used automation server Jenkins. Kubernetes is a container orchestration platform
that further simplifies the management of container-based systems as a result of its ability to allow for
controlled expansion, scalability, and quick service execution.

Source code Build Application
repository automation server deployment
Builds triggered by Deployment update
- source code changes triggered by build pipeline
-— g . g8 y pip .
—
L —
kubernetes
Jenkins
N P
Update images » /,r"'Update image
pushed to repository ] " pulled by cluster
4 for deployment
docker
Repository

Figure 6. Flow of Jenkins and Kubernetes Integration

3.5. Management of DevOps Releases

The scope of DevOps release management is extensive and includes, among other things,
comprehensive planning, infrastructure setup, versioning, recovery plans, continuous tracking, automated
testing, reflection alerts, interaction, and recordkeeping requirements. The ability to quickly resolve issues,
simplify the configuration process, and decrease the amount of work required by users are all
characteristics of well-controlled procedures, which in turn ensure the reliability of application
installations.
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Management
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. —_
Planning and Post-Release
Scheduling ‘ Analysis and
Reporting

Figure 7. A complete process of Management of DevOps Releases
3.6. Kubernetes Features and Capabilities
Persistent Volumes, backup operations, strong networking, cloud support, recovery, load balancing,
simple scaling, and sophisticated monitoring are some of the qualities that Kubernetes possesses. It also
enables the division of capacity and supply in a changeable manner. Due to the presence of these
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capabilities, the storage of applications can be simply controlled and modified, and the process of
deployment and maintenance is simplified.
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Figure 8. A complete flow of Kubernetes Features and Capabilities

3.7. Service Discovery and Load Balancing
According to their duties, Kubernetes' Service containers are able to be utilized to distribute flow

among service clusters.
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3.8. Networking
Security measures at the cluster layer is able to be achieved with Kubernetes Connectivity Standards.

Outside connectivity might be restricted by means of entry and Assistance.

3.8.1. Application Auto-scaling
Achieve continually alter the size of clusters and their capacity allocates according to stated

parameters, deploy symmetrical node the ability and verticals node auto-scaling.
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Figure 10. Network Pods
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3.9. Implementation

Service Discovery and Load Balancing

In order to manage and scale software running on Kubernetes, load sharing and identifying services
are essential. Through Resources and Ingress Operators, Kubernetes mainly provides predefined options
to meet these demands. Let's examine both ideas in detail. In a constantly changing and frequently built
infrastructure such as Kubernetes, service discovery enables apps and servers to locate and interact with
one another. The functional bunch of a pod and the processes of accessing them are built up by the
Kubernetes Service that offers an architecture, which is made feasible by the "Service" idea supplied by
Kubernetes. While a pod are able to move, it offers a reliable interface for interacting to your app's data.
Various sorts of services exist, including:

ClusterIP: is the standard server configuration. This provides access within the group and provides the
application on an internal network Internet Protocol (IP) address.

NodePort: Such a kind of function offers a function of particular ports on every group server. Although it
may be utilised to attached accessibility, for operational installations a system for balancing loads is usually
employed.

LoadBalancer: To allocate data to your app, the load balancing provider uses an internet service source's
load balancing. It's suitable for away usage.

When using an external service external of the sector, for example, that you can assign a server to a
the Domain Name System name using the ExternalName type.

Resources send traffic into the relevant Pods using labels and selectors. A Pod is added to an
application and given the service's the Domain Name System name when it registers in the system for
domain names. Kubernetes load balancing is necessary to divide the network traffic that comes in across
many Pods that execute an identical service. Minimal balance of load is offered by default by Kubernetes
Networks. For instance, a Service that has several Pods behind it will divide traffic that enters equally
between the Pods.

There are a few vital concepts to know about Kubernetes load balancing:

e Resources distribute data equally by using a private router to direct flow to the right Pod.

e Services have two options for balancing data: a randomised system or period alignment (for classes
that need to stick to one Pod).

e By serving as a reverse proxy, ingress controllers may also offer load sharing for both normal and
secure HTTP applications.

Try applying an Ingress Manager to improve Kubernetes' load distribution capabilities. Addressing
accepting HTTP and HTTPS traffic, an ingress manager enables you to set up more complex navigation
laws, SSL termination, and path-based routing. Nginx Ingress, Traefik, and HAProxy Ingress are examples
of common ingress controllers.

Customer service Discovery: Using environment variables like MY_SERVICE_HOST and
MY_SERVICE_SERVICE_PORT, or by using the DNS name my-service, pods in your cluster may find the
my-service.

Kubernetes Solutions offer basic load sharing as part of their service load balance capability. As many
Pods provide a service, incoming data is then split across those Pods. The simple load distribution
described here requires no additional settings.

Controllers of Ingress You may set up an Ingress Controller to perform advanced load sharing and route
for HTTP/HTTPS data. An illustration of how to implement Nginx Ingress Controller is as follows:

Establish Ingress Rules: To specify routing rules, establish an Ingress resource. This is an

apiVersion: networking.k8s.io/v1l

kind: Ingress

metadata:

name: my-ingress

spec:

rules:

-host: example.com

http:

-path: /app
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Pathtype: Prefix

Backend:

Service:

Name: my-service

Port:

Number: 80

Apply the Ingress: Use kubectl apply to create the Ingress resource.

They represent the fundamental procedures for load balance and service discovery in Kubernetes.
Keep in mind that Kubernetes components may be handled in a written context using YAML files and
kubectl instructions. Whenever you want images or visually instructions, I advise consulting the official
Kubernetes material or graphic guides for the apps and locations that you are utilising.

3.10. Quick Review of Kubernetes

Docker images may run as pods with Kubernetes, a Docker management system, where every pod
has its own CPU and memory use being automatically managed. Additionally, it keeps copies of those
Pods that support load balancing and failover. It provides zero downtime by starting the backup Docker
image immediately in the event of failure and delaying switching to the freshly deployed Docker image
until it has fully booted up. The backend micro-services are contained within their own Docker images,
which are deployed and run on Kubernetes, which orchestrates them. Kubernetes operates in a server
environment. When a new Docker image is created and submitted to a public or private registry, such as
Docker-hub, with the "latest” tag, Kubernetes instantly recognizes it and begins deploying it. Examples
include EKS, or AWS Elastic Kubernetes Services, and AKS, or Microsoft Azure Kubernetes Service. Azure
and AWS Cloud Services both provide these options. These cloud vendors have made an effort to simplify
and streamline the complicated Kubernetes deployment. Kubernetes, however, is independently accessible
for server and local use. Google offers Kubernetes as an open-source product.

In Pakistan, few businesses are utilising Kubernetes, however the major motivation the majority of
software firms in Pakistan are not familiar with the Kubernetes architecture. Kubernetes' broad range of
features and services make it possible to develop, implement, and grow an organization's DevOps
practices. Businesses can also utilize it. To streamline the manual coordination-related procedures. One
among the most popular Platforms for Kubernetes, or Kubernetes, have made a name for themselves as
crucial DevOps resources. Application teams have provided the ability for Kubernetes groups to deploy
container services that might operate locally or online. Containerization is a sort of system software
virtualization. A tiny package might be used to run everything from a single tech product or service to a
massive program. The majority of necessary software packages, instruction sets, tools, and system settings
are housed inside containers.

) ds Contai Application
Cluster ~ mmmms) Nodes mmmm) Po ) LOMAUCT =) \reo

Service

Figure 11. Kubernetes Flow
Source code management, or version control Compilation, validation, code review, unit testing, and integration
testing are all done in a continuous build process. Continuous User Acceptance Testing (delivered in real-time).
Continuous Deployment (release of the production server and configuration management).Continuous monitoring is
shown in Figure 5 after the release.

Unit Test Platform Deliver to Deploy to Application Post
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Figure 12. CI CD Pipeline
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Nearly 90% of Kubernetes customers today make use of managed services. Ninety percent of
Kubernetes customers employ EKS, GKE, AKS, and other managed services, per a Datadog study. This
high percentage of successful deployment and direct effect on software project success rate following the
employment of Kubernetes is partially explained by the fact that the Datadog respondents are Datadog
customers and freely use third-party services (SaaS) to satisfy a range of requests. As per the CNCF Official
Survey 2021, 69% of organisations in Europe, 55% in North America, and 54% in Asia utilise Kubernetes
in production. In 2020, there were 23% more companies operating more than 5,000 containers than there
were in 2016 (11% vs. 23%), according to the CNCF's earlier report from that year Data dog’s statistics,
which use Open Shift as an illustration (the most well-liked K8s platform, according to Forrester),
demonstrate how K8s platforms are growing in appeal. According to Red Hat's State of Kubernetes
security study (500+ respondents), 37% of respondents use Kubernetes to install cloud services. Users
employ Microsoft Azure Arc 25% and AWS Outposts 32% respectively for the same goal. 15% of Sysdig
respondents appear to be using Kubernetes for container orchestration. From 9% in 2020, the platform had
a considerable rise, and it is currently far ahead of the other K8s platforms evaluated. Mesos (1.3%), Docker
Compose (4.8%), and Swarm (2.5%). According to Sysdig, users like OpenShift's versatility to operate in a
variety of cloud settings.

Table 4. Orchestration

Technologies Targeted Applications
Kubernetes Intricate deployments and highly scalable container orchestration
Open Shift Cl/CD-integrated enterprise Kubernetes with management tools

Docker Compose  Multi-container application testing and development locally

Docker Swarm Easy native container orchestration with Docker

Apache Mesos Large-scale data processing and generalised resource management for clusters
Rancher Kubernetes administration, orchestration and management of containers
Amazon ECS Managing and orchestrating cloud-native containers on Amazon

Demonstrates the success of software projects with DevOps and the failure of software projects
without it. Teams from operations and production frequently disagreed in the IT industry prior to the
advent of DevOps. With DevOps, the development team moves on to a new project while continuing to
test the essential customer features and benefits for the finished product. When DevOps is not used,
software project delivery to the client is delayed, the project's quality is poor, and deadlines and budgetary
constraints are not met. However, when we employ DevOps, new features are provided on schedule while
staying within budget and meeting deadlines.

4. Conclusion

Increasing dialogue between the development teams and IT operations is the aim of Develop
Operations. Among the many noteworthy advantages of DevOps approaches is speedier output.
Estimating, quality assurance, and scope management are some of the ways that DevOps approaches
influence project management practices. The DevOps approaches impact the success or failure of project
ideas. We continue to closely watch everything after utilising Jenkins to prevent anything from crashing
or breaking. As a result, we are adopting the Kubernetes open-source platform here. Additionally, it
improves performance, lessens memory management issues, and speeds up software projects.
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5. Expected Proposals

People are knowledgeable of how ineffective and broken the current system is. An improved strategy
exists. The best possible performance of a software project will be made possible by a solution, as we are
aware. To see software project management undergo the quickest change possible, Software Development
Evolution Publishing is here to assist. The lives of one million employees working on software projects
should be improved over the course of the next five years. In order to do this, we are assembling a group
of forward-thinking experts from all relevant fields who are also interested in enhancing software projects
in the future.

ID : 471-0701/2024



Journal of Computing & Biomedical Informatics Volume 07 Issue 01

References

1.

O PN W

—
o

—_ =
N =

13.
14.
15.
16.

17.
18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

M. Author, "A Survey Of Devops In The South African Software Context," in Hawaii International Conference Of
Sciences, 2021.

H. Osman, "Devops Capabilities, Practices, And Challenges," Insights From A Case Study.

Hagiu, "Is Devops Another Project Management Methodology?," Informatica Economica, vol. 21, 2017.
Wiedemann, "Are You Ready For Devops? Required Skills For Devops Teams."

Anna, "Are You Ready For Devops? Required Skills Set For Devops Team."

G. S. Cogo, "Understanding Devops: From Its Enablers To Impact On It Performance," Texas Tech University, 2019.
J. B. A. H. Osman, "Devops Capabilities, Practices, And Challenges," Insights From A Case.

T. Gilb, "Evolutionary Delivery Versus The 'Waterfall Model'."

W. Boehm, "A Spiral Model Of Software Development And Enhancement."

F. A. A. E. Bottacciyyyy, "Devops Practices For Software Development And Consulting Firms," School Of
Engineering Science, 2021.

J.S. A L.S. F. Almeida, "Exploring The Benefits Of Combining Devops And Agile," Mdpi, 19 Feb 2022.

D. M. L. Rubasinghe, "Traceability Management with Impact Analysis in DevOps based Software Development,"
Department of Computer Science and Engineering, University of Moratuwa, Moratuwa, Sri Lanka.

M. Cohn, "Suceeding with Agile: Software Development Using Scrum," Pearson, pp. 61-444, 2010.

M. Meyer, "Continuous Integration and Its Tools," IEEE Softw, vol. 31, pp. 14-16, 2014.

P. M. Shropshire, B. S. J. Shropshire, "Uncertainty, Personality, and Attitudes toward," in Twenty-third Americas
Conference on Information Systems, Boston, 2017.

A.P. V. A Rajkumar, P. M., "DevOps Culture and its Impact on Cloud Delivery and Software Development," In
International Conference on Advances in Computing, Communication, & Automation, pp. 1-6, 2016.

B. Violino, "Real-world Devops Failures--and How to Avoid Them," InfoWorld.com, 2016.

"2017 State of DevOps Report," Puppet.com, available online: https://puppet.com/resources/whitepaper/2017
(accessed on 12 May 2021).

L. Lwakatare, "DevOps Adoption and Implementation in Software Development Practice: Concept Practices
Benefits and Challenges," Ph.D. dissertation, University of Oulu, 2017.

P.a. DORA, "2017 State of DevOps Report," City, 2017.

C.R. F. K. L. LEITE, "A Survey of DevOps Concepts and Challenges," arXiv:1909.05409v4 [cs.SE], 18 Nov 2019.

A. N.-U. W. Wiedemann, "ARE YOU READY FOR DEVOPS? REQUIRED SKILL SET FOR DEVOPS TEAMS,"
Association for Information Systems, 11-28-2018.

M. G. S. Cogo, "Understanding DevOps: From its Enablers to Impact on IT Performance,” Texas Tech University,
Gabriel Cogo, August 2019.

F. Colavita, "Devops movement of enterprise agile breakdown silos, create collaboration, increase quality, and
application speed," Conf. Softw. Eng. Defence Appl. New York, NY, USA, pp. 203-213, 2016.

L. P. Hoyos, "DevOps: IT development in the era of digitalization,” Technische Univ. Dresden, Dresden, Germany,
Tech. Rep. 4754189, 2018.

R. Feijter, "Towards the adoption of DevOps in software product organizations: A maturity model approach,” UU
BETA ICS Dept. Inform, USA, Tech. Rep. UU-CS, 2017.

A. Virtanen, "Transitioning towards continuous development within an established business organization," Aalto
Univ., Espoo, Finland, Tech. Rep., 2017.

E. B.]J. Romppan, "DEVOPS PRACTICES FOR SOFTWARE DEVELOPMENT AND CONSULTING FIRMS: A case
for  EfiCode," Lappeenranta-Lahti ~ University = of = Technology = LUT, available online:
https://www.researchgate.net/publication/357969009 (accessed on 15 Jan 2022).

J.S.S. L. F. Almeida, "Exploring the Benefits of Combining DevOps and Agile," MDPI, pp. 14, 63, 2022.

S. M. Mohammad, "DevOps automation and Agile methodology," International Journal of Creative Research
Thoughts, vol. 5, no. 3, August 2017.

P. K. V. Gupta, D. K., "Modeling and Measuring Attributes Influencing DevOps Implementation in an Enterprise
Using Structural Equation Modeling," Information and Software Technology, vol. 10, pp. 75-91, 2017.

N.N. T. T. D. M. Hilton, D. M., "Trade-offs in Continuous Integration: Assurance, Security, and Flexibility," ACM,
pp- 197-207, 2017.

K. S. B. Fitzgerald, "Continuous Software Engineering: A Roadmap and Agenda," Journal of Systems and Software,
pp- 176-189, 2017.

ID : 471-0701/2024



Journal of Computing & Biomedical Informatics Volume 07 Issue 01

34.
35.
36.
37.
38.
39.

40.
41.

42.
43.
44.
45.
46.
47.

48.
49.

50.

51.

52.

53.

54.

55.

K. S. B. Fitzgerald, "Continuous Software Engineering: A Roadmap and Agenda," Journal of Systems and Software,
pp- 176-189, 2017.

M. W. Wiedemann, H. K., "Integrating Development and Operations in Cross-Functional Teams-Toward a DevOps
Competency Model," In Computers and People Research Conference, pp. 14-19, 2019.

L. LEITE, "A Survey of DevOps Concepts and Challenges," arXiv:1909.05409v4 [cs.SE], 18 Nov 2019.

D. Haughey, "Project Management Body of Knowledge (PMBOK)," Informatica Economicd, vol. 21, p. 3, 2017.

C. A. M. D. F. Erich, "A Mapping Study on Cooperation between Information System Development and
Operations, Chapter Product-Focused Software Process Improvement,” Informatica Economica, vol. 8892, 2017.
Eficode, "Devops Quick Guide," available online: http://www.eficode.com/en/devopsguide (accessed on 12 May
2021).

J. Roche, "Adopting DevOps practices in quality assurance,” Communications of the ACM, vol. 43, p. 56.11, 2013.
N. V.S. Rantanen, "DEVOPS PRACTICES FOR SOFTWARE DEVELOPMENT AND CONSULTING FIRMS: A case
for EfiCode," LUT School of Engineering Science, p. 24, January 2022.

C. Tozzi, "5 problems with devops,” 12 January 2021.

F. Almeida, "Exploring the Benefits of Combining DevOps and Agile," MDPI, 2022.

P. Indika, "Improve Software Quality Through Practicing Devops," In International Conference, 2017.

Connell, "Modern Devops: Optimizing Software Development Through Effective System."

S. Mahmood, "Identification and Prioritization of Devops Success Factors Using Fuzzyahp Approach,” 2020.

S. M. Mohammad, "DevOps automation and Agile methodology," IJCRT, vol. 5, no. 3, August 2017.

M. R. Conejo, "Current topics in artificial intelligence," Berlin: Springer.

Abbas, M., Arslan, M., Bhatty, R. A, Yousaf, F., Khan, A. A., & Rafay, A. (2024). Enhanced Skin Disease Diagnosis
through Convolutional Neural Networks and Data Augmentation Techniques. Journal of Computing &
Biomedical Informatics, 7(01).

H. H. KHAN, "DEVOPS METHODOLOGY IMPACT ON SOFTWARE PROJECTS TO LEAD SUCCESSES AND
FAILURE THROUGH KUBERNETES," Jilin Daxue Xuebao (Gongxueban)/Journal of Jilin University (Engineering
and Technology Edition), vol. 41, 11-2022.

Hussain, S.K., Ramay, S.A., Shaheer, H., Abbas T., Mushtaq M.A., Paracha, S., & Saeed, N. (2024). Automated
Classification of Ophthalmic Disorders Using Color Fundus Images, Volume: 12, No: 4, pp. 1344-1348
DOI:10.53555/ks.v12i4.3153

S. Zubair, "ADOPTION OF CONTINUOUS DELIVERY IN DEVOPS: FUTURE CHALLENGES," Jilin Daxue
Xuebao (Gongxueban)/Journal of Jilin University (Engineering and Technology Edition), vol. 42, no. 4, pp.4-2023.
Tandon, R., Sayed, A., & Hashmi, M. A. (2023). Face mask detection model based on deep CNN technique using
AWS. International Journal of Engineering Research and Applications www.ijera.com, 13(5), 12-19.

Shibu, N., Rajkumar, A., Sayed, A., Kalaiselvi, P.,, & Namakkal-Soorappan, R. (2022). N-Acetyl Cysteine
Administration Impairs EKG Signals in the Humanized Reductive Stress Mouse. Free Radical Biology and
Medicine, 192, 71-72.

Zhong, X.]., Liu, S. R, Zhang, C. W,, Zhao, Y. S,, Sayed, A., Rajoka, M. S. R,, ... & Song, X. (2024). Natural Alkaloid
Coptisine, Isolated from Coptis chinensis, Inhibits Fungal Growth by Disrupting Membranes and Triggering
Apoptosis. Pharmacological Research-Modern Chinese Medicine, 100383.

ID : 471-0701/2024



