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Abstract: Technology is growing fast, so a secure way of life and travel are in high demand among 
the community. A massive growth in traffic is caused by an excessively growing world population 
on hi-tech modern roads. There are more and more vehicles and trucks on the road. It is demand of 
time to identify vehicles and compute traffic jam on roads. For the control in addition monitoring 
systems, the identifying of vehicles is crucial. Number plates, which are a specific pairing of 
numbers and letters are used to identifying vehicles. However, physically identifying every single 
parked or moving car's license plate is a difficult and time-consuming task for anyone. Due to the 
daily tremendous growth of the vehicle industry, tracking individual vehicles has become a difficult 
undertaking. In the majority of applications involving the movement of vehicles, the identification 
and detection of a vehicle Number Plate (NP) are crucial techniques. In the field of image processing, 
it is also a hotly debated as well as ongoing research topic. For the purpose of discovering and 
identifying vehicle NPs, numerous techniques, methods, and algorithms have been created. You 
Only Look Once (YOLO) Algorithm is applied to detect as well as classify the vehicle NP. This 
proposed model shows more accuracy than the previous models. 
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1. Introduction 

Nowadays Life is busy and moving fast, everything which is related to or helps in serving life also 
growing fast. Technologies today play a significant role in all aspects of life to make things simpler by 
saving time and manpower. In Technology Machine learning is one of which is play a role as a backbone 
in modern-day life. One of the demanded artificial intelligence methods to handle the huge amount of data 
is Machine Learning (ML). The algorithm is self-learning. Improvised analysis and patterns are used to 
finish it [1]. In addition, deep learning, a subclass of ML, performs the ML process using a higher ranking 
level of neural networks [2, 3]. The neuron nodes that are joined serve as the links in artificial neural 
networks, which simulate human brain function [4]. Deep learning is usually known as deep neural 
networking or learning [2]. Deep Learning is a subclass of ML techniques that were inspired by artificial 
neural networks, which contain structural and functional components [31, 32]. Artificial neural networks 
are used by the majority of deep learning models. The word deep in deep learning indicates how many 
layers are used to modify the data [5]. 

Internet of Things (IoT) is the network of physical objects that are integrated with hardware, 
programs, sensors, in addition networking capabilities, as shown in Figure 1. This system allowed these 
devices to collect data, collect information as well as exchange data. 
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Figure 1. Structure of IoT 

Detection of vehicles is a relatively new method of gathering transportation data and might serve as 
the backbone of an intelligent transportation system [35]. It is currently being implemented in parts in the 
Europe, United States and some Arab nations, including the UAE, with Qatar and Saudi Arabia as future 
possible aims. The Global Positioning System (GPS tool) is helpful for tracking business trucks and for 
navigation. While technology like License Plate detection (LPD) and RFID labels are more commonly 
employed for detecting traffic infractions, congestion pricing, and road tolls. 

The US road transportation authorities have conducted numerous studies evaluating various vehicle 
identification techniques. Most of that research came to the conclusion that RFID tag systems were 
significant due to their high reliability and favorable cost/benefit ratio. These studies have also addressed 
the several significant public and national welfares that can be obtained from using RFID label frameworks 
and have outlined the privacy concerns that prevent such widespread use [6, 7]. 

The use of engine-powered vehicles as an alternative method of moving people and products 
contributed to the development of motorized transportation systems at the beginning of the 19th century. 
To manage and regulate traffic flows, transportation planning and traffic engineering have become 
essential. Planning became important as time went on in order to predict the quality and variety of 
transport frameworks that would be capable to meet the travel petition of the expanding population 
besides their escalating lifestyle activities. The excellence of the various transport researchers, their 
references, in addition plans will indisputably be squeezed by the accuracy of the data together, as social 
economic data, origin-destination surveys, traffic amounts, as well as other statistical data are the 
important and primary input for all transportation preparation and evaluation studies. A review of the 
evolution of transportation systems and data collection techniques during the following stages is therefore 
worthwhile [8]. 

The term ML pronounces a system's volume to gather and synthesis knowledge through extensive 
observation, as well as to progress in addition encompass itself by selection up new information rather 
than having it preprogrammed into it [29]. Artificial intelligence is used in machine learning, which gives 
computers the capacity to learn and memorized automatically and get better over time without explicit 
programming [33]. 

ML is a specialization of AI that enables computers to learn independently over time from training 
data and develop without explicit programming. Machine learning algorithms can create their own 
predictions by identifying patterns in the data and learning from them [30, 34]. 

YOLO is a deep learning algorithm that works on real-time image classification with the help of neural 
networks, by which each object in an image is detected. This algorithm's popularity is a result of its 
accuracy and speed. It has been used in many different situations to distinguish between animals, people, 
car parks, and traffic signals. The major used of this algorithm is for detecting and identifying the different 
vehicles at same time. YOLO algorithm works by means of the following three procedures; Residual blocks, 
Bounding box regression, Intersection over Union (IOU). 

In figure. 2 the following graphic shows many grid blocks of uniform thickness. Vehicles that enter 
any grid block will be able to be detected. For examples, if an object's middle occurs inside a grid block, 
that block will be responsible for identifying the objects. To detect the vehicles in an image, residual blocks 
were used, by which each vehicle was detected and identified separately in a single image. 
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Figure 2. Residual Blocks 

 

 

 

 

 
Figure 3. Highlight the object with bounding box in image 

The following figure. 3 shows an example of a bounding box. Each bounding box indicated the objects 
separately within a single image, and they have been represented by a black outline. To determine an 
object's width, center, height and class, YOLO utilize a single bounding box regression. The probability of 
an identification phase in the bounding box is indicated in the fig. 3. 

Figure 4. Intersection over union 
In figure 4, we see that all vehicles that are in a single image are how marked or bordered after the 

residual blocks all at once and this procedure is known as IOU. In this way all the vehicles which are 
present in an image are detected and separated from each other.  

The three procedures of YOLO algorithm is working combine for final detection of the vehicles. By 
which all the vehicles in a single image is detected and identified. So here we discuss the combination of 
these procedures.  

 
Figure 5. Class probability objects 

These three procedures are applied to create the final detection of vehicle, as seen in the accompanying 
figure. 

In figure. 6 grid blocks are initially used to partition up the image. So every grid block predicts 
bounding boxes and provides reliability values. The blocks apply the class probability to identify each 
object's class. The bus is bordered by the brown bounding box, but the heavy bike is bordered by the blue 
bounding box. The vehicle has been marked using the red bounded box. 
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Figure 6. Techniques combinations 

2. Literature Review 
An extensive overview of earlier studies on vehicle number plate detection is provided in this section. 

There have been numerous investigations and research projects conducted in the past. In the Research area 
most researchers are used machine learning algorithms are included in which are given here: en et al. [2011] 
investigated a solution for picture disturbance caused by uneven lighting and several environmental 
factors such as shade and exposure, which are typically difficult to analyze well utilizing classic binary 
methods and use support vector machines (SVM), by which they get 93.54% accuracy for license plate 
recognition [9, 26-28]. 

Anagnostopoulos et al. [2006] proposed an algorithm for number plate position and character 
segmentation, based on a novel adaptive image segmentation technique (SCWs), in addition connected 
component analysis is used. Probabilistic neural networks (PNNs) are used to identify alphanumeric 
characters which have recently been segregated from the candidate’s domain [10]. 

Punyavathi et al. [2021] discussed the modern techniques that are used for vehicle detecting and 
tracking for different scenarios by using IoT to reduce road accidents. They used two methods for this 
purpose. One is traditional and the second is the modern method. In traditional methods, they work on 
statistic method for vehicle detection. Then they used development of algorithm techniques which use blob 
detection, its outcome efficient then statistics methods. But they work on another method which is based 
on deep learning is YOLOv3, which gives more accurate and fastest results in a minimum duration [11]. 

Avatefipour, & Sadry, [2018] covered several IoT-related intelligent traffic management systems, as 
well as the many ways to collect raw information, including triangulation, automobile re-identification, 
GPS-based approaches, and smartphone-based tracking. The "vehicle re-identification" technique proved 
to be quite effective at gathering relevant data. Traffic monitoring systems, green wave systems, RFID tags, 
wireless technology, worldwide structure for smartphones, and infrared sensors are among the efficiency 
methods for managing traffic signals that are being compared. When comparing several approaches, 
"dynamic cycle TLS" comes out on top as having the maximum performance ratings. [12]. 

The suggested passive technique of verification discussed by Riener and Ferscha [13] [36] Biometrics-
based methods have been used in early investigations on driver verification. The information gathered 
from heaviness patterns on the seats of a vehicle in overall and from the seated positions of drivers in 
particular [37] [38]. 

The driver recognition method is suggested based on pressure mapping systems by Chen et al. [14]. 
In their investigations, they used the arrangements of hand grips on the navigation wheel to identify 
drivers. These biometrics technique likewise others such as voice identification [15], face detection [16], or 
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finger-vein pattern investigation [17] suffer from a number of disadvantages, such as being customized for 
particular activities to take place and being inappropriate for ongoing accurate situations. 

3. Limitations 
It is represented in Table 1 that a number of researchers have worked on the vehicular identification 

with multiple approaches but still there were few limitations that are being overcome in this proposed 
research work.  

Table 1. Limitations of the previous published approaches 

Sr.# Authors Title Paper NP Detection Vehicle Status Method YOLO 
Algorithm 

1 Giannoukos et 
al. [2010] [21] 

Operator background 
scanning to support high 
division rates for real 
time license plate 
recognition 

 
NO 

 
NO 

 
novel 
scanning 
method 

 
NO 

2 Gong et al. [2019] 
[22] 

By means of multi-label 
classification to recover 
object detection 

 
NO 

 
NO 

multi-label 
classification 

 
NO 

3 
Shindeet al. 
[2018] [23] 

YOLO based human 
action acknowledgement 
and localization 

 
NO 

 
NO YOLO 

 
YES 

4 Riener et al. [24] 

Supporting implicit 
human-to-vehicle 
interaction: Driver 
identification from sitting 
postures 

 
NO 

 
NO 

Feature 
classification 

 
NO 

5 Chen et al. [25] 
Driver recognition based 
on dynamic handgrip 
pattern on steeling wheel 

 
NO 

 
NO 

handgrip 
pattern on 
steeling 
wheel 

 
NO 

6 Proposed 

IoT Based Vehicle 
Identification System 
Using Machine Learning 
Techniques. 

 
YES 

 
YES 

 
YOLO 

 
yes 

 
4. Proposed Methodology 

Technology is growing fast, there is a tremendous desire among people for safe living and travel. The 
number of vehicles on the road has increased due to the excessively increasing worldwide population, 
which has resulted in an upsurge in traffic on hi-tech current roadways. Vehicle monitoring is an 
significant topic in smart transportation network. 

The initial stage in locating and identifying the vehicle NP is to locate and collect data for each road 
bound. To detect and recognize vehicle NPs, numerous strategies, methodologies, and algorithms develop. 
To accomplish this objective, we can successfully assist using the YOLO method. A database can be used 
to record all the information on the cars that are capture by security cameras, in addition to their categories 
and priority. The first step is successfully complete following the transfer of these data, which were 
gathered from security cameras position along the road. In the following steps, this technique offers a 
situation where this current information can be used for traffic monitoring. This model can be a big 
assistance to us in figuring out how to handle the issue of the direction of stolen vehicles. They can be put 
in place ahead of every intersection with a traffic signal so that the course of a stolen car can be quickly 
identify. 
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Figure 7. IoT Based Vehicle Identification System Using Machine Learning Techniques 

Figure 7 is showing that the proposed system is dependent on the training as well as validation phase.  
First Training phase is divided into three processes. In the training phase firstly, data is composed with the 
help of different sensors from input parameters will be stored in a database known as raw data. The next 
process is to preprocess the data to minimize the noisy data. After preparing the preprocessed data will be 
forwarded for training the data while using Yolo Algorithm. 

The target detection task's loss function is divided into two parts: classification loss 
as well as bounding box regression loss. IoU and its enhanced algorithm are the 
furthermost frequently utilised bounding box regression losses.  

In the validation phase the real time data will be collected from input in addition trained values will 
be imported from the cloud for prediction purposes. Then it will be checked the condition of after 
predicting it will check the condition that learning criteria will be met or not. If the criteria will be met, the 
output move to the cloud if, the will not be meet the training process will be again updated with the data. 
Criteria the required condition fulfill and vehicle number plate detected then display the vehicle number 
on screen if not found the vehicle number then the system discard. After detect the vehicle number the 
proposed model check the condition of defaulter vehicle, if model detect defaulter condition indicate the 
vehicle and return to system and if model not detect any default in vehicle then proposed model direct 
return at the start point of the system. 

 
5. Simulation Results 

In this proposed IoT based Vehicle identification by using Machine Learning techniques (YOLO) are 
employed on a dataset. The total data is 433 samples which is separated commonly into 70% training (303 
samples) in addition 30% validation (130 samples). The proposed model intentional the output by means 
of manifold statistical measures. Tables 2-3 depict the training in addition validation of ML approaches 
(YOLO). In addition to contrasts, the numerous statistical measures utilized for performance are measured 
from various metrics. 

 
Table 2. Training of proposed IoT based Vehicle identification by using Machine Learning techniques 

(YOLO) 
Proposed Model Training 

 
 
Input 

Total samples (303) Output 

Expected output Predicted Positive Predicted Negative 
160 Positive True Positive (TP) False-Negative (FN) 

153 7 
  
143 Negative 

False Positive (FP) True Negative (TN) 
11 132 

Table 2 is showing the proposed IoT based Vehicle identification by using Machine Learning 
techniques inside the training phase w.r.t YOLO. A total of 303 samples are applied inside the training 
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phase alienated into 160 and 143 positives as well as negative samples, correspondingly. It is determined 
that 153 samples are properly forecast as positive, showing there is traffic routing, but 7 samples are 
incorrectly predicted as negative, that means there is no traffic routing. Correspondingly, a total of 143 
samples are composed, where negative specifies no traffic routing, in which 132 samples are properly 
forecast as negative, means there is no traffic routing, and 11 records are imprecisely predicted as positive, 
showing traffic routing. 
Table 3. Validation of proposed IoT based Vehicle identification by using Machine Learning techniques 

(YOLO) 
Proposed Model Validation 

 
 
Input 

Total samples (130) Output 

Expected output Predicted Positive Predicted Negative 
79 Positive True Positive (TP) False-Negative (FN) 

76 3 
  
51 Negative 

False Positive (FP) True Negative (TN) 
7 44 

Table 2 is showing the proposed IoT based Vehicle identification by using Machine Learning 
techniques within the validation phase w.r.t SVM. A total of 130 samples are applied within the training 
phase divided into 79 and 51 positive as well as negative samples, correspondingly. It is determined that 
76 samples are properly forecast as positive, showing there is traffic routing, but 3 samples are imperfectly 
forecast as negative, that means no traffic routing. Correspondingly, a total of 51 samples are composed, 
where negative showing no traffic routing, in which 44 samples are correctly predicted as negative, means 
there is no traffic routing, and 7 records are imprecisely predicted as positive, which means traffic routing. 
Table 4. Performance evaluation of proposed IoT based Vehicle identification by using Machine Learning 

techniques (YOLO) in training and validation using assorted statistical measures 
 Accura

cy (%) 
Sensitivit
y 
TPR (%) 

Specificit
y 
TNR (%) 

Miss-
Rate 
FNR 
(%) 

Fall-
out 
FPR 
 

LR 
+ve 

LR -
ve 

PPV 
(Precisio
n) (%) 

NPV 
(%) 

Training 94.05 95.6 92.3 4.37 0.076 12.4
3 

0.04
7 

93.2 94.9 

Validati
on 

92.30 96.2 86.2 3.79 0.13 7.01 0.04
3 

91.5 93.6 

Table 3 is showing the performance of the IoT based Vehicle identification by using Machine Learning 
techniques in the training in addition validation phase’s w.r.t. YOLO correspondingly. This specifies that 
the proposed model using the YOLO approach delivers 94.05%, 95.6%, 92.3%, 4.37%, and 93.2% within the 
training, and provides 92.30%, 96.2%, 86.2%, 3.79%, and 91.5% within the validation, in terms of accuracy, 
True Positive Rate (TPR) expressed as sensitivity, True Negative Rate (TNR) expressed as specificity, False 
Negative Rate (FNR) expressed as miss rate, and Positive Predictive Value (PPV) expressed as precision, 
respectively. In addition, more statistical actions of the proposed model are providing 0.076, 12.43, 0.047, 
and 94.9% within the training, and 0.13, 7.01, 0.043, and 93.6% within the validation in terms of False 
Positive Rate (FPR) expressed as fall-out, Likelihood Positive Ratio (LR+ve), Likelihood Negative Ratio 
(LR-ve), and Negative Predictive Value (NPV), respectively. 

Table 5. Comparison 

Sr.# Authors Title Paper NP 
Detection 

Vehicle 
Status Method Accuracy 

1 
Yuan Yuan, 
et al. 2017 

[18] 

An Incremental Framework for Video-
Based Traffic Sign Detection, Tracking, 
and Recognition. 

 
YES 

 
NO 

 
CNN 

 
94% 
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2 
Naren Babu 
R., et al. 2019 

[19] 

Indian Car Number Plate Recognition 
using Deep Learning. 

 
YES 

 
NO 

 
YOLO 

V3 

 
91% 

3 Tayara, H., et 
al. 2017 [3] 

Vehicle Detection and Counting in High-
Resolution Aerial Images Using 
Convolutional Regression Neural 
Network. 

 
YES 

 
NO 

 
CNN 

 
93.2% 

4 Chen, R. C. 
(2019) [4] 

Automatic License Plate Recognition via 
sliding-window darknet-YOLO deep 
learning. 

 
YES 

 
NO 

 
Darknet -

Yolo 

 
78% 

5 Masood, S. et 
al. (2017) [20] 

License plate detection and recognition 
using deeply learned convolutional 
neural networks. 

 
YES 

 
 

 N
O 
 
 

 
CNNs 

 
90% 

6 Proposed IoT Based Vehicle Identification System 
Using Machine Learning Techniques. 

 
YES 

 
NO 

 
YOLO 

 
< 94% 

 
6. Conclusion 

Due to the daily tremendous growth of the vehicle industry, tracking individual vehicles has become 
a difficult undertaking. In the majority of applications involving the movement of vehicles, the 
identification and detection of a vehicle Number Plate (NP) are crucial techniques. In the field of image 
processing, it is also a hotly debated as well as ongoing research topic. For the purpose of discovering and 
identifying vehicle NPs, numerous techniques, methods, and algorithms have been created. In this 
research, we present an IoT based vehicle identification with the help of YOLO algorithm is proposed. The 
proposed model use YOLO algorithm for vehicle identification. 

Firstly, the vehicle is detecting and then verified by vehicle registration number with the help of YOLO 
algorithm after that we identified the vehicle and achieved the 94.05 % accuracy in training phase and 92.30 
% accuracy in validation phase. 

In the future, we will upgraded the proposed model for get more accurate results, minimize the 
drawbacks and merged with multiple departments database for track the specific vehicle in a real time for 
control the crime rate and rapid action against the complains. 
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