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Abstract: As the quantity of gadgets linked to the internet rises, cybersecurity has emerged to be an 
essential topic especially with the emergence of the IoT. It is crucial to shield IoT systems from 
numerous threats to avoid possible vulnerabilities and preserve the users’ security. This survey aims 
at revealing the sphere of influence of the IoT which is a technique that makes it possible for 
messages to be sent across different physical items.. Used massively in industrial and social contexts, 
IoT improves ease of life while posing significant risks to security. As IoT devices feature an 
autonomous functionality and rather limited human intervention, they require smart and secure 
design. further more, through paper explains the security risks associated with IoT and gives 
relative attention about different layers and need for effective solution. Through pointing out the 
issues of portability, resource limitation, and open environments, this work is intended to help 
researchers and manufacturers strengthen the IoT devices against possible attacks and contribute to 
the proper, secure, and productive IoT development. 
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1. Introduction 

As of now, it’s projected that there are about 14 billion connected IoT devices. It is projected that this 
figure rise to approximately 29. 42 billion by 2030.Here are 5 standout IoT stats for 2023 [1]. It is estimated 
that there are well over 15 billion connected IoT devices out there now. IoT projections extends with active 
devices increasing to 2 billion by 2030. Internet of Things/IoT Devices in Greater China is well over 5 billion 
devices. About 65 percent of devices are Internet of Things enabled. This is because according to a 2020 
forecast, IoT devices are more in number in the world than the non IoT devices. Global statistics proclaim 
that by 2025 the number of (IoT) devices will considerably outweigh the quantity of non-IoT devices. 

With every IoT ecology or context, there are 4 fundamental levels [2]. The first level integrates a 
number of sensors and actuators to collect the facts as well as implement multiple tasks. After that, another 
layer used the communication network for conveying the collected data. Finally, in the current context of 
dynamism in the IoT applications, there is a popular enhancement of the third layer, called the middleware 
layer, which acts as a link between the network and the applications. The last or the fourth layer also 
includes various end-to-end IoT applications including smart grid, smart transport, and smart factories 
among others. Each layer has its security concerns as will be discussed in detail below. Further, several 
gateways link these layers thus providing a means for data transfer and at the same time presenting certain 
security risks. The security threats and the available counter measures that are relevant in the context of 
the IoT are discussed in this paper in a comprehensive manner. 
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2. Critical Security Application Domains in IoT  
Security is a concern of significant concern in most of the IoT applications that have been deployed or 

are in the process of deployment. The growth of the IoT and the applications are on the rise, and it’s being 
implemented in near all the industries available today. Although these IoT applications are provided by 
operators leveraging on current networking technologies, none of such applications demands more 
security than can be provided by the used networking technologies. 
2.1. Sources of IoT Security Risks 

However, each of these layers in an IoT application has different technologies; it also has numbers of 
issues and security threats. Some technologies, devices and applications at the four layers are shown in the 
figure 1. This section discusses various forms of security threats in as much as the four mentioned layers 
in IoT applications. 
2.1.1. Sensing Layer Issue 

The sensing layer is principally involved with the IoT physical sensing devices and the physical IoT 
actuators. Sensors are getting hold of the physical event that transpires in the vicinity of the sensors. Here, 
under this context, actuators re-emphasize a special action on the operational phase of the physical world 
built out of sensed data [3]. There are also numerous types of sensors by the type of data that is being 
captured: there is the ultrasonic sensors, the camera sensors, the smoke detection sensors for the physical 
environment sensing and the temperature and humidity sensors are also cultivated and they can be 
mechanical, electrical, electronic and even the chemical based.  

 

 
Figure 1. Layers in IoT system. 

Figure 2 obviously illustrate the potential threats on these four layers. Special security concerns with 
the gateways that interface these layers are also reviewed in this section. 

 
Figure 2. Possible attacks on four layers. 
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2.1.2. Network Layer Issue 
The job of network layer is to send the data that the sensing layer has collected to the computing unit 

[4]. 
Major security issues that are experienced at the Network layer are as follows. 

• Access Attack 
• Phishing Attack 
• Data Transit Attacks 
• Denial of Service 
• Routing Attacks 
2.1.3. Middleware Layer Issues 

Middleware in IoT is tasked with the responsibility of building a layer of the network between the 
application layer and the network layer. Middleware can also offer computing and storage capacities as 
well [5]. This layer offers API to meet the requirements of the application layer. Another layer that comes 
in the middle of the processes is middleware layer such as brokers, data store management systems, 
queuing systems, machine learning and so on. While it is important in order to make the IoT application 
completely reliable and robust, the middleware layer is also exposed to multiple attacks. These attacks can 
even compromise the middleware and therefore take full control of the whole IoT application. Another 
two key security issue in the middleware layer is the database security and cloud security.  
2.1.4. Gateways Security Issues 

This layer is wide as the one that can be Smartphone or a car or an inhabitant of the area or a cloud 
service. Gateways are also useful in providing the solutions with regard to the hardware and software of 
the IoT devices. Gateways are employed in deciphering and encoding information from/to IoT devices 
along with translating the protocols required for the different layers of technology [6]. 

Today’s IoT systems are heterogeneous encompassing LoraWan, ZigBee, Z-Wave and even TCP/IP 
stacks with multiple gateways in between.  
2.1.5. Application-Layer Issues 

Thus is the only layer that communicates and deals with the end users and provides the services. 
Smart home applications, smart meters, smart cities, smart grids, and so on, fall under this layer of IoT 
applications. As they pointed out this layer has its own security issues such as theft of data and has no 
privacy as seen in other layers [8]. 

As with most of the security issues that arise at this layer, they are also specific to the application in 
question. Quite many IoT applications also incorporate an extra layer between the network layer and 
application layer which is termed as the application support layer or the middleware layer. The support 
layer offers access to number of business services and in overall resource management and computation 
[9]. Given below are some of the major security threats related to the application layer. 

 
3. Mitigations of IoT Attacks 

In the previous section, we pointed out some of the security threats that affect IoT applications, in this 
section we are going to describe some of the approaches that can be used to protect IoT applications and 
the environment.  
• Within this framework, IoT security using the Fog computing paradigm can be understood as the     
implementation of security measures at the boundary of the IoT system.  
• IoT Security leveraging Machine Learning 
• An analysis of the state of IoT security: Applying this concept in edge computing 
• Blockchain to Security Internet of Things. 
3.1. Fog Computing IoT issues 

Fog computing is a distributed computing concept that is positioned in-between the edge computing 
and cloud computing layer and deals with data processing, computation, storage as well as services. 
Hence, similar to fog computing, edge computing is a model that extends the benefit and strength of cloud 
closer to the source of data origin and usage [11]. With reference to the attacks elucidated in Section III, 
below is the solution that fog computing provides or could provide to solve such security issues.  

 Man-in-the-middle attack: Fog layer acts like a veil to the end-user from the cloud or the IoT system. 
All the threats or attacks to the IoT systems are those that are obliged to pass through the fog layer in the 
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middle and the layer is able to detect all the undesired activities to prevent or remove them before they get 
to the system.  

 Data transit attacks: The general handling and storing of data are much enhanced in case they are 
done in the secure fog nodes instead of in the IoT device. If stored on the fog nodes then the data will be 
more secured than to be stored on the end user devices. Other tasks that are performed by the fog nodes 
include also making the user data more available [11].  

 Eavesdropping: In a way of data transmission, it is only between the end-user and a specific fog node 
without the influences of the other nodes. As it is; it becomes challenging for an adversary to stage an 
eavesdropping exercise because overall traffic on the network is comparatively smaller.  

 Resource-constraint issues: This is so because most IoT devices are constrained in terms of resources 
and the at-tackers have leveraged on this. They try to compromise the edge devices and include the latter 
as the weak links to be used to infiltrate the system. The fog nodes can help the edge devices and also can 
remove effects of such attacks to the devices. All security related operations other than simple encryption 
and decryption can be performed by a neighboring fog node [12].  

 Incident response services: Such fog nodes can be created to meet on-demand incident response 
services at a particular time. Notably, it is desirable for fog nodes to generate a flag to the IoT system or 
the end users each time they receive any form of nasty data or a request. What one gets from fog computing 
is the ability in the detection of the malware and the solving of the issues that may be present during transit. 
This makes it possible to manage the malware incidences because it becomes very hard or nearly 
impossible in most of the crucial applications to fOR instance close the whole system [13].  

 Such resolutions can be useful with the fog nodes while the system is still active.The fog nodes can 
be useful in any of such resolutions while the system is on. 
3.2. IoT Security Using Machine Learning 
• The field of ML has attracted much attention over the recent years. As it is seen, ML is used in many 

domains for their developments and IoT security is one among that. From the literature, it appears that 
ML can protect IoT devices from cyber-attacks since ML provided a different perspective in terms of 
security against the attacks compared to traditional mechanisms [14].  

• Relating to the attacks discussed in Section III with regards to the security threats described, the 
following solutions provided by ML to counter overcome these security risks are as follows.  

• DoS Attack: DoS attacks which are targeted at IoT devices or those originated from IoT devices are 
something that should not be taken lightly. For that reason, it is possible to defend the networks against 
such attacks using the protocol established on Multi-Layer Perceptron (MLP). ML approaches were 
helpful in improving the deduced accuracy and at the same time preventing IoT devices that are 
vulnerable to DoS attacks.  

• Eavesdropping: While passing on messages, the attackers can be very wise in order to eavesdrop as 
the messages are being passed. To prevent such attacks, several ML tactics, which are Q-learning based 
offloading strategy and nonparametric Bayesian among others, can be used [15]. There other ML 
techniques that may also be used to guard de-vices against eavesdropping and these are the schemes 
like Q-learning and Dyna-Q.  

• Spoofing: The given techniques can be used to counter spoofing attacks and these are Q- Learning 
with Dyna- Q, SVM, DNN model, Incremental Aggregated Gradient (IAG), and distributed Frank 
Wolfe (dFW). In addition, these techniques also effectively improve the detection accuracy and 
classification accuracy, average error rate and false alarm rate is relatively low.  

• Privacy Leakage: For instance, receiving health data, location, or photos the personal data of the user 
comes under threat. Ensuring that the Privacy Leakage is avoided should be done using the privacy-
preserving scientific computations or the PPSC. Another approach that has been advocated for the 
establishment of IoT application trust is a commodity integrity detection algorithm which uses CRT.  

• Digital Fingerprinting: Digital fingerprinting is one of the innovative and effective approaches to 
secure IoT system, as well as to achieve the desired level of trust for the end users in the relevant 
applications. Fingerprints are now used to unlock smart phones payment authentication, unlock cars 
and homes etc. As mentioned by [16].  

• Though studied for their effectiveness, digital fingerprinting is already proving to be economical, 
reliable, and practicable and highly secure; it is gradually emerging as the most preferred method of 
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the biometric identification. Apart from the advantages of the digital fingerprinting, there are several 
limitations on how this technique to be used efficiently and effectively in IoT, namely: the fingerprint 
classification, the image enhancement, the feature matching, etc. 

3.3. IoT Security Using Edge Computing 
Thus, in an edge computing framework the compute and analysis power is available precisely at the 

edge itself. The devices in an application can be interconnected and then the single devices in an 
interconnection can process the data. Therefore, a large amount of data can be protected from being 
transmitted out of the device, to the cloud or to the fog nodes and this in turn enhances the security of the 
particular IoT application.  

 I have elaborated below in relation to the attacks discussed in Section III the solutions that can be 
provided by edge computing or could be potential solutions.  
Data Breaches: In edge computing all the information relating to a specific device or an organization is 
stored and managed at the edge. As for data transfer there is only transfer of data from the data originator 
to the processor. This ensures the data is not in transit and thus ensures there are no data thefts and 
breaches of data [17].  

 In fog computing, there is information downloading from a device to the fog layer and this is where 
an adversary may capitalize on.  
Data Compliance Issues: In this case most countries have set the legal provisions that regulate transfer of 
data across their territories for example European Union has set GDPR (General Data Protection 
Regulation). Some of the features that are included –; The data can remain within the organization’s 
premises through edge computing, and addresses the issue of data sovereignty compliance.  
Safety Issues: Security and safety are assumed as inherent aspects with the progress of the integration of 
cyber-physical systems. But if there is even a little delay in the responses, then that may cause physical 
security complications. For instance, if sensors of a car are showing that an accident is imminent then the 
air bags need to be inflated immediately.  
Bandwidth Issues: IoT application generate data in the form of streams at a very fast rate and in large 
amount. Slightly over half of that information is initial information and, as a rule, it can be referred to low 
analytics. This also means that the transfer of all data to the cloud is expensive in terms of bandwidth costs 
as well as security of the data transfer [18].  

If edge computing is used then much of data cleansing and data aggregation can be done in 
distributed edge nodes and only the summarized data if required can be sent to the cloud. 
3.4. IoT Security Using Block chain techniques 

In the context of IoT and the use of block chain technology, the most important progress has been 
made in security. In its simplest form Blockchain is an account book that contains all the transactions where 
it records the transaction as a hash.  
 As it has been seen, there are many advantages in terms of IoT applications while using the blockchain 
technology.  
Blockchain can store data coming from IoT devices: This concern involves a huge number of applications 
that involves multiple different devices connected under IoT. These other devices are extended and 
managed and connected to these devices. This setup is then connected to cloud so as to enable IoT 
applications to be executed from any point of location. That is why there are many opportunities in data 
movement, and therefore blockchain is suitable for storing data and preventing their misuse. Therefore, 
no matter in which layer of an IoT application one interacts, blockchain can be a right way to store and 
transfer data.  

Blockchain has the nature through which data storage is secure: As in the case with the decentralized 
architecture of the block chain the problem of being a single point of failure like in the case of different IoT 
applications based on the cloud can be avoided. Therefore, irrespective of where the devices are, the data 
generated thereon can be secured on the blockchain.  

Data encryption using the hash key and verified by miners: Even at the central hub in blockchain 
implementation, the actual data can’t be stored instead only the 256-bit hash key of the data only can be 
stored. This is because if there is any change in the pieces of data then there hash will change in some way 
means that the pieces of data have been changed. It also assist in making the data secure / personalized. It 
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will also be appropriate to point that the size of block chain will not be of any concern when it comes to 
size of data since all that is stored in block chain is the hash value [19].  
Avoidance from spoofing attacks/ data loss: For instance, in spoofing attacks on IoT applications, a new 
adverse node will try and infiltrate into the IoT network and then mimic a node in the real network. In 
spoofing, the adversary can actually get a chance to capture, monitor or even forward data through the 
network. The latter works as a practical solution to avert hackers as the blockchain does. Every legal user 
or device is registered in blockchain and the devices are able to identify each other and authenticate each 
other without any intermediary, or certification center. Since most of the IoT devices are low power devices 
hence they potentially have data loss [20].  

It could be a reality that due to some factors in the external environment even the recipient has a 
possibility of losing the data sent or received. This does away with such losses as soon as the block has 
been incorporated within the chain, the block cannot be expunged.  
Blockchain to prevent unauthorized access: IoT is rich of applications and many of these applications have 
a lot of long-lived sessions that include sending a large number of messages between different nodes. The 
exchange or transaction in blockchain is through Public and Private keys hence only the particular member 
or nod can see the data. However, in the case that the unintended party gets hold of the data, he or she will 
not be in a position to understand the contents of the data since the data is encrypted using keys. Therefore, 
blockchain data structure tries to solve several security concerns that exist with IoT applications.  

Despite the fact that blockchain technology provides many securities for the distributed environment, 
IoT has a specific issue of scarcity of resources. IoT devices are extremely limited in terms of resources, and 
this in turn implies that large ledgers cannot be stored on the devices. That is why, there are some studies 
in this regard to enable the implementation of blockchain in IoT. Among the promising possible solutions 
that can be used to implement blockchain for IoT devices, there is a proxy-based architecture. Here, one 
needs mention the fact that proxy server can also be incorporated into the network. 
 
4. Taxonomy 

Table 1. Taxonomy 
Category Sub 

Category 
Key 

Concept 
Paper Contribution Limitations 

IoT 
Security 

IoT 
Security 
Datasets 

Datasets 
for IoT 
security 
Dataset 
creation 

and 
evaluation 

Dataset 
characteris

tics and 
diversity 

A Reviewof 
Machine 

Learning (ML)-
based IoT 
Security in 

Healthcare: A 
Dataset 

Perspective 
Generating 
Datasets for 
Anomaly-

Based 
Intrusion 
Detection 

Systems in IoT 
and Industrial 
IoT Networks 

Provides a 
comprehensive 

survey of available 
datasets specific to 

IoT security. 
Highlights the 
importance of 

dataset diversity for 
effective security 

measures. 

Existing datasets 
may lack realism 

or fail to cover 
all attack 
vectors. 
Dataset 

generation can 
be costly and 

time-consuming. 
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Machine 
Learning 

in IoT 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IoT 
Security 

Taxonomy 
 
 
 
 
 
 
 
 
 
 
 
 

ML 
Algorithm 

for IoT 
Security 

 
 
 
 
 
 
 
 
 
 
 

Anomaly 
Detection 
using ML 

 
 
 
 
 
 
 
 
 
 

Taxonomy 
ofIoT 

threats 
and 

attacks 
Layer-wise 

security 
challenges 
Categoriza
tion of IoT 

attacks` 
 
 

Applicatio
n of ML 

algorithms 
in IoT 

Anomaly 
detection 

techniques
Performan

ce 
evaluation 

metrics 
 
 
 
 
 
 
 
 
 

Intrusion 
detection 
systems 

Anomaly 
detection 

in IoT 
Attack 

scenarios 
and 

State-of-the-
Art Review on 

IoT Threats 
and Attacks: 
Taxonomy, 
Challenges 

and Solutions 
Landscape of 
IoT security 

 
 

Advancing IoT 
Security: A 
Systematic 
Review of 
Machine 
Learning 

Approaches 
for the 

Detection of 
IoT Botnets 
AI, Machine 

Learning, and 
Deep 

Learning: A 
Security 

Perspective. 
 

Detection of 
Security 

Attacks in 
Industrial IoT 

Networks 
Enhancing IoT 

Device 
Security 
through 
Network 

Attack Data 
Analysis Using 

Machine 
Learning 

Algorithms 

Offers a structured 
categorization of IoT 
threats and security 

challenges. 
- Assists in 

identifying and 
mitigating security 

issues across 
different IoT layers. 

 
 
 

Demonstrates the 
effectiveness of ML 

techniques in 
detecting and 
mitigating IoT 

threats. 
Provides a 

comparative 
analysis of different 
ML approaches for 

IoT security. 
 
 
 
 
 
 

Enhances the 
accuracy and 
efficiency of 

detecting anomalies 
in IoT networks. 
Provides robust 

solutions for 
detecting a variety 

of IoT-specific 
attacks. 

 
 
 
 

Static 
taxonomies may 
not adapt well to 

emerging 
threats. 

Might overlook 
novel or 

unforeseen 
attack methods. 

 
 
 

ML models may 
be resource-

intensive, which 
can be a 

limitation in IoT 
environments. 
Requires large 
representative 
data sets for 

effective 
tranning. 

 
 

High false 
positive rates 

can be a 
challenge. 

Dependence on 
high-quality 
datasets may 

limit 
generalizability. 

 
 

Proposed 
solutions might 

not be applicable 
to all IoT 

environments. 
Security and 
performance 
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Challeng
es in IoT 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IoT 
Security 

Challenges 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Dataset 
Availability 

and 
Benchmark

ing 
 
 
 
 
 
 
 
 
 
 
 
 
 

Integration 
of AI with 

IoT 
 
 
 
 

detection 
accuracy 

 
 
 
 
 

Resource 
constraints 

in IoT 
Lightweig
ht security 
solutions 
Securing 
resource-
limited 
devices 

 
 
 
 
 
 
 
 
 

Lack of 
benchmar
k datasets 
Need for 
realistic 
datasets 

Heterogen
eity in 

datasets 
 
 
 
 
 
 
 
 

 
 

Analysis of IoT 
Security 

Challenges 
and Its 

Solutions 
Using 

Artificial 
Intelligence 

Security at the 
Edge for 

Resource-
Limited IoT 

Devices 
 
 
 
 
 
 
 

A Survey on 
Performance 
Evaluation of 

Artificial 
Intelligence 

Algorithms for 
Improving IoT 

Security 
Systems 

Generating 
Datasets for 
Anomaly-

Based 
Intrusion 
Detection 

Systems in IoT 
and Industrial 
IoT Networks 

 
 
 

Addresses the 
challenges of 

securing resource-
constrained IoT 

devices. 
Proposes 

lightweight and 
decentralized 

security solutions. 
 
 
 
 
 
 
 
 

Identifies the need 
for standardized 

and comprehensive 
IoT datasets. 

Encourages the 
development of 

benchmark datasets 
to improve security 

research. 
 
 
 
 
 
 
 
 

Highlights the role 
of AI in addressing 

IoT security 
challenges. 
Discusses 

integration 
challenges and 
offers adaptive 

trade-offs may 
be necessary. 

 
 
 
 

Current datasets 
may not fully 
capture the 

complexity of 
real-world IoT 
environments. 

- Benchmarking 
across diverse 
datasets can be 

challenging. 
 
 

Integration may 
be complex and 

costly. 
Risks such as 

bias and lack of 
transparency in 

AI decisions 
remain a 

challenge. 



Journal of Computing & Biomedical Informatics                                           Volume 08  Issue 01                   

ID : 656-0801/2024  

 
 

 
 
 

 
 

AI-IoT 
integration 
challenges 
Security, 

compatibil
ity, and 

complexity 
Need for 
adaptive 

architectur
es 
 

A Survey on 
Performance 
Evaluation of 

Artificial 
Intelligence 

Algorithms for 
Improving IoT 

Security 
Systems 

Cyber Threat 
Intelligence for 

IoT Using 
Machine 
Learning 

 

solutions for AI-IoT 
systems. 

 

      
 
5. Conclusions 

In this survey paper, we have elaborated on the security threats to the IoT devices concerning different 
IoT layers e.g. physical, software, and network & encryption layers. Also we discussed how to mitigate 
these threats using different available platforms like Edge computing, Blockchain, Fog computing and 
Machine learning. To sum up, there is no silver bullet to security challenges, it will always be a combination 
of different combination of people, process, and technology. 
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